State of New York
David Paterson Governor
Competitive Procurement for:
Statewide Automated Biometric Identification System (SABIS) RFP CJS2007-03

CONTRACTING ENTITY DCJS SOLE DESIGNATED CONTACT FOR
INQUIRIES AND SUBMISSIONS
State of New York Ms. Kimberly Szady
acting by and through the Director, Financial Administration
Division of Criminal Justice Services (DCJS) New York State Division of Criminal Justice
Denise E. O’Donnell, Commissioner, Services
On behalf of: 4 Tower Place, 10th Floor
Offices, departments, and agencies of the Albany, NY 12203-3764
State of New York, certain political All questions regarding this RFP must be submitted
subdivisions and authorized users of the via electronic mail to the designated contact for this
DCJS Statewide Automated Fingerprint RFP Procurement.Officer@dcis.state.ny.us
Identification System Neither phone nor fax inquires will be accepted

Calendar of Events

Event Date
1. RFP Release Date June 16, 2008
2. Deadline for Submission of Pre-Bid Conference Questions June 23, 4 p.m.
3. Pre-Bid Conference Registration Deadline June 27, 4 p.m.

4. Mandatory Pre-Bid Conference*
Time: 10:00 am - - 12:00 pm
Location: NYS Division of Criminal Justice Services

4™ Floor Conference Room ity 200

80 Wolf Road

Albany, NY 12205
5. Deadline for filing Mandatory Notice of Intent to Bid:* July 3, 2008, 4 p.m.
6. Deadline for Submission of Vendors’ Questions July 3, 2008, 4 p.m.
7. Issuance of DCJS ResEonse to Submitted Questions Juli 25,2008
9. Vendor Presentations September 9 - 25, 2008

(to be scheduled by DCJS)
10. Site Evaluations August 29 - October 10, 2008 (to be
scheduled by DCIS)

11. Anticipated Notification of Award November 7, 2008
12. Debriefing Request Deadline November 21, 2008
13. Bid Protest Deadline See Protest Procedure at Appendix H
14. Timeframe for Contract Approval December 29, 2008

15. Timeframe for Replacement of the Ten Print & Latent Print
System — See Project Schedule in Subsection 3.1.E

*Mandatory Requirements: Filing of a Notice of Intent to Bid and attendance at the Pre-Bid Conference are mandatory
prerequisites to further participation in this Procurement. DCJS reserves the right, in its sole discretion, to alter the
information and schedule shown above. In such an event, DCJS will e-mail notice to vendors who have filed a timely
Notice of Intent to Bid and publish the notification on its website at: http://www.criminaljustice.state.ny.us/sabis

24 months from Contract Approval




ALL PROPOSALS SUBMITTED IN RESPONSE TO THIS RFP AND ALL
QUESTIONS, COMMUNICATIONS AND SUBMISSIONS TO DCJS MUST BE
WRITTEN IN THE ENGLISH LANGUAGE WITH QUANTITIES EXPRESSED USING
ARABIC NUMERALS. ALL PRICES SHALL BE EXPRESSED, AND ALL PAYMENTS
SHALL BE MADE, IN UNITED STATES DOLLARS ($ USD). ANY PROPOSAL
RECEIVED THAT DOES NOT MEET THE ABOVE CRITERIA MAY BE REJECTED
AT THE SOLE OPTION OF DCJS.

NOTICE OF POLICY AND PROHIBITIONS ON PROCUREMENT
LOBBYING AND CONTACTS

State Finance Law §139-j(6) requires that a governmental entity incorporate a summary
of its policy and prohibitions regarding permissible contacts during a covered procurement.
Pursuant to State Finance Law §§139-j and 139-k, this Request for Proposal (RFP) includes and
imposes certain restrictions on communications between the Division of Criminal Justice
Services (DCJS), a governmental entity and an vendor during the procurement process.

A vendor is restricted from making contacts from the earliest notice of intent to solicit
offers including this Request for Proposal through final award and approval of the procurement
contract by DCIJS and the Office of the State Comptroller (“Restricted Period”) to other than the
DCIJS staff member who has been designated by DCJS as the sole procurement contact and who
has been identified on the first page of this RFP. There are certain statutory exceptions set forth
in State Finance Law §139-j(3)(a).

State Finance Law §139-k(4) obligates every governmental entity during the restricted
period of a procurement contract to make a written record of any contacts made. The term
“contact” is defined by statute and refers to those oral, written or electronic communications that
a reasonable person would infer are attempts to influence the governmental procurement. The
DCIS Office of Legal Services is required to make a determination of the responsibility of the
vendor pursuant to State Finance Law §§139-j and 139-k. Certain findings of non-responsibility
can result in rejection for contract award and in the event of two findings within a four (4) year
period, the vendor is debarred from obtaining governmental procurement contracts.

Additional information and guidance on the “Restricted Period” and permissible contacts
can be found in the guidelines issued by the New York State Advisory Council on Procurement

Lobbying, which can be found on the OGS website at:

http://www.ogs.state.ny.us/aboutOgs/regulations/defaultAdvisoryCouncil.html

Vendors must provide DCJS with a required affirmation of understanding and agreement
to comply with procedures on procurement lobbying restrictions regarding contacts in the
restricted period for a procurement contract in accordance with State Finance Law §§139-j and
139-k. The vendor must agree to the certification and complete the affirmation of such
agreement included at Attachment 28 in Form 1: Offerer’s Affirmation of Understanding of an
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Agreement Pursuant to State Finance Law §139-j(3) and §139-j(6)(b) and Form 3: Offerer’s
Certification of Compliance with State Finance Law §139-k(5), which are a mandatory
submissions.
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Sole Designated Procurement Contact

All Vendors are required to comply with Chapter 1 of the Laws of 2005, the Procurement
Lobbying Act. All questions regarding this RFP must be submitted via electronic mail to the
DCIS Sole Designated Contact for this procurement specified on the cover page of this RFP.
Pursuant to the Procurement Lobbying Law the DCJS Sole Designated Contact for this
procurement specified on the cover page of this RFP is designated as the DCJS Solicitation
Contact for this procurement. All inquiries, questions, filings and submission of proposals that
are submitted to any other individual or physical address shall not be considered as official,
binding, or as having been received by the State. Pursuant to the Procurement Lobbying Law the
DCIJS Sole Designated Contact for this procurement specified on the cover page of this RFP is
designated as the Designated Agency Contact for this procurement. During the Restricted Period
for this RFP, all communications shall be directed to the DCJS Sole Designated Contact for this
procurement.

DCIJS may at its sole option change the sole designated contact and will make
notification of such a change by electronic mail to vendors who have timely filed a Notice of
Intent to Bid and through its website. The webpage Uniform Resource Locator (URL) is
provided on the beginning pages of this RFP.

Prior Non-responsibility Determination Affirmation

New York State Finance Law §139-k(2) obligates a governmental entity to obtain
specific information regarding all prior non-responsibility determinations with respect to State
Finance Law §139-j. This information must be collected in addition to the information that is
separately obtained pursuant to State Finance Law §163(9). In accordance with State Finance
Law §139-k, an Offerer must be asked to disclose whether there has been a finding of non-
responsibility made within the previous four (4) years by any governmental entity due to: (a) a
violation of State Finance Law §139-j or (b) the intentional provision of false or incomplete
information to a governmental entity. The terms “Offerer” and “governmental entity” are
defined in State Finance Law § 139-k(1). State Finance Law §139-j sets forth detailed
requirements about the restrictions on contacts during the procurement process. A violation of
State Finance Law §139-j includes, but is not limited to, an impermissible contact during the
restricted period (for example, contacting a person or entity other than the designated contact
person, when such Contact does not fall within one of the exemptions).

The Offerer must agree to the certification and complete the affirmation of such agreement

included at Attachment 28 in Form 2: Offerer’s Disclosure of Prior Non Responsibility
Determinations, which is a mandatory submission.
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Offerer Certification of Compliance with State Finance Law §139-k(5)

In addition to any other remedy at law or equity, the Division of Criminal Justice
Services reserves the right to terminate this contract in the event it is found that the certification
filed by the Prime Contractor in accordance with New York State Finance Law §139-k was
intentionally false or intentionally incomplete. Upon such finding, the Governmental Entity may
exercise its termination right by providing written notification to the Prime Contractor in
accordance with the written notification terms of this contract.

Public Officers Law Sections 73 and 74

The New York State Commission on Public Integrity, established by the Public
Employee Ethics Reform Act of 2007, is charged with administering and enforcing the State's
ethics and lobbying laws as well as the State's anti-nepotism law and laws pertaining to certain
political activities and improper influence. Building upon the strong foundations established by
the New York Temporary State Commission on Lobbying and the New York State Ethics
Commission, the Act transferred all powers, duties, functions and staff of both former
Commissions to the Commission on Public Integrity. The mission of the New York State
Commission on Public Integrity is to insure compliance with the ethical standards that public
officials and lobbyists must observe in order to ensure public trust and confidence in
government. More information is available at the Commission’s website at
http://www.nyintegrity.org

The Offerer will ensure that all of its personnel involved in the preparation and
submission of the Offerer’s proposal(s) have read the Public Officers Code of Ethics, Sections 73
and 74 of the Public Officers Law, and that the Offerer has advised its personnel of their
obligation not to importune any violations of those sections. For the convenience of the reader
certain sections in effect as of the date of release of this RFP are reproduced below. Readers are
advised to check official sources.

Public Officers Law § 73(5)

5. No statewide elected official, state officer or employee, individual whose name has been
submitted by the governor to the senate for confirmation to become a state officer or employee,
member of the legislature or legislative employee shall, directly or indirectly:

(a) solicit, accept or receive any gift having more than a nominal value, whether in the form of
money, service, loan, travel, lodging, meals, refreshments, entertainment, discount, forbearance
or promise, or in any other form, under circumstances in which it could reasonably be inferred
that the gift was intended to influence him, or could reasonably be expected to influence him, in
the performance of his official duties or was intended as a reward for any official action on his
part. No person shall, directly or indirectly, offer or make any such gift to a statewide elected
official, or any state officer or employee, member of the legislature or legislative employee under
such circumstances.
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(b) solicit, accept or receive any gift, as defined in section one-c of the legislative law, from any
person who is prohibited from delivering such gift pursuant to section one-m of the legislative
law unless under the circumstances it is not reasonable to infer that the gift was intended to
influence him; or

(c) permit the solicitation, acceptance, or receipt of any gift, as defined in section one-c of the
legislative law, from any person who is prohibited from delivering such gift pursuant to section
one-m of the legislative law to a third party including a charitable organization, on such official's
designation or recommendation or on his or her behalf, under circumstances where it is
reasonable to infer that the gift was intended to influence him.

Public Officers Law 8§74:

Sec. 74. Code of ethics. 1. Definition. As used in this section: The term "state agency" shall
mean any state department, or division, board, commission, or bureau of any state department or
any public benefit corporation or public authority at least one of whose members is appointed by
the governor or corporations closely affiliated with specific state agencies as defined by
paragraph (d) of subdivision five of section fifty-three-a of the state finance law or their
successors.

The term "legislative employee" shall mean any officer or employee of the legislature but it shall
not include members of the legislature.

2. Rule with respect to conflicts of interest. No officer or employee of a state agency, member of
the legislature or legislative employee should have any interest, financial or otherwise, direct or
indirect, or engage in any business or transaction or professional activity or incur any obligation
of any nature, which is in substantial conflict with the proper discharge of his duties in the public
interest.

3. Standards.

a. No officer or employee of a state agency, member of the legislature or legislative employee
should accept other employment which will impair his independence of judgment in the exercise
of his official duties.

b. No officer or employee of a state agency, member of the legislature or legislative employee
should accept employment or engage in any business or professional activity which will require
him to disclose confidential information which he has gained by reason of his official position or
authority.

c. No officer or employee of a state agency, member of the legislature or legislative employee
should disclose confidential information acquired by him in the course of his official duties nor
use such information to further his personal interests.

d. No officer or employee of a state agency, member of the legislature or legislative employee

should use or attempt to use his official position to secure unwarranted privileges or exemptions
for himself or others.
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e. No officer or employee of a state agency, member of the legislature or legislative employee
should engage in any transaction as representative or agent of the state with any business entity
in which he has a direct or indirect financial interest that might reasonably tend to conflict with
the proper discharge of his official duties.

f. An officer or employee of a state agency, member of the legislature or legislative employee
should not by his conduct give reasonable basis for the impression that any person can
improperly influence him or unduly enjoy his favor in the performance of his official duties, or
that he is affected by the kinship, rank, position or influence of any party or person.

g. An officer or employee of a state agency should abstain from making personal investments in
enterprises which he has reason to believe may be directly involved in decisions to be made by
him or which will otherwise create substantial conflict between his duty in the public interest and
his private interest.

h. An officer or employee of a state agency, member of the legislature or legislative employee
should endeavor to pursue a course of conduct which will not raise suspicion among the public
that he is likely to be engaged in acts that are in violation of his trust.

1. No officer or employee of a state agency employed on a full-time basis nor any firm or
association of which such an officer or employee is a member nor corporation a substantial
portion of the stock of which is owned or controlled directly or indirectly by such officer or
employee, should sell goods or services to any person, firm, corporation or association which is
licensed or whose rates are fixed by the state agency in which such officer or employee serves or
is employed.

4. Violations. In addition to any penalty contained in any other provision of law any such officer,
member or employee who shall knowingly and intentionally violate any of the provisions of this
section may be fined, suspended or removed from office or employment in the manner provided
by law. Any such individual who knowingly and intentionally violates the provisions of
paragraph b, ¢, d or i of subdivision three of this section shall be subject to a civil penalty in an
amount not to exceed ten thousand dollars and the value of any gift, compensation or benefit
received as a result of such violation. Any such individual who knowingly and intentionally
violates the provisions of paragraph a, e or g of subdivision three of this section shall be subject
to a civil penalty in an amount not to exceed the value of any gift, compensation or benefit
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1.0

1.1

1.2

Introduction

Overview of DCJS’ Statutory Mission and Role in Criminal
Justice

The New York State Division of Criminal Justice Services (DCJS) is an Executive
Agency of the State of New York and a multi-function New York State criminal justice
agency which serves, by statute, as New York’s central repository for criminal history
record information (CHRI). DCIJS is among the nation’s leaders in developing criminal
justice technologies, communication and information systems. The core business function
of DCJS is receiving, processing, and identifying criminal, civil and crime scene
fingerprint submissions against resident base files of more than 40 million fingerprint
images. The outcome of this important public safety operation is the positive
identification of subject individuals, and the timely dissemination of their complete and
accurate CHRI to approximately 1,200 authorized agencies in New York State. DCJS’
Office of Criminal Justice Operations (DCIJS) provides full Tenprint and crime scene
fingerprint processing services on a 24x7x365 basis. Professional Fingerprint Examiners
integrate traditional and time honored identification skills with Statewide Automated
Fingerprint Identification System (SAFIS) technology to support both the State’s criminal
justice system and the suitability determination process in relation to applications for
certain types of employment and licenses.

Purpose of this Request for Proposal (RFP)

The objective of this procurement process is to replace the current, aging SAFIS now
used by DCJS with a new, state-of-the art Statewide Automated Biometric Identification
System (SABIS). SABIS will be used to support the mission-critical objective of
providing authorized agencies with the positive identification of individuals through the
rapid and accurate processing of input criminal and civil Tenprint transactions and Latent
fingerprints. DCJS also requires a fast and accurate palm print storage and Latent to palm
identification processing system. Interoperability with international, federal, state, and
local automated biometric identification systems, and a high availability solution for
business continuity, are important requirements for the new SABIS.

This RFP is issued to solicit bids from qualified vendors with prior successful experience
in replacing older, highly integrated SAFIS with a new SABIS equipped with the latest,
proven algorithms, hardware and software using COTS products and services, and if
necessary, customized products and services. The new SABIS shall capture, store, index,
search and match the fingerprints and palm prints of individuals in connection with
criminal justice and civil purposes and must integrate with the Information Technology
operations and related infrastructure within DCJS.

DCIJS envisions that the new SABIS will include, but not be limited to, such features as
superior encoding and matching accuracy; faster, more real time identification
processing; automated quality assurance checks that can operate efficiently with or
without human intervention; tailored and flexible workflows to meet the mission critical
and changing business needs of DCJS, and to reduce dependency on the vendor for
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workflow changes; palm Latent to palm print and palm print to palm Latent processing;
no single point of failure; a statistical reporting system; and a scalable design to allow for
future growth and the addition of other biometric identification systems. In addition, the
winning Offerer will be required to accomplish conversion of records from existing
search target and unsolved latent print databases, and installation and implementation of
the new SABIS, all without interruption of DCJS operations, as well as provide expert
knowledge transfer and high quality training to DCJS and latent off-site users in the skills
and techniques of using the SABIS.

Current SAFIS System Description

The current DCJS SAFIS houses the Tenprint database that currently contains the index
fingerprint images of over seven million individuals; the Latent Cognizant database
which, is a subset of the Tenprint database, containing all ten rolled fingerprint images
and searchable features of approximately three million individuals; and the Unsolved
Latent (UL) database that contains about 120,000 unsolved Latent fingerprint images.
The DCIJS operates Tenprint and Latent print processing. In addition, DCJS maintains a
separate Computerized Criminal History (CCH) System, which contains the Criminal
History Record Information (CHRI) and orchestrates the SAFIS transactions.

SAFIS is a hybrid of older technology that includes RS6000 servers with AIX and NT
workstations, and is heavily integrated with the DCJS computer systems.

SAFIS currently utilizes newer technology for routine Tenprint processing in the form of
the Front End Processor. The Processor is the entry point to SAFIS for Tenprint
transactions received electronically from authorized criminal and civil agencies via the
DCIJS Store and Forward system. The Front End Processor replaced a previous procedure
of printing electronic Tenprint transactions and then acquiring the printed transactions
digitally into SAFIS via scanners. The Front End Processor supports paperless processing
by providing Fingerprint Examiners with tools to check the sequencing of rolled digital
fingerprint images to the slaps or plain fingerprint impressions; assign quality values and
fingerprint pattern types; and add or remove minutiae points that were assigned
automatically by Front End coders. Fingerprint Examiners may also reject a fingerprint
submission at the Front End processor workstation, and such rejection is electronically
returned to the DCJS Store and Forward system, for forwarding a rejection message back
to the fingerprint contributor’s system.

SAFIS retains mirrored copies of the Tenprint, Latent Cognizant and Unsolved Latent
databases stored on a DCJS Storage Area Network (SAN). SAFIS logs activity and
produces reports on transaction processing including user and workstation utilization.
The system is available 24x7x365 with an uptime exceeding an average 99 percent per
month. Each portion of the system is recoverable from most failures within less than a
four hour period. SAFIS includes a small replica of the SAFIS production system as a
test system at DCJS. New releases of SAFIS software and hardware are tested and
quality assured by the vendor prior to release to DCJS, and DCJS staff use the on-site test
system for DCJS quality assurance testing before allowing the release to be implemented
on the production SAFIS. In addition, new releases of DCJS CCH software are tested
with the SAFIS test system for a full regression test.

Page 2



Tenprint Identification Processing

DCIJS has five operating shifts in the Criminal Identification Bureau and two shifts
in the Civil Identification Bureau to provide fingerprint identification and criminal
history record dissemination services to criminal justice agencies and civil agencies
authorized by law to receive such services. The Criminal Identification Bureau
utilizes the CCH System and SAFIS to process arrest, inquiry, interstate parole and
probation, death and incarceration fingerprint submissions and determine the
identity of the subjects; their past criminal and/or civil fingerprint history; and their
criminal justice status, such as under parole or probation supervision, wanted,
missing, deported alien or other statuses. The Criminal Identification Bureau
processed approximately 730,000 criminal fingerprint submissions during calendar
2007. Over eighty percent of the fingerprint transactions were received digitally
with the remainder received on paper fingerprint cards. For all transactions, the
paper fingerprint cards, or printed copies of the digital transactions, are stored for
archival purposes.

The Civil Identification Bureau processes fingerprint submissions in connection
with applications for employment and licensing where there is a specific state
statute or local law that requires such processing. The same SAFIS components that
are used in the Criminal Identification Bureau are used to process electronic and
paper-based civil fingerprint submissions.

The DCJS CCH System edits all incoming fingerprint submissions for biographical
and event data, and on acceptance, launches a name search against the DCJS Name
Search system utilizing the subject’s biographical data, and then stores namesearch
results on the CCH.

Electronic fingerprint transactions — submissions received by DCJS electronically
via the Store and Forward system - are sent to the SAFIS Front End Processor using
IBM MQ Series. (Front End processing was described above under Current SAFIS
Description.)

For non-electronic transactions, the quality control function is performed by staff
viewing fingerprint images on hard copy fingerprint cards rather than on computer
screens. After the quality steps are completed, fingerprint pattern types must be
assigned by staff and then key-entered into a CCH System application screen and
subsequently sent to SAFIS. All messaging traffic between the CCH System and
SAFIS flows through the SAFIS Database Management System (DMS).

At the conclusion of electronic and non-electronic Front End processing, a technical
search of the index fingers is launched against the Tenprint database using SAFIS
matching technology. A filtering of any name search candidates is performed by
the CCH System prior to the technical fingerprint search. The filtering compares the
fingerprint patterns on file for the name search candidates(s) with the fingerprint
patterns of the subject of the fingerprint transaction. Only those namesearch
candidates whose patterns satisfy specific matching rules with those of the subject
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of the fingerprint transaction are routed to a SAFIS verification queue. The SAFIS
extracts the digital fingerprint images of search candidate’s index fingers from the
Tenprint database and routes them to this queue. Fingerprint Examiners retrieve the
results of searches in the verification queue using a SAFIS verification workstation.
Each index fingerprint of the search candidate is displayed on the workstation’s
computer screen beside the corresponding index fingerprint of the input fingerprint
transaction. Fingerprint Examiners then perform an analysis, comparison,
evaluation and match, no-match declaration, or no determination, of the two

images. Match and no-match decisions must be confirmed independently by another
Fingerprint Examiner in what is termed the validation process also using a
verification workstation. Fingerprint transactions that result in ‘no-determinations’
are forwarded for exception processing to handle additional quality checks, searches
and fingerprint comparisons.

During September 2000, DCJS implemented an automated method of declaring
identifications, which is used today, in addition to the manual verification and
validation process described above. Specifically, in cases where a pattern filtered
name search and a SAFIS threshold-based technical search produces one — and only
one — identical candidate with a technical search score above a value set by DCIJS,
the fingerprint transactions are automatically released as positive identifications
without human verification and validation. This is referred to by DCJS as Sure Hit
Processing. During 2007, DCJS processed approximately 540,600 fingerprint
transactions as Sure Hits. This represents approximately 71% of the total of
760,069 Identifications processed during the year and approximately 42% of the
1,284,273 total criminal and civil fingerprint transactions during the year.

The updating of all fingerprint transactions — those resulting in identifications and
those that are not identified — is completed automatically when the SAFIS
identification results are sent in the response back to the CCH System. In the case
of an identified transaction, CCH updates the identified individual’s criminal
history record with the current arrest event if the input fingerprint transaction is
related to criminal charges, or in the case of a civil transaction, the civil event is
updated to the record. Once the record is updated, a CHRI response is electronically
transmitted to the contributor of the fingerprint transaction. For a transaction that is
not identified, the CCH System assigns a NYSID (New York State Identification)
number to the newly created criminal or civil record, and transmits the new record
to the contributor of the fingerprint transaction. In addition to the response
generated by DCIJS in connection with a fingerprint transaction, out-of-state CHRI
received from the Interstate Identification Index (IIT) and also results of searches
made against the Person Files of the National Crime Information Center (NCIC) are
electronically transmitted to the contributor by DCIJS.

The Tenprint database is updated by the SAFIS with the digitally encoded images
of the index fingers for criminal and civil fingerprint transactions that did not result
in identifications. In addition, for all non-identified criminal fingerprint
transactions and specific non-identified civil fingerprint transactions, the Latent
Cognizant database is updated with the digitally encoded images of all ten rolled
fingers. Records that are added to the Latent Cognizant database are automatically
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searched against unknown Latent prints stored in the Unsolved Latent database in
an attempt to make identifications.

During calendar year 2007, DCJS processed approximately 730,000 criminal
fingerprint transactions and 555,000 civil transactions. Criminal fingerprint
transactions received electronically were processed in an average of 31 minutes;
hard copy fingerprint cards in approximately fourteen hours. Civil fingerprint
transactions were processed, on average, in 1.4 days with 72 percent processed in
under 24 hours. The repository grows at a rate of approximately 500,000 new
individuals per year.

The New York City Police Department (NYPD) is an Authorized User of SAFIS
and uses a separate, remote SAFIS workstation to conduct Tenprint searches against
the Tenprint database in an attempt to determine the identity of unknown decedents.

Department of Correctional Services Identification Subsystem

The New York State Department of Correctional Services (DOCS) uses digital
fingerprint scanners for inmate identity verification purposes, initiating
approximately 60,000 transactions annually. Electronic transmissions are sent to
SAFIS with a NYSID number that SAFIS uses to retrieve the NYSID number’s
fingerprint data, returning to DOCS the two index finger images and minutia. A
DOCS workstation receives this data response to automatically verify inmates’
identity.

Latent Print Identification Processing

DCIJS and most regional sites use non-SAFIS software from Foray Technologies,
called ADAMS (Authenticated Digital Asset Management System, version 2.2.4 as
of June 9, 2008), that provides case management, image clarification, and export
capabilities. The Latent processing subsystem can support fifty Latent print
transactions per hour. A Latent Print Examiner uses a SAFIS Latent workstation to:

e analyze/clarify a Latent print image;

e manually place minutia, or placement is plotted automatically;

e select parameters for a search (a Latent Print Examiner can filter a search by
such demographic and biographic data as finger, county, sex, race, and
crime type);

e launch a search against the Latent Cognizant database that contains all ten
fingers of approximately three million individuals, one record per person;
and

e conduct a comparison and evaluation against search candidates.

Individuals convicted of criminal charges, police officer applicants, and some
applicant fingerprints pertaining to firefighters are stored in the Latent Cognizant

database.

DCIS and most regional SAFIS sites use non-SAFIS software from Foray
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Technologies that provides case management, image clarification, and export
capabilities. If a Latent print is not identified to an individual, the Latent print and
associated data may be placed into the Unsolved Latent Database.

The Current AFIS diagram below depicts the interfaces and interoperability of the
current SAFIS as described previously in this document.

Current AFIS
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1.4

The Future SABIS

DCIJS is undertaking the procurement of a Statewide Automated Biometric Identification
System (SABIS) to alleviate the risk associated with its current SAFIS; provide DCIJS
and partner agencies with improved identification technology and features, and increased
availability; and position DCIJS to easily acquire and integrate additional enhanced
biometric technologies. The primary drivers for this effort include:

e The risk associated with the aging hardware and software of the current system;

e The mission to provide New York State and Authorized Users with the best
identification tools possible;

e The need to eliminate downtime required for file and database maintenance;
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The cost and lengthy timeframes associated with system enhancements;
The financial cost of system maintenance for an aging system; and
The need for future growth of DCJS identification services.

The SABIS will capture, store, perform searches, and produce identifications on the
fingerprints of individuals for criminal justice and civil purposes. In addition, the SABIS
will capture and store the palm prints if acquired with an individual’s fingerprints. Prints
acquired from crime scenes will be searched against stored finger and palm prints.

Critical System features include:

Improved matching accuracy

Fast identification processing

Increased image storage for each individual

Enhanced search options to select multiple or varied target images
Improved automated quality assurance checks that reduce human interaction

Latent palm print storing, searching and matching against a known palm print
database and an unknown palm print database

No single point of failure in support of high availability
Improved workflow solutions to reduce vendor dependence

A statistical reporting system and an audit system for internal and external
decision makers

An automated Tenprint environment to minimize manual intervention

Electronic Storage of the best 20 fingers, palm print images and biographical data
for easy access

Scalable configuration to allow for future growth

Modularity to support additional modalities of biometric identification

Replacing the existing SAFIS with the purchase of a new SABIS will allow the State to
meet the current and future needs of DCJS and our business partners. The new SABIS
will be fully interoperable, to the extent possible, with other ABIS technology worldwide.
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2.0 Administrative Requirements and Information

2.1

2.2

Information to be Communicated in Writing or by E-mail from
DCJS

All Proposals submitted in response to this RFP and all Questions, Communications and
Submissions to DCJS must be written in the English Language with quantities expressed
using Arabic numerals. All Prices shall be expressed, and all payments shall be made, in
United States Dollars ($ USD). Any proposal or submission received that does not meet
the above criteria may be rejected at the sole option of DCJS.

DCIS shall provide all information, responses to questions and communications
concerning the solicitation in writing or by electronic mail to all vendors who have pre-
registered for and attended the Pre-Bid Conference and timely filed a Notice of Intent to
Bid as required by this RFP. Such information will include, but may not be limited to,
answers to Offerer inquiries; RFP clarifications and amendments; clarification of Process
rules and Evaluation criteria. DCJS has established a SABIS procurement website for the
purpose of disseminating information relating to this procurement and vendors are
encouraged to monitor this website. The website URL is provided on the beginning
pages of this RFP.

Mandatory Requirement - Pre-Bid Conference

Attendance at the Pre-Bid Conference is mandatory. The Pre-Bid Conference will be
held on the date and at the time and location specified in the Calendar of Events on the
beginning pages of this RFP.

Vendor representatives seeking to attend the Pre-Bid Conference shall pre-register by
submitting a completed Pre-Bid Conference Registration Form, Attachment 1, for receipt
by the DCJS Sole Designated Contact identified on the beginning pages of this RFP by
the date and time specified in the Calendar of Events. Only the individuals identified on
the Attachment 1 response document will be allowed to attend the Pre-Bid Conference.
Prospective offerer’s legal representatives, management and technical staff are
encouraged to attend.

Vendor representatives who arrive more than fifteen (15) minutes after the official start
time of the Pre-Bid Conference will be denied admittance to the Pre-Bid Conference, and
the vendor will be disqualified from further participation in this procurement process.

On the day of the Pre-Bid Conference, vendor representatives must provide ample time
prior to the conference start time in order to provide photo identification (e.g., State
Driver’s License or Passport), sign the visitor log, obtain a visitor badge and be directed
(or escorted, if required) to the Pre-Bid Conference Room.

Vendors are asked to submit any written questions concerning the specifications, bid

proposals or procurement process via electronic mail to the DCJS Sole Designated
Contact on or before the date set forth in the Calendar of Events. Neither phone nor fax
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2.3

inquires will be accepted. Written and verbal questions may also be submitted during
the Pre-Bid Conference and up to the deadline for submission of vendor’s questions set
forth in the Calendar of Events. The submission must cite the particular RFP page,
section and paragraph number, where applicable. DCJS has provided a Questions
Template form, Attachment 2, which provides the format/content vendors are requested
to use in submitting questions. Submission of questions does not constitute a protest
under the DCJS Contract Award Protest Procedures at Appendix H.

Any oral responses given by the State at the Pre-Bid Conference are unofficial and shall
not be relied upon in the preparation of Bid Proposals unless confirmed in the official
written response. The State reserves the right to change any oral response previously
given by the State at the Pre-Bid Conference in the official written response.

Mandatory Requirement — Vendor Must Timely File a Notice of
Intent to Bid

Filing of a Notice of Intent to Bid, Attachment 3, is mandatory. Failure to timely submit
a complete Notice of Intent to Bid disqualifies a vendor from further participation in this
procurement. Vendors must submit a complete Notice of Intent to Bid submission for
receipt by the DCJS Sole Designated Procurement Contact no later than the date and time
specified on the Calendar of Events.

Submission of a complete Notice of Intent to Bid requires that the vendor submit the
following four (4) documents:

'] Signed and completed Notice of Intent to Bid, Attachment 3

1 Signed, notarized and completed DCJS Non-Disclosure Agreement,
Attachment 4

1 Signed, notarized and completed Non-Disclosure for Cyber Security
Standards Agreement, Attachment 5

"1 Signed, notarized and completed Non-Disclosure for CJIS Security Policy
(Version 4.4) Agreement, Attachment 6

The Notice of Intent to Bid documents must contain the original notarized signature of
the vendor’s authorized representative and be submitted for receipt by the DCJS Sole
Designated Contact by the date and time specified in the Calendar of Events.

Partial submissions are not permissible and will disqualify the vendor from further
participation in this procurement. DCIJS shall not be responsible for advising vendors of
incomplete submissions.

Submission of a Notice of Intent to Bid does not obligate a vendor to submit a bid
proposal; however, failure to timely submit a complete Notice of Intent to Bid
disqualifies a vendor from further participation in this procurement.

Upon timely receipt of the complete Notice of Intent to Bid, DCJS will provide the

vendor with further documents for use by the vendor in preparing their bid response to
this RFP.
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2.4

2.5

2.6

Submission of Written Questions

Any questions related to this RFP or requests for clarification, must be submitted via
electronic mail to the DCJS Sole Designated Contact by the date and time specified in the
Calendar of Events. Neither phone nor fax inquires will be accepted.

The submission must cite the particular page, section and paragraph number, where
applicable. DCIJS has provided a Questions Template form, Attachment 2, which
provides the format/content vendors shall use in submitting questions by electronic mail
regarding this RFP. The questions shall be attached to the electronic mail as a Microsoft
Word document at a Microsoft Office for Windows 2000 or 2003 level.

Note: Vendors are encouraged to submit questions as early and often as necessary during
the Question and Answer period, but no later than the deadline for submission of
vendor’s questions specified in the Calendar of Events. DCJS will make every effort to
respond to questions as quickly as possible.

Issuance of Official Responses to Vendors’ Questions

All questions and answers will be distributed to all vendors that submit a timely Notice of
Intent to Bid and who have registered for and attended the Pre-Bid Conference.

Delivery of Proposals

All Bid Proposals must be submitted so that they are received by the DCJS Sole
Designated Procurement Contact at the address specified on the cover page of this RFP
by the date and time specified in the Calendar of Events. All Bid Proposals must be
organized and submitted in two parts: (1) a Technical Proposal and (2) a
Financial/Administrative Proposal, each of which will be evaluated separately.
Therefore, each part must be bound and packaged in separate, sealed and labeled
envelopes/containers and clearly identified as to contents (e.g., Technical Proposal or
Financial/Administrative Proposal).

All Bids must have a label on the outside of the package or shipping container with the
following information:

BID ENCLOSED Project Code — CJS 2007-03
Statewide Automated Biometric Identification System

Faxed proposals and electronic submission will not be accepted. Proposals received
by the State after the proposal due date and time specified in the Calendar of Events
will be refused. If proposal packaging labels are not sufficient to identify the contents,
DCIS reserves the right to open packages for the purpose of identifying the source and
contents of the package. All materials submitted by the Bidder become the property of
the State of New York Division of Criminal Justice Services and may be returned only at
the sole discretion of DCIJS.
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2.7

Proposal Format and Content Requirements

Offerers must submit a complete response to this RFP in conformance with the format,
content and administrative requirements set forth below. The Offerer’s response to this
RFP must be submitted as two separately bound and identified proposals the first of
which is the Technical Proposal and the second is the Financial/Administrative Proposal.
The two packages must contain the following information. Failure to submit all of the
following information will render the Offerer’s proposal non responsive. Minor
omissions deemed not critical may be corrected at the sole discretion of the State.

Table of Contents: Each package must include a Table of Contents.

Index Tabs: Each major section of the proposal must be labeled with an index tab that
completely identifies the title of the major section as it is named in the mandatory Table
of Contents.

Page Numbering: Each page of the proposal must be dated and numbered consecutively
within each section submitted by the Offerer.

A. Package 1l - Technical Proposal

The Offerer must submit 6 bound paper copies, 1 of which must contain original
notarized signatures, of their Technical Proposal. The Offerer must also submit one
complete electronic version of the Technical Proposal on PC Compatible Windows
Readable CD-ROMs saved as a Microsoft Word documents or as Excel
Spreadsheets at a Microsoft Office 2000 or 2003 version level. Originally signed
documents and drawings may be provided in Adobe Acrobat® pdf format, provided
that the Offerer has submitted the documents containing the original signature
elsewhere in its submission. Separate CD-ROM submissions must be made for the
Technical and for the Financial/Administrative Proposals. Do not include
information/files from the Financial/Administrative Proposal or any Cost Data in
the paper copies or on the CD-ROM which contains the Technical Proposal.

The items which must be included in the Technical Proposal properly completed,
signed and notarized, where appropriate, are listed below:

[J Offerer Firm Information Form, Attachment 7

1 An Executive Summary (that includes all of the items and addresses all of the
elements specified in Subsection 3.1.A)

"1 Primary Qualifying Customer Reference Form Tenprint/Latent Fingerprint
Customer Site, Attachment 8a

1 Alternate Qualifying Customer Reference Form Tenprint/Latent Fingerprint
Customer Site, Attachment 8b — encouraged but optional submission

"1 Primary Qualifying Customer Reference Form Tenprint/Latent Fingerprint
Customer Site, Attachment 9a

1 Alternate Qualifying Customer Reference Form Tenprint/Latent Fingerprint
Customer Site, Attachment 9b — encouraged but optional submission

Page 11



"1 Primary Qualifying Customer Reference Form Tenprint/Latent Palm Print
Customer Site, Attachment 10a

"1 Alternate Qualifying Customer Reference Form Tenprint/Latent Palm Print
Customer Site, Attachment 10b — encouraged but optional submission

1 Primary Qualifying Fingerprint Customer Reference FormSite Visit for
Functional Evaluation, Attachment 11a

1 Alternate Qualifying Fingerprint Customer Reference FormSite Visit for
Functional Evaluation, Attachment 11b — encouraged but optional submission

1 Primary Qualifying Palm Print Customer Reference Form Site Visit for
Functional Evaluation, Attachment 11c

1 Alternate Qualifying Palm Print Customer Reference Form Site Visit for
Functional Evaluation, Attachment 11d — encouraged but optional submission

] Additional Forensic AFIS/ABIS Customer References Form, Attachment 12

"] SABIS Mandatory Base System Requirements — COTS or Customized,
Attachment 13

"] SABIS Mandatory Base System Requirements - Solution and/or Documentation
Descriptions with Forms Required for Offerer Bid Response, Attachment 14

"] SABIS Optional Features - Solution and/or Documentation Descriptions with
Forms Required for Offerer Bid Response, Attachment 15

"] Proposed SABIS Optional Features — COTS, Customized or N/A, Attachment
16

"] A Project Plan (that includes all of the items and addresses all of the elements
specified in Subsection 3.1.E)

"] Summary of Multiple Bids — required if the Offerer is submitting multiple
proposals in response to this RFP

B. Package 2 — Financial/Administrative Proposal

The Offerer must submit 6 bound paper copies, 1 of which must contain original
notarized signatures, of their Financial/Administrative Proposal. The Offerer must also
submit one complete electronic version of the Financial/Administrative Proposal on PC
Compatible Windows Readable CD-ROMs saved as a Microsoft Word documents or as
Excel Spreadsheets at a Microsoft Office 2000 or later version level. Originally signed
documents and drawings may be provided in Adobe Acrobat® pdf format, provided that
the Offerer has submitted the documents containing the original signature elsewhere in its
submission. Separate CD-ROM submissions must be made for the Technical Proposal
and the Financial/Administrative Proposal. Do not include information/files from the
Technical Proposal in the paper copies or on the CD-ROM which contains the
Financial/Administrative Proposal.
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The items which must be included in the Financial/Administrative Proposal properly
completed, signed and notarized, where appropriate are listed below:

[
[

0 I B O A B (| O OO O

O

Offerer Firm Information Form, Attachment 7 (same as for Package 1)

Firm Offer Letter and Conflict of Interest Disclosure, Attachment 17
(pursuant to RFP Subsection 3.3.A)

Resolution of the Corporate Board of Directors (pursuant to RFP Subsection
3.3.B)

Proposed Fixed Purchase Price — Mandatory Base System, Attachment 18
Maintenance and Support Price — Mandatory Base System, Attachment 19
Optional Professional Services Price List, Attachment 20

Total Proposed Cost of Ownership For Offerer’s Mandatory Base System for
Initial 10 Year Contract Period, Attachment 21

Proposed Fixed-Price Milestone Deliverable Payment Schedule, Attachment
22

Detailed Optional Features Price List, Attachment 23

Component Purchase and Maintenance Price List, Attachment 24

Optional Services Price List, Attachment 25

Non-Discrimination in Employment in Northern Ireland Statement,
Attachment 26

Non-Collusive Bidding Certification, Attachment 27

DCIJS Procurement Lobbying Forms 1, 2 and 3, Attachment 28

N.Y.S. Department of Taxation and Finance Contractor Certification to
Covered Agency Form ST-220-CA, Attachment 29

NYS Standard Vendor Responsibility Questionnaire, Attachment 30 or file the
Vendor Responsibility Questionnaire online via the New York State VendRep
System

Bid Bond Form, Attachment 31

Proposed Subcontractors, Attachment 32

Key Subcontractor Certification, Attachment 33, for each key subcontractor
(as defined in the Glossary — Appendix N) proposed by the Offerer
Addendum, Attachment 34, agreement affirming that the Prime Contractor
will comply with the annual Form B (Appendix G) reporting requirement
pursuant to State Finance Law §163(4)(g)
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2.8

2.9

2.10

2.11

Multiple Submissions

Provided that each submission meets all of the mandatory requirements of this RFP,
Offerers may separately submit more than one proposal for the purpose of offering
alternative solutions. Offerers are cautioned that because of the possibility of any one
proposal being deemed non-responsive, that each of any multiple proposals submitted
must be complete and must not reference any other submission, and the Offerer must
provide a summary of the differences between multiple proposals in a separate section in
each proposal submitted to DCJS. Multiple proposals received from the same Offerer
will be separately evaluated by DCIJS as if each proposal were the sole submission of the
Offerer.

Only one (1) fingerprint site evaluation visit and one (1) palm print site evaluation visit
(if the palm print site is different that the fingerprint site) per Offerer will be made by
DCIJS. The site evaluation score, therefore, will be used for all submissions for the
Offerer.

Mandatory Requirement - No Exceptions Permitted

No exceptions to any requirement of this RFP are permitted. Proposals of Offerers
taking exceptions, reservations or otherwise qualifying or limiting any submission will be
deemed non-responsive. Requirement of this RFP means all requirements contained
herein and as may later be identified or amended by DCJS on notice to vendors who have
filed a Notice of Intent to Bid and attend the mandatory Pre-Bid Conference as required
by this RFP.

DCJS Reserves the Right to Modify Requirements

DCIS reserves the right to modify the requirements of this procurement and RFP and to
modify, correct and clarify requirements at any time provided that modifications would
not materially benefit or disadvantage an Offerer.

Costs Incurred Prior to Contract Approval

The State of New York and DCIJS are not liable for any cost incurred by an Offerer in
preparation for, or prior to, the approval of an executed contract by the Attorney General
and the Office of the State Comptroller. No cost will be incurred by DCJS for the offer's
or prospective Offerer’s participation in any pre-contract award activity. Submission of
response to this RFP shall not be construed as a commitment by the State to proceed with
this project.
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2.12

2.13

2.14

2.15

Mandatory Requirement - Price Protection

The Offerer agrees that all of the prices, terms, warranties and benefits established in the
Agreement are comparable to or better than the equivalent terms being offered by the
vendor to other customers using similar scope and volume of services. If the Offerer
shall, during the term of this Agreement, enter into arrangements with any other customer
providing greater benefits or more favorable terms, the Contract shall thereupon be
deemed amended to provide the same to the State.

Procurement Record

DCIJS shall maintain a Procurement Record which documents all decisions regarding the
procurement process, particularly the quantification of criteria used to determine an
award based on best value; or where not quantifiable, the justification which
demonstrates that best value will be achieved pursuant to State Finance Law § 163(9)(g).
The Procurement Record will be forwarded to the Office of the State Comptroller and as
applicable to the Office of the Attorney General (Department of Law) in support of their
respective evaluation activity.

Notification of Award and Opportunity for Debriefing

The successful Offerer will be advised of selection by DCJS through the issuance of a
formal written correspondence indicating a proposed award. All Offerers will be notified
of the selection or rejection of their proposals. Once an award has been made, Offerers
may submit a written request for a debriefing as to why their proposal did not result in an
award. The written request must be received by the DCJS Sole Designated Contact
identified on the cover page of this RFP no later than ten (10) business days from the date
of the award announcement.

DCJS Contract Award Protest Procedure

The State of New York strives to assure a fair, open and competitive process to all
vendors qualified to respond to this Procurement. In the event that any vendor has a
complaint or objection to the RFP requirements, the procurement process or any matter
affecting the submission of a vendor’s Bid Proposal, the vendor is encouraged to
informally contact the DCJS Sole Designated Contact for this procurement, listed on the
cover page of this RFP, immediately to resolve the matter.

If the vendor believes that the objection affects the outcome or nature of the proposed
award for this Procurement, the vendor must follow the procedures for timely filing a
formal protest set forth in the DCJS Contract Award Protest Procedures at Appendix H of
this RFP by the deadline set forth in the procedure. Prior to Contract award, protests
which may affect the outcome or nature of the award may only be considered by the State
in the context of a formal written protest filed in accordance with the procedure at
Appendix H.
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2.16 State’s Reserved Rights

This is a best value procurement. DCJS and the State of New York intend to acquire
goods and services that represent the “best value.” DCIJS reserves the right to:

a.

At any time prior to contract execution withdraw or award the RFP in whole or in
part;

At any time prior to contract execution, accept or reject any and all Proposals, or
separable portions of Proposals,and waive minor irregularities and/or omissions in
Proposals if the State determines the best interests of the State will be served;

In its sole discretion, accept or reject illegible, incomplete, or vague bids, and its
decision shall be final;

During the evaluation process, at its sole option, seek clarification from an Offerer for
the purpose of assuring DCJS’s full understanding of the Offerer’s responsiveness to
the RFP requirements. This clarification information, if required in writing by DCJS,
must be submitted in writing in accordance with the formats as prescribed by DCJS at
the time it is requested by DCIJS, and if received by the due date requested, shall be
included as a formal part of the Offerer’s Proposal. Failure to provide required
information by the specified due date may result in rejection of the Offerer’s
Proposal. Bidders may be required to participate in individual presentations.
Presentations and clarification information provided pursuant to a request by DCJS if
any will be considered in the evaluation process;

Eliminate mandatory requirements if deemed to be in the State’s best interests, or
negotiate additional terms and conditions in any resulting Contract that are to the
State’s advantage;

Amend the RFP if it becomes necessary in the sole discretion of DCJS, and in such an
event addenda will be provided by DCIJS to all Bidders who attended the pre-bid
conference;

Establish evaluation criteria relating to quality, quantity, performance and cost;
establish the relative importance of each criterion; and evaluate proposals as well as
award contracts on the basis of these criteria. As a result, service and technology
procurements administered through an RFP process would not necessarily be awarded
to the responsible Offerer submitting the lowest priced proposal pursuant to State
Finance Law §§ 163(4)(d), (7) and (9)(b));

Award a contract for any or all parts of a proposal and negotiate contract terms and
conditions to meet agency program requirements consistent with the solicitation;

Consider all Offerers’ proposals firm and binding for a period of at least one (1) year
from the Bid Proposal Due date, or until such time as a Contract resulting from this
RFP is approved by the NYS Comptroller. In the event that a contract is not approved
by the Office of the State Comptroller within the one (1) year period, Bidder offers
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2.17

2.18

shall remain firm and binding until a contract is approved by OSC, unless the Bidder
delivers to DCJS written notice of withdrawal of its proposal after the one (1) year
period has passed;

j. Establish that in the event two proposals are found to be substantially equivalent,

price shall be the basis for determining the award recipient or, when price and other
factors are found to be substantially equivalent, the determination of the agency head
or designee to award a contract to one or more of such Offerers shall be final. The
basis for determining the award shall be documented in the Procurement Record;

k. Elect to award a contract to one or more responsive and responsible Offerers,
provided that the basis for the election among multiple contracts at the time of
purchase shall be the most practical and economical alternative and shall be in the
best interests of the State.

Contract Term

The Contract awarded in this procurement shall not be deemed executed unless and until
it shall have been approved by the Attorney General of the State of New York and the
Comptroller of the State of New York or their respective staff designated for that

purpose.

The Contract shall commence upon the date of its approval by the New York State
Comptroller (“Effective Date”) and shall continue for a period of ten (10) years. DCJS
reserves the right to renew the agreement, in whole or in part, for one additional five (5)
year term and then five additional one (1) year terms upon the terms and at the rates set
forth in the Contract. Except as established in Price Protection, Subsection 2.12 (as
negotiated), the Contract will be subject to amendment only upon mutual written
agreement of the parties, which agreement must be approved by the Attorney General and
the Comptroller of the State of New York. The State shall have the right to renegotiate
the terms and conditions of the Contract in the event applicable State or Federal law,
policy, rules, regulations and guidelines are altered from those existing at the time of the
original contract in order to be in continuous compliance therewith.

Time is of the Essence

Prime Contractor understands that prompt performance of all services and delivery
hereunder is required by DCIJS in order to meet its schedule of commitments, statutory
purpose and prior contractual agreements. Time is of the essence in the resulting
Contract and will be a substantial and a material term of the Contract. In the event of any
anticipated or actual delays in meeting deadlines or scheduled completion dates, Prime
Contractor shall provide additional personnel, software, hardware or any other resource
deemed beneficial as required and at no additional charge to DCJS, in order to complete
the project in a timely manner.

Notwithstanding the above, any dates or times at which Prime Contractor is required to

make specified performance under the contract, the time and dates may be postponed to
the extent that Prime Contractor is prevented from meeting such dates or times by DCJS
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2.19

2.20

2.21

or by causes beyond Prime Contractor’s reasonable control. Any and all extensions must
be agreed to in writing by the parties.

Contract Formation

The Contract will incorporate this RFP, all Exhibits, all Appendices, all Attachments, all
submissions, the Offerer’s Bid Proposal, clarifications and additional information issued
by DCIJS during the course of this procurement and additional terms which may be
agreed to by the parties in writing. Execution by the successful Offerer shall not be
deemed final until the execution of the Contract. The Contract will be deemed executed
upon, and will not be considered fully executed and binding until, receipt of approval by
the Attorney General of the State of New York and the Comptroller of the State of New
York or members of their staff designated by them for that purpose.

The State reserves the right to renegotiate the terms and conditions of the Contract in the
event that applicable New York State or Federal laws, statutes, rules, regulations, policies
and/or guidelines are altered from those exisiting at the time the Contract is approved by
the Comptroller so that DCJS will be in continuous compliance therewith. The Contract
is subject to amendment only upon the mutual written agreement of the Parties, which
agreement must be approved by the Comptroller.

During contract negotiations, the State expects to have direct access to Offerer personnel
who have full authority to make commitments on behalf of the Offerer. Any negotiated
contract must conform to the laws of New York State.

Mandatory Requirement - Appendix A Standard Clauses for New
York State Contracts

Appendix A- Standard Clauses for New York State Contracts annexed hereto at
Appendix A is incorporated herein by reference and made a part of this agreement as
though fully set forth in its entirety.

Mandatory Requirement for Contracts Estimated to be $1,000,000
or More:

a. Subsequent to the award of procurement contracts in an amount estimated to be
$1,000,000 or more, the Prime Contractor will be required to document their efforts
to encourage the participation of New York State business enterprises as suppliers
and subcontractors by showing they have (i) solicited bids in a timely and adequate
manner from New York State business enterprises including certified minority-owned
businesses, (ii) contacted the New York State Department of Economic Development
to obtain listings of New York State business enterprises, (iii) placed notices for
subcontractors and suppliers in newspapers, journals or other trade publications
distributed in New York State, or (iv) participated in contractor outreach conferences.
If the Prime Contractor determines that New York State business enterprises are not
available to participate on the contract as subcontractors or suppliers, the Prime
Contractor shall provide a statement indicating the method by which such
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2.22

2.23

2.24

determination was made. If the Prime Contractor does not intend to use
subcontractors, the Prime Contractor shall provide a statement verifying such.

b. Subsequent to the award of procurement contracts in the amount estimated to be
$1,000,000 or more, contractors will be required to notify New York State residents
of employment opportunities through listing any such positions with the Community
Services Division of the New York State Department of Labor, or providing for such
notifications in a manner as is consistent with existing collective bargaining contracts
or agreements.

c. Offerers located in a foreign country are notified that the State may assign or
otherwise transfer offset credits created by any procurement contract of $1,000,000 or
more to third parties located in New York State, and that Offerers shall be obligated
to cooperate with the State in any and all respects in making such assignment or
transfer, including, but not limited to, executing any and all documents deemed by the
State to be necessary or desirable to effectuate such assignment or transfer, and using
their best efforts to obtain the recognition and accession to such assignment or
transfer by any applicable foreign government.

Mandatory Requirement - Discriminatory Jurisdictions

Offerers are hereby notified that state agencies and authorities are prohibited from
entering into contracts with businesses whose principal place of business is located in a
discriminatory jurisdiction. Discriminatory jurisdiction is defined as a state or political
subdivision which employs a preference or price distorting mechanism to the detriment of
or otherwise discriminates against a New York State business enterprise in the
procurement of commodities and services by the same or a non-governmental entity
influenced by the same. A list of discriminatory jurisdictions is maintained by the
commissioner of the New York State Department of Economic Development.

Negotiations with the Next Highest Offerer

In the event that DCJS should be unsuccessful in negotiating a contract within sixty (60)
business days following the date of the notice of award with the originally selected
Offerer, DCJS may at any time following the sixtieth business day at its option begin
negotiations with the next highest scored Offerer and in such an event DCJS will give
notice to all Offerers that it has done so.

Prime Contractor

Offerer is required to serve as the Prime Contractor for this project. The Prime Contractor
is responsible for meeting all Contract obligations set forth in the solicitation and
Contract, including all Appendices, Attachments, Exhibits, and any subsequent
amendments mutually agreed to in writing between the parties. The Prime Contractor is
responsible for payment of all subcontractors and suppliers, including all third-party
equipment and service providers contracted by or through the Prime Contractor in
performance of the agreement. Where equipment or services are supplied by or through
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2.25

2.26

the Prime Contractor under the Contract, Prime Contractor must assume full integration
responsibility for delivery, installation, maintenance, performance, and warranty support
services for such items. The Prime Contractor shall also be responsible for payment of
any license fees, rents, or other monies due third parties for acquisition of SABIS sites or
facilities, and for such other site manager responsibilities as set forth in the Contract. It
shall be the responsibility of the Prime Contractor throughout the Contract term, at its
cost and expense, to provide periodic design and technical presentations on behalf of
DCIS, e.g., expert testimony regarding the SABIS and the proposed technology for DCJS
or other interested parties as approved by DCJS. The subject matter, location and
frequency of such meetings shall be determined by DCJS.

It is understood and agreed that the legal status of the Prime Contractor, its agents,
officers and employees under the Contract is that of an independent contractor, and in no
manner shall they be deemed employees of the State, or of DCJS, and therefore they are
not entitled to any of the benefits associated with such employment. The Prime
Contractor agrees, during the term of the Contract, to maintain, at Prime Contractor’s
expense, those benefits to which its employees would otherwise be entitled by law,
including health benefits, and all necessary insurance for its employees, including
workers’ compensation, disability, and unemployment insurance, and to provide the State
with certification of such insurance upon request. The Prime Contractor remains
responsible for all applicable federal, state, and local taxes, and all FICA contributions.

Albany Project Office

The Prime Contractor is required, at all times during the Contract term, to obtain, develop
and staff, at its expense, a Project Office located within five (5) miles of the DCJS
Central Office, currently located at 4 Tower Place, Albany, New York 12203. The Prime
Contractor’s Project Office location must be mutually agreed to by the State. The Offerer
shall submit cost information in Attachment 25 for optional work and conference space
for fifteen (15) DCIJS representatives at the Albany Project Office location.

Subcontractors

Offerers may submit proposals that include subcontractors. All subcontractors proposed
by the Offerer must be identified in the proposal and must be acceptable to DCJS. The
Offerer as Prime Contractor remains the single point of contact for DCJS. DCIJS will
contract with only the Prime Contractor. Where applicable, for example in the Project
Plan section of the Offerer’s proposal, the specific subcontractor proposed to perform the
Prime Contractor’s obligation must be identified, but such identification does not relieve
the Prime Contractor of any responsibility for performance under the contract with DCIJS.
All subcontractors will be required to execute confidentiality agreements and non-
disclosure agreements. DCJS reserves the right to require fingerprint and security
background checks of subcontractor personnel providing services to the Prime Contractor
in connection with this RFP and the resulting Contract. Additionally, in recognition of
the critical public safety nature of the SABIS to preservation of the health, safety and
welfare of the citizens of the State, all subcontracts must contain an express provision
that the subcontract is not further assignable or transferable without the written consent of
the New York State Comptroller.

Page 20



Offerer must, in its bid proposal, identify the name of each proposed subcontractor on
Attachment 32 Proposed Subcontractors and provide a completed and signed Attachment
33 Key Subcontractor Certification for each key subcontractor (as defined in the Glossary
— Appendix N) proposed by the Offerer. The Prime Contractor is required to include in
all subcontracts the affirmative obligation of all previously approved subcontractors to
disclose to Prime Contractor and to the State any material change to the information
disclosed in Attachment 33 Key Subcontractor Certification that occurs after bid
submission and during the Contract term. The State shall have the right to prospectively
cancel the Contract, in whole or in part, for cause if it finds that such change materially
adversely affects the best interests of the State.

DCIS reserves the right to require the Offerer to have executed Contracts with all
proposed key subcontractors prior to Contract award, and may withhold or withdraw
approval of the proposed award in the event that such agreements have not been entered
into within a reasonable time to allow timely Contract award, such timeliness to be
determined solely by DCIJS.

As a condition of Contract award and thereafter throughout the Contract term, the
Successful Offerer shall furnish a written copy of all subcontracts, including subsequent
amendments thereto, to the State and certify the completeness thereof of all executed
subcontracts or third-party agreements, which support the Prime Contractor’s ability to
furnish the products and services for this project. In the context of this section, the
phrases "certify the completeness thereof" and "certify the terms of third party
agreements" shall mean that the Prime Contractor has fully disclosed all terms and
conditions of the aforesaid subcontracts and/or third party agreements and will
affirmatively disclose to the State any amendments thereto which occur subsequent to the
certification. The State’s failure to receive or request such agreements shall not constitute
a waiver of these rights.

Additionally, to the extent that the Prime Contractor identifies as a proposed
subcontractor in its’ proposal or under this SABIS Contract an entity which has
independently executed a contract with the State of New York for similar services or
products as those to be provided through Prime Contractor under this SABIS Contract,
and such subcontractor’s direct State contract imposes obligations, terms or conditions on
the subcontractor which are more beneficial to the State than those set forth in the
Contract resulting from this procurement as to such subcontractor’s responsibilities under
the SABIS, the State reserves the right to:

a. require the Prime Contractor to incorporate into the SABIS Contract such more
beneficial terms and conditions, and

b. require the Prime Contractor to deliver to DCJS the subcontractor’s written
agreement to incorporate and honor such additional or beneficial terms to its
obligations to DCJS under the SABIS Contract, and

c. withhold the approval of subcontractor pending receipt by DCJS of written
agreements complying with a and b, above.
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2.27

In the alternative, DCIJS reserves the right to delete any portion of work to be performed
by such subcontractor from the scope of the SABIS and to acquire such services under
the independent State contract where the State determines it would be more advantageous
to acquire such products or services directly.

Trade Secret Materials

Proposals and supporting material submitted to DCJS in response to this RFP are subject
to the Freedom of Information Law (Public Officers Law, Article 6; hereinafter FOIL).
Pursuant to section 87(2) of FOIL, records or portions thereof that “are trade secrets or
are submitted to an agency by a commercial enterprise or derived from information from
a commercial enterprise and which if disclosed would cause substantial injury to the
competitive position of the subject enterprise” may be exempt from disclosure. In
addition, pursuant to section 89(5)(a)(1-a) of FOIL, records or portions thereof that
contain critical infrastructure information may be exempt from disclosure (“critical
infrastructure” is defined in sections 86(5) of FOIL). An Offerer must follow the
procedures below, if it intends to seek an exemption from disclosure under FOIL of either
or both types of material. Where such claimed material is embedded in the Bid Proposal,
it shall be the responsibility of the Offerer, at its sole cost and expense, to submit redacted
versions of the Bid Proposal within ten (10) days of a request by the State.

Trade secret or proprietary materials or critical infrastructure information as defined by
the laws of the State of New York must be clearly marked and identified as such by the
Offerer upon submission. Offerers intending to seek an exemption from disclosure of
claimed trade secret or proprietary materials or claimed critical infrastructure information
under FOIL must, at time of submission, request the exemption in writing and provide an
explanation of (i) why the disclosure of the identified information would cause
substantial injury to the competitive position of the Offerer, or (ii) why the information
constitute critical infrastructure information which should be exempted from disclosure
pursuant to section 87(2) of the Public Officers Law. Acceptance of the identified
information by the State does not constitute a determination that the information is
exempt from disclosure under FOIL. Determinations as to whether the materials or
information may be withheld from disclosure will be made in accordance with FOIL at
the time a request for such information is received by the State.
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3.0

3.1

Specifications for Evaluation

Proposals submitted in response to this RFP must meet all of the requirements established
by DCIS for this procurement, including the requirements of this RFP and any
subsequent information and communication released by DCJS to Offerers, written
answers provided by DCIJS to Offerers written questions, information distributed to
Offerers as a result of the mandatory bid conference and any other communication made
by DCIS pursuant to the terms of this RFP. Proposals which fail to meet all of the
mandatory requirements will be deemed non-responsive and will not be further evaluated
by DCJS. Submission of a proposal is a representation to DCJS that the Offerer is
capable of meeting all mandatory requirements of the procurement within the required
timeframes. Offerers who, following notice of proposed award in this procurement are
not able to meet mandatory requirements of this procurement are subject to penalties as
defined in this RFP including but not limited to a draw initiated by DCIJS on the letter of
credit required in this procurement.

Technical Specifications

A. Executive Summary

Each Offerer must submit an executive summary of its proposal. Offerers should
utilize this section to demonstrate how its overall proposal, specific solution and
implementation approach meet DCJS business objectives as defined in this RFP.

The executive summary shall address, at a minimum:

1. The executive commitment of the Offerer, including the responsible
executives and a description of their responsibilities in the organization and in
this particular procurement. Include, at a minimum:

a. Involvement of the Offerers’ executive team in this project;

b. How many other large projects within the Offerers’ organization that
would be concurrent with this project;

c. How the Offerers’ executive team is made aware of issues within a
project (e.g., QA process);

d. Escalation process from the Offerers’ Project Manager up to the
executive team; and

e. Proposed project steering committee membership, meeting frequency,
etc.

2. The Offerer’s strategic direction, ongoing commitment to research and
development and plans for future product(s) that may affect the DCJS
programs required herein including, at a minimum, what the current schedule
looks like for new releases / versions through at least the next 24 months
(optimally, at least a five (5) year plan would be preferred) with an outline of
new or enhanced major features by release / version. Include, at a minimum:
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Commitment to the product(s) being proposed as the solution for
DCIJS;

Offerers’ investment strategies for Research and Development;

Publicly proposed plans or strategies under evaluation for the
acquisition, merger or other restructuring of the organization or that of
any proposed subcontractor;

How biometric systems fit into the Offerers’ product and service
portfolio;

How the proposed solution positions DCJS for the next generation of
biometric system capabilities;

A roadmap of the next five (5) to ten (10) years for the Offerers’
organization for its products and services; and

How industry and open standards are utilized in the Offerers’ proposed
solution.

3. Conceptual overview of the solution that is being proposed for DCJS. Include,
at a minimum:

a.

Hardware and software solution including scalability during the
contract term;

Conversion and implementation plans;
Satisfying accuracy requirements;
Approach to high-availability solution; and

How the Offerers’ experience with implementing similar, large-scale
biometric systems positions the Offerer for a successful delivery to
DCIS.

4. The Offerer’s scope of installed sites including, but not limited to, the
following:

a.

The number of forensic Tenprint and Latent Print systems installed, by
product version, and in production throughout the world, by country
and state within the U.S.;

The number of these systems that have been installed within the past
five (5) years, by product version;

The number of these systems that are installed with Tenprint database
sizes of at least one (1) million individuals, by product version; and

A brief discussion of the result of the engagement with each customer
referenced in Section 3.1.B.

5. The following corporate information:

a.

Delineation of the Offerer’s form of organization and structure,
including ownership and control, financing structure and any existing
options, rights and warrants, shelf registration and other form of
encumbrance or pledge against equity or assets;
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b. Offerer’s DUNS identifier;
Copy of the Offerer’s most current Dun and Bradstreet report;
d. Copy of the Offerer’s most recent SEC 10 or equivalent filing; and

e. Disclosure of active investigations of the Offerer or of any holding
company of which the Offerer is a subsidiary by any exchange or
governmental entity which would not necessarily result in disapproval
of the proposed agreement, but must be disclosed.

DCIJS will schedule a presentation with the Offerers’ proposed management team
including appropriate executives and technical specialists. The presentation would be
structured such that each Offerer would be asked to present its proposal and
management team to DCJS at a DCIJS location to be determined.

The Offerers shall limit its presentations to information and material included in its
technical proposal. The Offerers shall not introduce new information at this
presentation, and shall not present or discuss any information related to its cost
proposal. The presentation shall not be an opportunity for Offerers to ask questions
about the RFP or any other aspect of the procurement process. DCJS shall limit its
questions to the information as presented by the Offerers and within the framework of
its evaluation protocol.

The presentation agenda is as follows:

A. General Introductions - - led by DCJS: 10 minutes

B. Management Team Introductions - - led by Offerer: 20 minutes

Include, but do not necessarily limit presentation to:

e Meeting the Offerers’ Project and Testing Managers with a discussion of
their roles on the project;

e Offerer’s organization structure of the managers and staff responsible for
the DCJS project;

e Offerer’s proposed roles and responsibilities for DCJS management and
staff and

e How will the Offerer and DCJS work together during the contract term.

C. Executive Commitment - - led by Offerer: 30 minutes

Include, but do not necessarily limit presentation to:

¢ Involvement of the Offerers’ executive team in this project;

e How many other large projects within the Offerers’ organization that
would be concurrent with this project;

e Publicly proposed plans or strategies under evaluation for the acquisition,
merger or other restructuring of the organization or that of any proposed
subcontractor;
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How the Offerers’ executive team is made aware of issues with a project
(e.g., QA process);

Escalation process from the Offerers’ Project Manager up to the executive
team; and

Proposed project steering committee membership, meeting frequency, etc.

D. Strategic Direction - - led by Offerer: 30 minutes

Include, but do not necessarily limit presentation to:

Commitment to the product(s) being proposed as the solution for DCJS;
Offerer’s investment strategies for Research and Development;

How biometric systems fit into the Offerers’ product and service portfolio;
How the proposed solution positions DCJS for the next generation of
biometric system capabilities;

A roadmap of the next five (5) to ten (10) years for the Offerers’
organization for its products and services; and

How industry and open standards are utilized in the Offerers’ proposed
solution.

E. Proposal Overview - - led by Offerer: 60 minutes

Include, but do not necessarily limit presentation to:

Hardware and software solution including scalability during the contract
term;

Conversion and implementation plans;

Satisfying accuracy requirements;

Approach to high-availability solution; and

How the Offerers’ experience with implementing similar, large-scale
biometric systems positions the Offerer for a successful delivery to DCJS.

Reference Sites - - led by Offerer: 30 minutes

Include, but do not necessarily limit presentation to:

The number of forensic Tenprint and Latent Print systems installed, by
product version, and in production throughout the world, by country and
state within the U.S.;

The number of these systems that have been installed within the past five
(5) years, by product version;

The number of these systems that are installed with Tenprint database
sizes of at least one (1) million individuals, by product version; and

A brief discussion of the result of the engagement with each customer
referenced in Section 3.1.B.
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G. Optional Features - - led by Offerer: 15 minutes

Include:
e Overview of the Offerers’ approach to the optional features in the RFP;
and

e A brief discussion of the criteria utilized to not propose optional features
in either the COTS or customized product.

H. Wrap-up - - led by DCJS: 15 minutes

Offerers are advised that for contracts submitted for approval under the New York
State Finance Law (“Section 112 approval”), the State Comptroller may
independently ascertain, determine, evaluate, approve, reject or make further inquiry
into the terms and conditions of the agreement and may make an independent
determination of the Vendor Responsibility, requisite financial strength and stability
of the Offerer, an assessment of the ability of the Offerer to perform under the terms
of the agreement for the period of time specified and other factors which the
Comptroller deems in the best interest of the State of New York. Determining the
acceptability of an Offerer can extend to an evaluation by the Comptroller of any
proposed subcontractors and if applicable, holding companies. In the course of the
contract approval process, the Comptroller may submit questions and requests for
further information from DCJS. DCIJS in turn may rely on the Offerer for assistance
in preparation of the responses to these inquires, and these inquiries and responses
submitted will become part of the procurement record.

. Offerer Experience and Customer References

Because of the public safety importance of the SABIS to the health, safety and welfare of the
citizens of the State, DCJS must give consideration to particular subject matter experience,
including financial, management and technical expertise of the Offerer and Offerer’s project
team, and to other factors. The Offerer must therefore, as Prime Contractor, have experience
in the successful implementation of automated fingerprint identification systems that meet
the requirements specified in this section. Therefore, the Offerer must provide, as part of the
Technical Proposal, the information required in this section to document their experience.
All requested information shall be completed on the attachments referenced below.

Each customer reference identified by the Offerer in sections 3.1.B.(1) through
3.1.B.(6) will receive the materials contained in Appendix I (Statewide Automated
Biometric Identification System Project ABIS/AFIS Customer Reference
Questionnaire) and every response received by DCJS from the Offerer’s customers
will be utilized in the evaluation process.
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1. Mandatory Requirement — Qualifying Forensic AFIS/ABIS
Tenprint/Unsolved Latent Fingerprint Customer Reference

The Offerer must provide contact information and qualifying data on Attachment
8a for one (1) customer reference for which the Offerer, as Prime Contractor, has
successfully implemented a forensic AFIS/ABIS Tenprint and unsolved Latent
fingerprint search system that is currently in production as described below:

e Utilizes the same generation of COTS software and architecture for
sizing and throughput as the Offerer proposes in the response to this
RFP.

e Has a target Tenprint database of at least three and a half (3.5) million
individuals with 2 or more fingerprint images per individual.

e Has 1,000 Tenprint transactions and 30 Latent transactions per day (on
average across work days).

e Performs real-time insertion and replacement of fingerprint images in
the target database.

e The current software release has been in operation for 90 days after
customer’s acceptance test and has no outstanding suits, issues or
critical problems.

It is the Offerer’s option to provide contact information and qualifying data on
Attachment 8b for one (1) qualifying alternate customer reference, which DCJS
will contact if a) the primary customer reference fails to respond to DCJS’ request
for information or b) DCJS determines that the primary customer’s search system
does not meet all of the above mentioned mandatory requirements.

DCIS staff will contact the customer reference(s) by telephone or e-mail and
request that they complete and return the ABIS/AFIS Customer Reference
Questionnaire as set forth in Appendix I. If DCJS is unable to obtain the
necessary reference response(s), the Offerer will be notified to allow the Offerer
to encourage their references to respond. DCJS will contact only one (1) primary
and one (1) alternate customer reference provided by the Offerer to meet this
mandatory experience requirement. DCJS reserves the right to contact customers
for clarification of responses given in the questionnaire.

An Offerer can be disqualified (during the technical evaluation) if a) DCJS is unable
to obtain a completed questionnaire from the customer reference by the return
deadline (unless extended by Agency staff) or b) DCJS determines that the
customer’s search system that was implemented by the Offerer does not meet all of
the above mentioned mandatory requirements. Any customer questionnaires
received after the due date and time will not be accepted.
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2. Mandatory Requirement — Qualifying Forensic AFIS/ABIS
Tenprint/Unsolved Latent Fingerprint Customer Reference

The Offerer must provide contact information and qualifying data on Attachment
9a for one (1) customer reference for which the Offerer, as Prime Contractor, has
successfully implemented a forensic AFIS/ABIS Tenprint and unsolved Latent
fingerprint search system that is currently in production as described below:

e Utilizes the same generation of COTS software and architecture for
sizing and throughput as the Offerer proposes in the response to this
RFP.

e Has a target Tenprint database of at least one (1) million individuals
with 2 or more fingerprint images per individual.

e Has 1,000 Tenprint transactions and 30 Latent transactions per day (on
average across work days).

e Performs real-time insertion and replacement of fingerprint images in
the target database.

e The current software release has been in operation for 90 days after
customer’s acceptance test and has no outstanding suits, issues or
critical problems.

It is the Offerer’s option to provide contact information and qualifying data on
Attachment 9b for one (1) qualifying alternate customer reference, which DCJS
will contact if a) the primary customer reference fails to respond to DCJS’ request
for information or b) DCJS determines that the primary customer’s search system
does not meet all of the above mentioned mandatory requirements.

DCIS staff will contact the contact the customer reference(s) by telephone or e-
mail and request that they complete and return the ABIS/AFIS Customer
Reference Questionnaire. If DCJS is unable to obtain the necessary reference
response(s), the Offerer will be notified to allow the Offerer to encourage their
references to respond. DCJS will contact only one (1) primary and one (1)
alternate customer reference provided by the Offerer to meet this mandatory
experience requirement. DCJS reserves the right to contact customers for
clarification of responses given in the questionnaire.

An Offerer can be disqualified (during the technical evaluation) if a) DCJS is unable
to obtain a completed questionnaire from the customer reference by the return
deadline (unless extended by Agency staff) or b) DCJS determines as a result of the
reference check that the customer’s search system that was implemented by the
Offerer does not meet all of the above mentioned mandatory requirements. Any
customer questionnaires received after the due date and time will not be accepted.
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3. Mandatory Requirement — Qualifying Forensic Palm Print/Unsolved
Latent Palm Print Customer Reference

The Offerer must provide contact information and qualifying data on Attachment
10a for one (1) customer reference for which the Offerer, as Prime Contractor, has
successfully implemented a forensic palm print and unsolved Latent palm print
search system that is currently in production as described below:

e Utilizes the same generation of COTS software and architecture for
sizing and throughput as the Offerer proposes in the response to this
RFP.

e Has a target palm print database of at least ten thousand (10,000) palm
print individuals with 2 or more palm print images per individual.

e Has 500 palm print transactions and 30 Latent transactions per day (on
average across work days).

e Performs real-time insertion and replacement of palm print images in
the target database.

e The Palm Print system current software release has been in operation
for 90 days after customer’s acceptance test and has no outstanding
suits, issues or critical problems.

The customer reference provided to fulfill the above mentioned requirement may
also be used to fulfill either the Subsection 1 requirement or the Subsection 2
requirement, if the customer’s system fulfills the specific qualification
requirements for each type of system.

It is the Offerer’s option to provide contact information and qualifying data on
Attachment 10b for one (1) qualifying alternate customer reference, which DCJS
will contact if a) the primary customer reference fails to respond to DCJS’ request
for information or b) DCJS determines that the primary customer’s search system
does not meet all of the above mentioned mandatory requirements.

DCIJS staff will contact the customer reference(s) by telephone or e-mail and
request that they complete and return the ABIS/AFIS Customer Reference
Questionnaire. If DCJS is unable to obtain the necessary reference response(s),
the Offerer will be notified to allow the Offerer to encourage their references to
respond. DCIJS will contact only one (1) primary and one (1) alternate customer
reference provided by the Offerer to meet this mandatory experience requirement.
DCIS reserves the right to contact customers for clarification of responses given
in the questionnaire.

An Offerer can be disqualified (during the technical evaluation) if a) DCJS is unable
to obtain a completed questionnaire from the customer reference by the return
deadline (unless extended by Agency staff) or b) DCJS determines that the
customer’s search system that was implemented by the Offerer does not meet all of
the above mentioned mandatory requirements. Any customer questionnaires
received after the due date and time will not be accepted.
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4. Mandatory Requirement — Qualifying Forensic AFIS/ABIS
Tenprint/Unsolved Latent Fingerprint Customer Reference for
Functional Site Evaluation

A DCIJS team will perform a functional site evaluation of a forensic AFIS/ABIS
that has been successfully implemented by the Offerer, which utilizes the
Offerer’s same generation of COTS software, user interface and workflow to
perform Tenprint and Latent searches, fingerprint insertion and fingerprint
replacement.

Therefore, the Offerer must provide contact information and qualifying data on
Attachment 11a for one (1) customer reference for which the Offerer, as Prime
Contractor, has successfully implemented a forensic AFIS/ABIS Tenprint and
unsolved Latent fingerprint search system that is currently in production as
described below:

e Utilizes the same generation of COTS software, user interface and
workflow as the Offerer proposes in the response to this RFP.

e Has a target Tenprint database of at least one (1) million individuals with
2 or more fingerprint images per individual.

e Has 1,000 Tenprint transactions and 30 Latent transactions per day (on
average across work days).

e Performs real-time insertion and replacement of fingerprint images in the
target database.

e The current software release has been in operation for 90 days after
customer’s acceptance test and has no outstanding litigation, issues or
critical problems.

The customer reference provided to fulfill the above mentioned requirement may
also be used to fulfill either the Subsection 3.1(B)(1) — 3.1.(B)(3) requirements, if
the customer’s system fulfills the specific qualification requirements for each type
of system.

It is the Offerer’s option to provide contact information and qualifying data on
Attachment 11b for one (1) qualifying alternate customer reference, which DCJS
will contact if a) the primary customer reference fails to respond to DCJS’ request
for a site visit, or b) DCJS determines, prior to the functional site evaluation, that the
primary customer’s search system does not meet all of the above mentioned
mandatory requirements.

It is DCJS’ preference that Offerers provide a qualifying customer reference
location in North America. The Offerer may stipulate a customer in a
location outside North America, if there is no representative customer site in
North America and provided the location is NOT within a country or region
for which the United States Department of State (DOS) has issued a current
travel warning or travel alert. In the event the qualifying site is in a country or
region that is added to the US DOS travel warning or travel alert posting (see
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below) after the bid proposal due date, the Offerer will be provided with an
opportunity to submit an additional qualifying site. This does not, however,
change the responsibility of the Offerer to provide DCJS with the appropriate
qualifying site evaluation reference. Links to DOS travel warnings and alerts are
posted on the DOS website at:

http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html

If an Offerer separately submits more than one (1) proposal for the purpose of
offering alternative solutions, DCJS will perform only one (1) functional site
evaluation and the Functional Site Evaluation score will apply to each of the
Offerer’s separately submitted proposals.

DCIJS will be sending up to five representatives. These representatives are
expected to spend an entire day at the site to view the processes and functional
workflow. The representatives will require access during the visit to
knowledgeable staff for process and functional clarification. The visit will allow
the representatives to observe and collect pertinent information for evaluation
(e.g., workstation ease of use, navigation, presentation of data). It is the
Offerer’s responsibility to ensure that the Customer Site Visit References are
aware of and willing to accommodate a DCJS site visit and complete the
AFIS/ABIS Customer Reference Questionnaire within the designated
timeframe. The Offerer may be present to provide formal introductions, but may
not be present during the DCJS evaluation.

DCIS staff will contact the customer reference(s) by telephone or e-mail to make
arrangements for a functional site evaluation and to request that the reference
contact complete and return the ABIS/AFIS Customer Reference Questionnaire.
If DCJS is unable to obtain the necessary reference response(s), the Offerer will
be notified to allow the Offerer to encourage their references to respond. DCJS
will contact only one (1) primary and one (1) alternate customer reference
provided by the Offerer to meet this mandatory requirement. DCJS reserves the
right to contact customers for clarification of responses given in the questionnaire.

An Offerer shall be disqualified (during the technical evaluation) if a) the Offerer
indicated on Attachment 11a and/or Attachment 11b that they have one or more
representative customer sites in North America, but they provided only reference
information for a customer(s) located outside North America for the mandatory
Functional Site Evaluation requirement; or b) the Offerer provided only reference
information for a customer(s) located within a travel warning/alert location for the
mandatory Functional Site Evaluation requirement; or ¢) DCJS is unable to obtain a
completed questionnaire from the customer reference by the return deadline (unless
extended by DCJS staff); or d) DCJS is unable to arrange for and/or conduct a
functional evaluation at either the primary or alternate customer reference site by the
stated deadline (unless extended by DCJS staff) despite making reasonable efforts to
arrange for and/or conduct a functional evaluation; or €) DCJS determines as a result
of the reference check and/or functional site evaluation that the search system that
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the Offerer implemented for the customer reference does not meet all of the
mandatory requirements. DCJS will conduct only one (1) tenprint functional site
visit for each Offerer. Therefore, if DCJS determines as a result of the functional
site evaluation that the customer’s tenprint system does not meet all of the
mandatory requirements, the Offerer will be disqualified. DCJS will not conduct a
subsequent functional site evaluation at an alternate site. Any customer
questionnaires received after the due date and time will not be accepted.

Mandatory Requirement — Qualifying Forensic AFIS/ABIS Palm
Print/Unsolved Latent Palm Print Customer Reference for Functional
Site Evaluation

DCIS prefers a functional site evaluation for each Offerer to include both tenprint
and palm print system. In the event this is not possible, A DCJS team will
perform a functional site evaluation of a forensic AFIS/ABIS that has been
successfully implemented by the Offerer, which utilizes the Offerer’s same
generation of COTS software, user interface and workflow to perform Palm Print
and Latent searches, palm print insertion and palm print replacement.

Therefore, the Offerer must provide contact information and qualifying data on
Attachment 11c for one (1) customer reference for which the Offerer, as Prime
Contractor, has successfully implemented a forensic AFIS/ABIS Palm Print and
unsolved Latent palm print search system that is currently in production as
described below:

e Utilizes the same generation of COTS software, user interface and
workflow as the Offerer proposes in the response to this RFP.

e Has a target palm print database of at least ten thousand (10,000)
individuals with 2 or more palm print images per individual.

e Has 500 palm print transactions and 30 Latent transactions per day (on
average across work days).

e Performs real-time insertion and replacement of palm print images in the
target database.

e The current software release has been in operation for 90 days after
customer’s acceptance test and has no outstanding litigation, issues or
critical problems.

The customer reference provided to fulfill the above mentioned requirement may
also be used to fulfill either the Subsection 3.1.(B).1 —3.1.(B).4 requirements, if
the customer’s system fulfills the specific qualification requirements for each type
of system.

It is the Offerer’s option to provide contact information and qualifying data on
Attachment 11d for one (1) qualifying alternate customer reference, which DCJS
will contact if a) the primary customer reference fails to respond to DCJS’ request
for a site visit, or b) DCJS determines, prior to the functional site evaluation, that the
primary customer’s search system does not meet all of the above mentioned
mandatory requirements.
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It is DCJS’ preference that Offerers provide a qualifying customer reference
location in North America. The Offerer may stipulate a customer in a
location outside North America, if there is no representative customer site in
North America and provided the location is NOT within a country or region
for which the United States Department of State (DOS) has issued a current
travel warning or travel alert. In the event the qualifying site and alternate
qualifying site is added to the US DOS travel warning or travel alert posting (see
below) after the bid proposal due date, the Offerer will be provided with an
opportunity to submit an additional qualifying site. This does not modify the
responsibility of the Offerer to provide DCIJS with the appropriate qualifying site
evaluation reference. Links to DOS travel warnings and alerts are posted on the
DOS website at:

http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html

If an Offerer separately submits more than one (1) proposal for the purpose of
offering alternative solutions, DCJS will perform only one (1) palm print
functional site evaluation and the Functional Site Evaluation score will apply to
each of the Offerer’s separately submitted proposals.

DCIS anticipates sending approximately five representatives. These
representatives are expected to spend an entire day at the site to view the
processes and functional workflow. The representatives will require access during
the visit to knowledgeable staff for process and functional clarification. The visit
will allow the representatives to observe and collect pertinent information for
evaluation (e.g., workstation ease of use, navigation, presentation of data). It is
the Offerer’s responsibility to ensure that the Customer Site Visit References
are aware of and willing to accommodate a DCJS site visit and complete the
AFIS/ABIS Customer Reference Questionnaire within the designated
timeframe. The Offerer may be present to provide formal introductions, but may
not be present during the DCJS evaluation.

DCIJS staff will contact the customer reference(s) by telephone or e-mail to make
arrangements for a functional site evaluation and to request that the reference
contact complete and return the ABIS/AFIS Customer Reference Questionnaire.
If DCIJS is unable to obtain the necessary reference response(s), the Offerer will
be notified to allow the Offerer to encourage their references to respond. DCJS
will contact only one (1) primary and one (1) alternate customer reference
provided by the Offerer to meet this mandatory requirement. DCJS reserves the
right to contact customers for clarification of responses given in the questionnaire.

An Offerer shall be disqualified (during the technical evaluation) if a) the Offerer
indicated on Attachment 11¢ and/or Attachment 11d that they have one or more
representative customer sites in North America, but they provided only reference
information for a customer(s) located outside North America for the mandatory
Functional Site Evaluation requirement; or b) the Offerer provided only reference
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information for a customer(s) located within a travel warning/alert location for the
mandatory Functional Site Evaluation requirement; or ¢) DCJS is unable to obtain a
completed questionnaire from the customer reference by the return deadline (unless
extended by DCJS staff); or d) DCJS is unable to arrange for and/or conduct a
functional evaluation at either the primary or alternate customer reference site by the
stated deadline (unless extended by DCIJS staff) despite making reasonable efforts to
arrange for and/or conduct a functional evaluation; or €) DCJS determines as a result
of the reference check and/or functional site evaluation that the search system that
the Offerer implemented for the customer reference does not meet all of the
mandatory requirements. DCJS will conduct only one (1) palm print functional site
visit for each Offerer. Therefore, if DCJS determines as a result of the functional
site evaluation that the customer’s palm print system does not meet all of the
mandatory requirements, the Offerer will be disqualified. DCJS will not conduct a
subsequent functional site evaluation at an alternate site. Any customer
questionnaires received after the due date and time will not be accepted.

6. Additional Forensic AFIS/ABIS Customer References

In order to further demonstrate the breadth of their AFIS/ABIS implementation
experience, the Offerer must provide contact information and qualifying data on
Attachment 12 for additional customer reference for which the Offerer, as Prime
Contractor, has successfully implemented a forensic AFIS/ABIS that is similar to
the DCJS’ ABIS in database sizes (number of individuals and unsolved images),
throughput, complexity and operational requirements.

Offerers are encouraged to submit at least three (3) additional customer
references. The customer references provided to fulfill this element must be in
addition to the customer references provided to meet the mandatory requirements
specified in Subsections 1 through 4 above.

DCIS staff will contact the customer references by telephone or e-mail and
request that they complete and return the ABIS/AFIS Customer Reference
Questionnaire. If DCJS is unable to obtain the necessary reference response(s),
the Offerer will be notified to allow the Offerer to encourage their references to
respond. DCIJS reserves the right to contact customers for clarification of
responses given in the questionnaire.

Any customer questionnaires received after the due date and time will not be
accepted.

C. Mandatory Requirement — Base Requirements for Offerer’s Proposed
SABIS Solution

DCIS is seeking to replace its aging, highly integrated AFIS with a new ABIS equipped with
the latest, proven algorithms, hardware and software using COTS products and services, and
if necessary, customized products and services. DCJS has assessed the mandatory
requirements for a new SABIS and has identified items which must be included.
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In order for an Offerer’s proposed SABIS solution to be deemed responsive to this
solicitation, the solution offered shall meet all of the MANDATORY requirements
specified in this section. As part of their Financial/Administrative Proposal, the
Offerer shall submit a Formal Offer Letter, as set forth in Attachment 17, which shall
include a statement affirming that the Offerer’s proposed SABIS solution meets or
exceeds all of the mandatory base system requirements set forth in this Subsection
3.1.C. As part of their Technical Proposal, the Offerer shall also include completed
Attachments 13 and 14, as described in this section.

The Offerer’s proposed SABIS solution shall meet all of the MANDATORY
requirements specified below:

1. The Offerer must propose both a proven SABIS solution and hardware and
software support terms acceptable to DCJS which support terms will enable the
Offerer to fully meet all of the requirements of the RFP for the term of the
Contract and any extensions. “Proven” means that the proposed solution and
provision for support have been previously placed into commerce by the Offerer,
that is; that the proposed solution has been procured, installed, accepted and is in
operation at a level consistent with the proposed capability for at least ninety
consecutive days at an organization not owned or controlled by the Offerer.
“Support terms acceptable to DCJS” means that hardware and software must be
maintained so that the Offerers proposed solution operates at or exceeds all of the
requirements of this RFP, including but not limited to requirements respecting
downtime, production volume and efficiency, network connectivity, time to repair
and interoperability. Throughout the term of the Contract, Offerer shall
implement license upgrades, updates, fixes and patches at no additional charge to
DCIJS on a schedule acceptable to DCJS so that the versions of software and
hardware installed at DCJS are at levels equal to those then placed in commerce
by the Offerer. Offerer affirms its understanding that it is proposing its solution
specifically to support the State’s continuing public safety requirements. In the
event that the Offerer discontinues the level of support offered to any of its
customers operating similar products or using services and support levels similar
to those provided to DCJS by Offerer as Prime Contractor for whatever reason
including but not limited to obsolescence, compatibility of replacement hardware
or software, discontinuance of manufacture or other failure of Prime Contractor’s
supply chain, changes in version or generation of software, or business objectives
of the Offerer, such action by the Offerer does not relieve the Offerer of its
obligations to the State to meet its requirements to support the hardware and
software to ensure continued operation consistent within the requirements of the
RFP. The parties agree that in consideration of potential limited future
availability of component hardware devices or compatibility of software issues
which may arise in the future, that if the Offerer discontinues marketplace
offering of support of any hardware or software version similar to that installed at
DCIS, that Offerer shall advise DCJS immediately and that DCJS may in its sole
discretion elect to require the Offerers to upgrade the DCJS installation at no cost
to the State.
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2. The Offerer’s SABIS solution shall be initially capable of storing composite and
up to two (2) Multiple Registration Events (MRE) Tenprint fingerprint records for
up to 8.7 million unique individuals and one set of composite palm print images
for up to 700,000 of the 8.7 million unique individuals. The SABIS shall be
capable of storing composite and up to two (2) MRE Tenprint fingerprint records
plus one set of composite palm print images for the increased growth each year,
as stated in Appendix J, Table 5. In addition, the Offerer’s SABIS solution shall
be initially capable of storing 122,500 Unsolved Latent fingerprint images and
97,000 Unsolved Latent palm print images. The SABIS shall be capable of
storing Unsolved Latent fingerprint and palm print images in the appropriate
database for the increased growth each year, as stated in Appendix J, Table 5 & 6.

3. The Offerer shall propose a SABIS initially capable of processing a minimum of,
per 24 hour day, 8,000 Tenprint searches, 4,000 Latent fingerprint searches and
3,000 Latent palm print searches. In addition, the system shall be initially capable
of peak processing per hour of 800 Tenprint searches, 700 Latent fingerprint
searches and 525 Latent palm print searches. The SABIS shall be capable of
processing the increased growth each year, as stated in Appendix J, Table 5 & 6,
and proportional increase in peak processing per hour.

4. The Offerer’s complete SABIS design shall include, at a minimum:

a. Hardware and software for all workflow, processing, and interface
messaging to DCJS CCH and DCJS external partners (customers)

Files and databases

Data storage

High availability software and hardware

Algorithms for searching and processing

Interoperability for internal and external partners, now and in the future.

N

5. The SABIS workflow management shall be expandable to allow for future
parallel biometric search functionality such as, but not limited to, facial
recognition and scars/marks/tattoos (SMTs).

6. The SABIS shall include an organized and intuitive interface for all users. It shall
incorporate generally accepted General User Interface conventions such as drop-
down menus, type-ahead, search support, and other common means of interacting
with users. SABIS shall, where possible, automate to the best advantage for a
user-friendly environment. SABIS users shall be spared repetitive tasks, non-
intuitive screens, obscure commands, codes and error messages.

7. The SABIS user interface shall enable a mouse and/or a keyboard selection for
each user action.

8. The Offerer shall supply all hardware and software required to implement its

solution (including SABIS, interfaces, the test environment, High Availability
solution and technology refresh) including, but not limited to, the following:

Page 37



a. Production and Test environment Servers

b. Production and Test environment Storage / SAN

Production and Test environment Networking required to connect to the
DCIJS LAN

Production and Test environment Workstations

Production and Test environment COTS Products

Production and Test environment Operating Systems

Production and Test environment Racks, Cables and Cable management

e

@ o A

9. The Offerer shall supply a sufficient number of ergonomic workstations to meet
DCIJS throughput and staffing needs. The requirement includes equipment (e.g.,
table / desk, chair(s), desktop computer, monitor, scanner(s), camera(s),
fingerprint card and document printer(s), etc.) at current regional sites; if new
equipment is needed at the regional sites for the sites to achieve compatibility and
interoperability with the SABIS. See Appendix J for a list of current regional
sites.

10. The SABIS shall provide monitors for each workstation with the appropriate size
and resolution. At a minimum these monitors shall have: a TFT-LCD widescreen
size of 24”, a resolution of 1600x1200, True Color, and have an image display of
256 shades of gray.

11. The Offerer shall supply networked FBI-certified printers to be available for all
phases of Tenprint and Latent print processing. These proposed printers shall
have dual-trays with one tray containing 8 x 8 fingerprint card stock and the other
containing letter size paper. Capacities must support a minimum of 500 sheets of
fingerprint card to stock and 250 sheets of 8.5 X 11 paper. These printers shall
have the ability to print New York State and FBI fingerprint card and palm print
card formats, accurately reproducing gridlines and text on blank card stock. They
shall also have duplex capability that will not jam with FBI provided blank card
stock and include a self-calibration feature to ensure proper grayscale and 1 to 1
images size printing per FBI specifications. The IAFIS Image Quality
Specifications are provided in Appendix F of the CJIS Electronic Fingerprint
Transmission Specification for certification criteria, which can be found on the
Federal Bureau of Investigation web site at:

http://www.fbibiospecs.org/fbibiometric/docs/EBTS%20V8.002%2010-24-07.pdf

12. The SABIS shall be operational for all processing 24x7x365. Therefore, DCJS
requires minimal or no downtime and expects monthly system availability of at
least 99.5% for SABIS processing with no single downtime of greater than 90
minutes duration. Any planned downtime must be scheduled and approved in
advance by DCIJS.

13. The SABIS shall initially be able to process at least 7,000 NYSID record
deletions per month (fingerprint, palm print and associated data) based on deletion
commands from the DCJS CCH. The SABIS shall be capable of processing a two
(2) percent increase of deletions each year.
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14. The SABIS average technical search times shall be no greater than the following:

a. 9.3 seconds for Tenprint transaction to Tenprint target
database(TP/TPDB)

b. 29 seconds for Tenprint transactions to unsolved target database
(TP/ULFD)

c. 120 seconds for unsolved Latent to Tenprint target database (ULF/TPDB)

15. The Offerer shall provide a SABIS test system at the DCJS central site that:

a. has all features and functionality of the SABIS production system

b. is independent of and mirrors the production system

c. 1is capable of independently messaging with four environments of the other
DCIJS test systems (1) the sandbox development environment, (2) the
integrated development environment, (3) the test (quality assurance)
environment and (4) the staging environment

d. is smaller in size and capacity than the production system, but shall have
all hardware and software components, providing for a test system sized
to at least 5% of the production databases(s), files, and queues with
comparable throughput and capacity and no fewer than two workstations

e. can be utilized by DCJS staff to verify and quality assure all new vendor
releases and system patches before deployment to the DCJS production
system

f. can be utilized by DCJS development team to test changes in DCJS
software that communicates with the SABIS

16. The Offerer shall comply with the New York State Office of Cyber Security and
Critical Infrastructure Coordination (CSCIC) Cyber Security Standards S05-001
version 2.0, Cyber Security Policy P03-002 version 3.0, FBI Criminal Justice
Information Services (CJIS) Security Policy version 4.4, the DCJS Technology
Policy issued June 4, 2007, and all policies then in effect. For purposes of any
State of New York security or access policy the SABIS is a State Entity (SE)
system. These policies:

a. set the direction,

b. give broad guidance

c. define requirements for information security related processes and actions
across state entities and third party sites with state entities’ data, and

d. follow the framework of ISO/IEC 17799 for Security Policy guidelines.

Any exceptions must be approved by DCIJS.

17. Any proposals for changes made to SABIS after system acceptance shall have
prerequisite test and/or benchmark studies. This shall include upgrades, bug
fixes, or changes that replace human intervention with any type of automated
processing. The test plan and methodology for these proposals shall be approved
by DCIJS. These changes shall include, but not be limited to:
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Manual pattern classification versus any vendor automated classification
Image segmentation

Sequence checking

The specific fingers that shall be used for the technical search

The number of search fingers that must be of good image quality that
shall constitute an acceptable search transaction system

18. The Prime Contractor must comply with the DCJS Rational Unified Process
(RUP)-based SDLC deliverables for any software that will need to be managed
and maintained by DCIJS. This includes:

o

S0 o Ao

Use Case documentation

UML modeling (detailed class diagrams and detailed sequence diagrams)
with tracability to all use cases

UML deployment diagrams

Coding with comprehensive unit tests for all code

System integration test plans, test cases and results

Performance test plans, test cases and results

Quality Assurance test plans, test cases and results

Support Guides (tier 1 and tier 2)

19. The SABIS shall be capable of inserting new records (new NYSID) into the
SABIS target databases within 1 minute of receipt of the Final Identification
Message (i.e., new NYSID), and shall be capable of updating a NYSID record in
the target SABIS databases within 3 minutes of receipt of the Final Identification
Message (i.e., match to an existing NYSID) or an Identification Technician’s
confirmation of a composite record update (if Identification Technician’s
confirmation is applicable).

20.

The Offerer shall include in their solution a “Technology Refresh” capability with
the characteristics as stated in the following:

a.

C.

At a minimum, the offerer shall keep all Production and Test system
hardware and software (as defined in Attachment 14, sections A.9 and
D.1) at the level required to retain at all times, manufacturer’s support and
system functionality, specifications and performance as specified in the
RFP and the Offerer’s bid for the period of the ten (10) year contract and
any extensions provided for in the agreement. The technology refresh,
however, shall not include the equipment in Section 3.1.C.9 above except
for any proprietary end-user desktop equipment required to operate the
proposed SABIS solution; and

The support levels for all Production and Test system hardware and
software shall never be more than two (2) versions behind the currently
released version, even if older versions are still supported by the
manufacturer. This includes all of the SABIS Offerer’s COTS and
customized software. The hardware components must be ‘refreshed’ no
less frequently than every four years; and

DCIJS shall have the option to approve and/or reschedule all upgrades; and
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21.

22.

23.

24.

25.

26.

d. The technology refresh “clock” will begin on the day DCJS accepts the
complete system (i.e., no fewer than two (2) refreshes during the first ten
(10) years of the contract).

The operational requirements for interoperability (ability of systems, and
component hardware and software, and other external agencies/DCIJS customers
to use the services to enable them to operate effectively together) address the
degree to which value is derived from the technical capability in the proposed
solution. The Offerer shall agree to a SABIS solution that allows for continued
assessment and progress toward maintaining interoperability as the SABIS and/or
its components are upgraded, and as other external systems also evolve. The
Offerer shall also agree that its solution adheres to applicable industry standards
and that its’ technology policies adhere to industry best practices.

The SABIS shall initially be able to process requests from the DCJS CCH for at
least 120,000 NYSID record biographical/event non-image data updates per
month and 12,000 Multiple Registration Event (MRE) deletions per month (MRE
deletions apply to specific events within a NYSID record containing two (2) or
more events). The SABIS shall be capable of processing a two percent (2%)
increase of NYSID record data updates and a two percent (2%) increase in MRE
deletions each year.

The SABIS workstation user interface must provide feedback in less than 1
second after each key press, movement of the mouse, or any other physical input
from the user, and after each change in the state of controls that react to input
from the user, for example, displaying menus or indicating drop targets.

The SABIS workstation user interface must take no longer than 1 second to
display each progress indicator, complete each ordinary user command (for
example, closing a dialog box), or complete each background task (for example,
reformatting a table).

For the Tenprint target search database, the time that it takes for a subject’s search
criteria alphanumeric data (such as sex or pattern) to be updated on the
appropriate database, from the time that the SABIS system receives the request
for the update of the data until the time that the update is completed on the target
database(s)/file(s) must be no more than 10 seconds. If there is no binning of
subjects for searching in the Offerer’s SABIS solution, this requirement is not
applicable.

The SABIS workflow and business rules shall be flexible to fully support DCJS’
legal and/or policy requirements, which may change, as well as the expansion
and/or changes to DCJS’ identification workflow and business rules. New York
State’s legal and/or policy requirements require the suppression of some records
from search results, and also the expiration of Latent cases due to the respective
crime’s statute of limitations.
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27.

28.

29.

30.

31

The Prime Contractor shall provide an Interface Design Document that describes
and agrees to the messaging between the SABIS and external interfaces (DCJS
CCH), within a mutually agreed upon timeframe after contract approval for DCJS
approval. All messages shall be documented, including field descriptions, field
date formats and fields sizes, required versus optional fields, and messaging
protocol.

The Prime Contractor shall provide a comprehensive Communications Plan that
describes the means by which project communications will occur, within a
mutually agreed upon timeframe after contract approval, for DCJS approval. This
Plan must emphasize the methods and tools by which bi-directional
communication will be managed and executed. All project stakeholders must have
a role within the Plan, and therefore the plan must fully define the expectations of
both content and frequency. The plan must address:

How often and how quickly information needs to be disseminated
By what tools (example: e-mail) will information be exchanged
What format the information will follow

Roles and responsibilities of each participant

The Prime Contractor shall provide an Issue Management and Escalation Plan
that will identify the critical steps of capturing, reporting, tracking and resolving
issues in a timely manner and complies with the provisions of Subsection 5.37,
within a mutually agreed upon timeframe after contract approval for DCJS
approval. At a minimum, this plan must identify:

How issues will be captured and tracked

Ownership of each issue with expected resolution dates

Prioritization of issues allowing for triage

Fully developed escalation path for both the Prime Contractor and DCJS
stakeholders

e Process for plan refinement

The Prime Contractor shall provide a comprehensive Change Management Plan
that will encompass both Organizational change and a project level change
control process, within a mutually agreed upon timeframe after contract approval
for DCJS approval. Organizational change allows for the capture of impact to
people, process, and culture, within a mutually agreed upon timeframe after
contract approval. Additionally, change management is the formulation and
documentation of a project level change control process.

. As an initial deliverable after contract approval, the Prime Contractor shall

provide a Deliverables Acceptance Plan, for DCJS approval, that will document
formal procedures allowing each organization to fully understand their role and
responsibility for deliverable acceptance, within a mutually agreed upon
timeframe after contract approval. “Acceptance” shall be defined as Deputy
Commissioner/CIO written approval signifying that a deliverable meets
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32.

33.

34.

35.

36.

expectations. Verbal acceptance or acceptance by default is not sufficient. In
order for a deliverable to be considered “complete” and “acceptable,” it must be
measured against DCJS acceptance criteria (see Appendix C). To ensure timely
acceptance of deliverables, the document must suggest the format, content and
appearance of deliverables before they are produced. Items that must be defined
are:

1. The number and identity of stakeholders who may be required to review
deliverables before final approval from the designated individual(s) is
sought.

ii. The number of business days in which deliverables must be either
approved or rejected by the Customer.

iii. Rework of portions of the deliverable, if required.

iv. Resubmission of the deliverable.

v. The number of times a deliverable can be resubmitted to the Customer for
approval.

vi. The escalation process that will be followed if a timely decision on
approval or rejection of a deliverable is not met.

The Prime Contractor shall provide a Configuration Management Plan that
describes its approach, tools and procedures to identify, baseline, track, audit and
approve changes to the various components (hardware, software, documentation
deliverables), within a mutually agreed upon timeframe after contract approval for
DCIJS approval.

The Prime Contractor shall provide a Testing and Acceptance Plan which
provides that on-site testing and acceptance shall be performed by DCIS in
conjunction with the Prime Contractor on all SABIS components, systems and
subsystems, within a mutually agreed upon timeframe after contract approval.
The Plan must include, but not be limited to, the acceptance testing elements
specified in Appendix B and Appendix C. The plan shall provide that reports
shall be produced by the Prime Contractor and used by DCIJS to verify required
functionality, throughput and accuracy, within a mutually agreed upon timeframe
after contract approval for DCJS approval.

The Prime Contractor shall provide training, a Training Plan and training content
that include, but are not limited to, all of the Training Plan Requirements
specified in Appendix D, within a mutually agreed upon timeframe after contract
approval for DCJS approval.

The Prime Contractor shall produce Production Reports which include, but are not
limited to, the Production Report Requirements specified in Appendix E, within a
mutually agreed upon timeframe after contract approval for DCJS approval.

Measurement of system down time shall be through the use of the DCJS

Customer Contact Center (CCC) reporting capability. The Prime Contractor shall
report all system down time instances and duration to the DCJS CCC throughout
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the term of the contract. Measurements shall be completed on a monthly basis,
and each month shall stand on its own in terms of the application of penalties.

37. The Prime Contractor shall provide monthly response time and accuracy reports
to DCIJS that include all of the reponse time and accuracy requirements in this
RFP, utilizing measurement mechanism(s) approved in advance by DCJS. Each
month shall stand on its own in terms of the application of penalties.

38. The SABIS shall include the mandatory base requirements specified on
Attachment 13 - SABIS Mandatory Base System Requirements — COTS or
Customized. The Offerer shall submit a completed Attachment 13, as part of the
Technical Proposal, to indicate that all of the mandatory requirements specified
on Attachment 13 are included in the Offerer’s proposed SABIS solution. The
Offerer shall check the appropriate box on each Attachment 13 mandatory
requirement to indicate that the requirement is either part of the Offerer’s COTS
products and services or provided as a customization to the COTS SABIS
solution.

39. The SABIS shall include the mandatory base requirements specified on
Attachment 14 - SABIS Mandatory Base System Requirements - Solution and/or
Documentation Descriptions with Forms Required for Offerer Bid Response. The
Offerer shall submit a completed Attachment 14, as part of the Technical
Proposal, to indicate that all of the mandatory base requirements specified on
Attachment 14 are included in the Offerer’s proposed SABIS solution (either as a
COTS item or a customization). The Offerer shall provide a descriptive response
for each Attachment 14 mandatory requirement addressing, at a minimum, the
points specified.

40. The Offerer shall supply at the current Department of Correctional Services
(DOCS) locations, all equipment needs for the fingerprint verification process
supplied by the SABIS solution. See Appendix J for a list of current DOCS sites
that currently generate a total of approximately 60,000 transactions annually and
are expected to grow at a two (2) percent annual rate.

All requested information shall be completed on the aforementioned forms.

DCIJS shall provide or procure, separate from this RFP, the primary data center
facilities (i.e., located at DCJS Headquarters) for the production and test systems and
primary networking for the central and regional sites. Do NOT propose such
facilities in the Offerer’s proposed SABIS solution.

An Offerer can be disqualified if the Offerer’s proposed SABIS solution does not
meet all of the mandatory base system requirements specified in this section.

D. Optional Features
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DCIS has also identified features which are important, but not required, for the new SABIS.
The Offerer’s proposed SABIS solution may include none, some or all of the optional
features specified on the following forms:

e SABIS Optional Features — Solution and/or Documentation Descriptions with Forms
Required for Offerer Bid Response, Attachment 15
e SABIS Optional Features — COTS, Customized or N/A, Attachment 16

The Offerer shall submit a completed Attachment 15 to indicate which, if any, of the
optional features specified on Attachment 15 are included in the Offerer’s proposed
SABIS solution (either as a COTS item or a customization). For each solution or
document item in this attachment, the Offerer respectively must provide a response.
If the solution or documentation is not being included in the Offerer’s SABIS bid
response, the Offerer must enter “Not Provided” in the space below the solution or
documentation item. If the solution or documentation is being included in the
Offerer’s SABIS bid response, the Offerer’s solution description must be provided
and shall address, at a minimum, the points specified.

The Offerer shall submit a completed Attachment 16 and enter a check mark in the
appropriate box provided for each optional feature to indicate whether each of the optional
features specified on Attachment 16 are: a) included in the Offerer’s COTS SABIS solution
at no additional cost; or b) available as a customization to the COTS SABIS solution (the
cost of customization shall be entered on the appropriate form in the COST response); or ¢)
not available (NA).

All requested information shall be completed on the aforementioned forms.
. Project Plan

As part of the Technical Proposal, each Offerer must deliver a comprehensive Project
Plan that clearly articulates a roadmap for success in implementing their solution.
Offerers should refer to the NYS Guidebook for Project Management (available on
the New York State Office for Technology website via a search from the home page
at www.oft.state.ny.us) and/or the Project Management Body of Knowledge
(PMBOK) in formulating their response.

The purpose of the Project Plan response is to allow each Offerer to clearly articulate
their methodology(s) and processes for the delivery and deployment of the proposed
SABIS system (including software and hardware components), as well as proposed
timeframes, staffing requirements and other management proposals, e.g., risk
management, quality management.

Each Offerer’s proposed Project Plan must include the following elements:

1. Project Scope Description
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Each Offerer must submit a Project Scope Description narrative which defines
all work to be performed by the Offerer to meet the project deliverables and
requirements of the SABIS as stated within the content of this RFP.

. Project Schedule

The Offerer must submit as part of its proposal a comprehensive Project
Schedule that includes a detailed list of the tasks, and the resources (e.g.,
Offerer and DCJS), timeframes, deliverables and dependencies for each task.

One of the purposes of this RFP is to procure a Ten Print and Latent Print
Fingerprint System to replace the legacy systems currently in operation at
DCIS. The legacy DCJS Ten Print and Latent Print Fingerprint System is
nearing the end of its useful life. The system operates on a 24x7x365 basis
and presents maintenance issues. DCJS establishes that the replacement of
this system is the critical path for this procurement.

This procurement also includes a Palm Print System. DCIJS does not currently
operate a Palm Print System within its facilities. While this is an important
part of this procurement, the comprehensive Project Schedule submitted by
the Offerer must give priority to the replacement of the Ten Print and Latent
Print Fingerprint System.

DCIJS requires that the replacement of the Ten Print and Latent Print
Fingerprint System must be completed not later than 30 months following
approval of the Contract by the Office of the State Comptroller, and the
Project Plans must reflect how the Offerer will accomplish this requirement
including acceptance testing within the specified time period.

“Completed” means the following:

e The database conversions for the Ten Print and Latent Print
System has been accomplished and the hardware and software has
been delivered, installed and accepted for the test and production
systems; and

e Acceptance testing has been successful, and proven that all base
requirements and chosen optional features have been met; and

e The production system has been implemented and all SAFIS
processing has been transitioned to the SABIS.

Because of maintenance and lifecycle issues, DCIS is providing an early
completion incentive for replacement of its legacy Ten Print and Latent Print
Fingerprint System. For each day sooner than the 30 month requirement that
the Bidder actually completes the replacement including successful
completion of acceptance testing (see Appendix C) with no outstanding
problem reports still open, DCJS agrees to pay the Bidder the amount of
$5,000 per day to a maximum which in no event shall exceed $900,000
dollars (180 days), subject to lawful appropriation therefor. “Days” means
whole calendar days including Saturdays, Sundays and holidays. For
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example, if the Bidder tenders the system for acceptance testing and DCJS
completes acceptance testing 45 days sooner than the 30 month deadline
established by this RFP, then the amount of the incentive would be $5,000
multiplied by 45 days for a total of $225,000. Payment will be made in US
Dollars and pursuant to the applicable provisions of the State Finance Law.
There is no payment for partial acceptance. DCJS will in good faith endeavor
to perform acceptance testing consistent with timeframes set forth in the
Bidder’s Project Plan within the sole discretion of DCJS and within DCJS
personnel work schedules and actual operational demands on DCJS at the
time the acceptance test is scheduled.

In the event that acceptance of the Bidder’s Ten Print and Latent Fingerprint
System has not occurred by the 30th month from the date the contract has
been approved by the Office of the State Comptroller, because of the critical
threat to the public safety of the citizens and State of New York and its
political subdivisions, for each day that acceptance is late, DCJS will charge
the account of the Bidder the amount of $5,000 per day up to the maximum
amount of $900,000 dollars (180 days), which amount DCJS may recover by
initiating a site draft on the Standby Letter of Credit which the Bidder is
required to maintain in connection with this procurement. Nothing in this
section shall limit the ability of DCJS to exercise the Standby Letter of Credit
and the obligations to replenish the Standby Letter of Credit as provided
elsewhere herein. Any exercise of the Standby Letter of Credit pursuant to
this section and in connection with the failure of the Bidder to timely deliver
the Ten Print and Latent Fingerprint System shall be in addition to any other
remedies provided for in this RFP and under any contract negotiated between
the parties.

All critical milestones, deliverables, tasks, timeframes, dependencies and the
schedules’ critical path must be clearly delineated within the Project Schedule
and the defined milestones and delivery dates must directly relate to the
Offerer supplied payment schedule in the cost proposal.

The Project Schedule must be fully resourced — all technical and functional
roles (Offerer and DCJS) required to meet the deliverables must be clearly
identified.

The Project Schedule shall include, but not be limited to:

a. the conversion of data;

b. the acceptance of all software and hardware components;

c. the acceptance by DCJS of the successful results of all technical
requirements testing;

d. the preparation of all components of the Production environment; and

e. any Offerer customization of COTS software and hardware.

Each Offerer must provide a comprehensive Project Schedule on a PC
Compatible Windows Readable CD-ROM in Microsoft Project 2003 standard

Page 47



format. The Project Schedule must identify the items mentioned previously
for all phases of the project. The plan must also include an MS Project view
which clearly depicts a) critical path and b) major deliverables.

. Narrative Description of Project Plan

Each Offerer must provide a narrative description of the Project Plan for
implementation that includes a narrative description of the tasks, resources,
timeframes, deliverables and dependencies for the delivery and deployment of
the proposed SABIS system (including software and hardware components).

One of the deliverables that must be included in the Project Plan is a transition
plan for the current SAFIS and its interfaces, and databases from the current
production system to the new SABIS. The Offerer must provide a narrative
description of the transition process that includes the tasks, resources,
timeframes, deliverables, projected system unavailability time frames and
dependencies for the transition. The narrative description should outline the
specific procedures to be utilized to meet each deliverable for the transition.
The narrative must allow DCIJS to completely interpret the procedures and
their correlation to the tasks defined within the Project Schedule.

Staffing Management Plan

Each Offerer must submit a Staffing Management Plan that includes the
following elements:

a. The roles and responsibilities of both the Offerer and DCJS organization
for all phases of the project must be clearly delineated.

b. The Offerer must submit the names of the Project Management Team
(e.g., Project Manager, Testing Manager) to represent the Offerer and
work directly with the DCJS designated representative. The full resumes
of the Project Management Team must be submitted with the Offerer
response. In addition:

i. The Project Manager submitted by the Offerer shall have experience
within the last five (5) years managing projects involving replacement
of older forensic automated fingerprint identification systems with at
least 1 million subjects with a new AFIS/ABIS using COTS products
and services, and if necessary, customized products and services.

ii. Following approval of the Contract. The Project Manager submitted
by the Offerer shall be the Offerer’s legal agent and DCJS’ prime
contact with regard to all provisions of the Contract. The Project
Manager must be made available to the DCIJS project at inception (full
time) and remain with the project through the Warranty period. If for
any reason the Project Manager is replaced, the replacement must have
equal or higher qualifications than the original Project Manager and
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must be approved by DCIJS prior to any Project Manager staffing
change.

c. Staff requirements for both Offerer staff and corresponding DCIJS staff
requested must be identified, including category of skill, skill set
expectation, number of people by skill set and number of hours for each
skill. The Offerers must clearly articulate the number and type of staff for
the entire project and differentiate the roster between their implementation
team and their post-implementation support/maintenance team.

1. An individual may appear on both rosters.

ii. The staffing plan presented in this section must correspond to the
resources outlined in the Project Schedule presented in the Project
Plan.

iii. A process must be described in the plan defining the Offerer
responsibilities should DCJS decide to remove a Vendor staff person
from the project. This must include expected steps for requesting
removal, backfill of a position and overlap for cross training, and
DCIS approval of the process. The narrative must be broad enough to
cover both implementation and support personnel.

iv. The Offerer shall propose how it will work together with DCJS during
the contract term to minimize risks and schedule adjustments.

d. The Offerer will maintain sole responsibility to DCJS for work products
produced by any subcontractor.

e. Ifapplicable, the Offerer shall describe their approach to problem
resolution with any Subcontractor during contract execution.

5. Risk Management Plan

Mission critical projects demand management of risk, and a plan for
mitigating actions to be deployed to manage risk before it impacts the project
schedule or project success.

Each Offerer is required to submit a Risk Management Plan. The Plan shall
clearly articulate the methods to be utilized in the identification of potential
risks; the procedures utilized to predict the likelihood that a risk will occur;
the methods for quantifying the potential impact to the project; and, the
methods for development of action plans to mitigate the impact of that risk
occurrence. The Offerer shall include information regarding best practices
and, if applicable, lessons learned during the implementation of other complex
AFIS/ABIS solutions that have been incorporated into the proposed Risk
Management Plan.
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3.2

6. Quality Management Plan

The Offerer shall provide a Quality Management Plan that describes the
processes and techniques to measure, monitor and control, the quality of the
end product to ensure that the SABIS solution meets the objectives and
provides the critical system features listed throughout this RFP.

The Offerer shall include information regarding best practices and lessons
learned during the implementation of other complex AFIS/ABIS solutions that
have been incorporated into the proposed Quality Management Plan.

7. Conversion Plan

The Offerer shall provide a Conversion Plan that meets or exceeds DCJS’

needs and expectations as described in the Conversion Plan Requirements in
Appendix B of this RFP.

Cost Specifications

As part of the Financial/Administrative Proposal, the Offerer is required to complete the
cost response forms provided in Attachment 18 through Attachment 25. All costs
provided in the attachments shall be in United States Dollars ($ USD) and guaranteed
throughout the term of the contract.

All pricing, fees and charges and not-to-exceed maximum rates to be paid by or on behalf
of the State (“pricing”) submitted in Offerer’s proposal shall be held constant from the
date the proposal is submitted to DCJS, through the date on which the contract is
approved by the Office of the State Comptroller and through the date on which DCJS
notifies the Prime Contractor of its final acceptance of the conversion and of the system.

Following the date of final acceptance by DCIS, pricing then in effect will then be held
constant from the date of final acceptance by DCJS to the next January 1, and this shall
be established as the Prime Contractor’s Base Year Pricing.

On January 1 following the period in which the Prime Contractor’s Base Year Pricing is
in effect, and on each subsequent January 1 thereafter for the duration of the contract and
any renewal option exercised by the State, the Prime Contractor shall be entitled to either
hold or modify Prime Contractor’s Pricing then in effect.

In the event that the Prime Contractor elects to modify the Prime Contractor’s Pricing,
the Pricing then in effect shall be subject to either a maximum increase of the lesser of
five percent (5%) or the percent increase in the National Consumer Price Index for All
Urban Consumers (CPI-U) as published sixty (60) days prior to price increase request in
the United States Bureau of Labor Statistics, Washington, D.C., 20212. In the event that
the National Consumer Price Index for All Urban Consumers (CPI-U) is no longer
available, another similar substitute Index acceptable to the Commissioner of the Office
of General Services of the State of New York shall be used in its place.
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The Offerer cost response will contain the following elements:

A. Proposed Fixed Purchase Price — Mandatory Base System - Attachment
18

The Offerer shall propose a fixed purchase price for the SABIS system as defined in
its proposal for the mandatory base system. This price shall include all costs for
software license fees, hardware, services and any other type of deliverable or fee
included in the fixed price. The fixed price shall account for the anticipated growth of
the system as defined in Appendix J. In addition, the Offerer may, at its discretion,
include a credit for trade-in value against the current DCJS SAFIS (refer to Appendix
L for the current inventory of DCJS SAFIS components).

B. Maintenance and Support Price — Mandatory Base System - Attachment
19

The Offerer shall provide a warranty period of one year from the date of system
acceptance for all products and deliverables. This warranty period shall include full
maintenance services at no additional cost to DCJS. The Offerer solution shall
include details of the proposed warranty to meet DCJS’ needs as described in this
RFP.

The Offerer shall propose a fixed-price maintenance and support schedule for the
duration of the ten (10) year contract. The price shall include the retention of all
Production and Test system hardware and software at manufacturer’s support levels
(i.e., no more than two (2) versions behind current) throughout the duration of the ten
(10) year contract. This price must also include any costs that would be associated
with converting DCJS data to ensure operability with each upgrade. The Offerer shall
provide a warranty period of one year from the date of system acceptance for all
products and deliverables. This warranty period shall include full maintenance
services at no additional cost to DCJS. The Offerer solution shall include details of
the proposed warranty to meet DCJS’ needs as described in this RFP.

A key component of this project is to ensure that the technology platform(s) bid by
each Offerer utilizes current and fully supportable release / version of Production and
Test system hardware and software during implementation. In addition, the
Production and Test system technology hardware platform(s) shall be ‘refreshed’ no
less frequently than every four (4) years to reduce the likelihood of system failures
and increase the likelihood of software (and other hardware) compatibility. The
technology refresh “clock” begins the day DCJS accepts the complete system. The
cost of the refresh of the technologies shall be included in this portion of the cost
proposal.

DCIJS, at its discretion, solely retains the right to adjust the technology refresh as
scheduled by the Offerer during the duration of the contract should the schedule be
unacceptable to DCJS. The technology refresh would then be re-scheduled to a
mutually-agreed to date and time.
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C. Optional Professional Services Price List — Attachment 20
The Offerer shall provide a detailed Optional Professional Services Price List for
professional services that DCJS, at its sole discretion, may choose to purchase
throughout the duration of the contract. Include all possible titles of staff (e.g.,
developers and engineers) in the list.

D. Total Proposed Cost of Ownership for Offerer’'s Mandatory Base System
for Initial 10 Year Contract Period — Attachment 21

The Offerer shall provide a total proposed Cost of Ownership utilizing the format as
defined in Attachment 21. This form summarizes the Total Cost of Ownership which
will be used for scoring purposes.

E. Proposed Fixed-Price Milestone Deliverable Payment Schedule —
Attachment 22

The overall payment schedule for the Proposed Fixed Purchase Price (Attachment 18,
line f) will conform to the following principles:

1. Up to twenty (20) percent of the fixed purchase price shall be payable to the
Prime Contractor upon acceptance of clearly defined and measureable
deliverables to DCJS prior to system implementation (see Glossary -
Appendix N).

2. Thirty-five (35) percent of the fixed purchase price shall be held back by
DCIJS and would not be payable to the Prime Contractor until System
Implementation.

3. Twenty-five (25) percent of the fixed purchase price shall be held back by
DCIJS and would not be payable to the Prime Contractor until ninety (90)
calendar days of successful transaction processing, in full production mode
without degradation, following system implementation.

4. The remaining twenty (20) percent of the fixed purchase price shall be held
back by DCJS and would not be payable to the Prime Contractor until all
system defects have been repaired to the satisfaction of DCJS and, in no
event, would be payable to the Prime Contractor prior to 180 calendar days
following system implementation.

As a subset of the overall Proposed Fixed Purchase Price, a list of the Offerers’
deliverables (as described in its Project Plan) and associated payment schedule shall
be proposed by the Offerer. Pursuant to the payment terms described above, the
Offerer shall propose a Fixed-Price Milestone Deliverable Payment Schedule that
shall total no more than twenty (20) percent of the Proposed Fixed-Purchase Price as
computed by the Offerer in Attachment 18, line f.

DCIJS will only make payment upon the signed acceptance of each deliverable by an
authorized DCJS representative. The deliverable and associated payment schedule
submitted by each Offerer shall match the submitted Project Plan in their Microsoft
Project work breakdown structure (WBS). There shall be a direct correlation between
the deliverables submitted in the Project Plan and this deliverable payment schedule.
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3.3

DCIS reserves the right to negotiate the Offerer requested payment schedule should
DCIJS find unacceptable the schedule as proposed.

F. Detailed Optional Features Price List — Attachment 23

The Offerer shall indicate COTS, No Proposal or provide cost details for
customization for each optional feature. The purchase of any optional feature is at the
sole discretion of DCJS. Do NOT include cost details if the optional feature is
included in COTS or is not available.

G. Component Purchase and Maintenance Price List — Attachment 24

Appendix J defines the anticipated growth of the SABIS during the next twenty (20)
years. In the event that growth exceeds these projections, or there are significant new
requirements (e.g., legislative mandates), DCJS may need to acquire additional
system components not included in the fixed price proposal. The Offerer shall,
therefore, provide a detailed price list of each component that could be purchased
during the contract term in the event additional capacity is required to meet the
unexpected growth.

H. Optional Services Price List — Attachment 25

Provide pricing for optional services that would be available to DCJS at its discretion.
Include services such as conversion (per record fee) and training (hourly or perhaps
other scenarios such as per class). Examples include, but would not be limited to,
additional conversion of electronic or paper records and training.

Administrative Specifications

The Offerer shall submit the documents identified in this section, properly completed,
signed and notarized, if applicable, as part of the Financial/Administrative Proposal.

A. Firm Offer Letter and Conflict of Interest Disclosure

Each Offerer must submit a formal offer in the form of a Formal Offer Letter as set
forth in Attachment 17. The formal offer must be signed and executed by an
individual with the capacity and legal authority to bind the Offerer in its offer to the
State. The Offerer must accept all of the terms and conditions set forth in this RFP,
including all amendments, appendices and attachments, and must agree to enter a
contractual agreement containing, at a minimum, the terms and conditions identified
in this RFP.

The Formal Offer Letter must include a statement affirming that the Bid Proposal is
firm and binding for a period of at least one (1) year from the Bid Proposal Due date,
or until such time as a Contract resulting from this RFP is approved by the NYS
Comptroller. An Offerer’s Bid Proposal may be withdrawn from consideration by the
Offerer on written notice to DCJS if a Contract has not been approved by the NYS
Comptroller after one (1) year following the submission of the Bid Proposal to DCJS.
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The Formal Offer Letter must include a statement affirming that the proposed SABIS
solution meets or exceeds the mandatory base system requirements set forth in
Subsection 3.1.C, including referenced attachments.

Each Offerer’s Formal Offer Letter must include a Conflict of Interest Disclosure, in
the form set forth in Attachment 17, stating that the Offerer knows of no factors
existing at time of bid submission or which are anticipated to arise thereafter, which
would constitute a potential conflict of interest in successfully meeting the contractual
obligations set forth herein, including but not limited to:

1. No potential for conflict of interest on the part of the Offerer due to prior, current
or proposed contracts, engagements, or affiliations; and

2. No potential conflicts in the sequence or timing of the proposed award under this
RFP relative to the timeframe for service delivery, or personnel or financial
resource commitments of Offerer to other projects.

. Contract Administration Team

The Offerer shall submit a Resolution of the Corporate Board of Directors, which
names the individual(s) who can submit a proposal in response to this RFP and has
the authority to act for the Offerer with respect to all administrative requirements of
this procurement, including but not limited to, execution and processing of Contract
documents, billing and fiscal inquiries, delivery of documentation and required
reports should an award be made to the Offerer. The Resolution of the Corporate
Board of Directors shall be submitted as part of the Offerer’s
Financial/Administrative Proposal.

. Mandatory Requirement — MacBride Fair Employment Principles

The Offerer must agree to abide by the provisions of the MacBride Fair Employment
Principles as outlined in Section 174-b of the State Finance Law (see Attachment 26).
Compliance with said principles must be certified by completion of the Non-
Discrimination in Employment in Northern Ireland Statement, Attachment 26, which
shall be submitted as part of the Financial/Administrative Proposal.

. Mandatory Requirement — Non-Collusive Bidding Certification

Each Offerer shall submit, as part of the Financial/Administrative Proposal, a
completed copy of the Non-Collusive Bidding Certification, which is included as
Attachment 27. This will certify that, to the best of the Offerer’s knowledge and
belief that:

1. The prices in the bid have been arrived at independently, without collusion,
consultation, communication or agreement, for the purpose of restricting
competition, as to any matter relating to such prices, with any other Offerer or
with any competitor; and
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2. Unless otherwise required by law, the prices which have been quoted in the bid
have not been knowingly disclosed by the Offerer and will not knowingly be
disclosed by the Offerer, directly or indirectly, to any other Offerer or to any
competitor prior to completion of the selection process; and

3. No attempt has been made or will be made by the Offerer to induce any other
person, partnership or corporation to submit or not to submit a bid for the purpose
of restricting competition.

In accordance with NYS Finance Law Section 139-d, a bid shall not be considered for
award nor shall any award be made where the above conditions have not been
complied with; provided, however, that if in any case the Offerer cannot make the
foregoing certification, the Offerer shall so state and shall furnish with the bid a
signed statement which sets forth in detail the reasons therefore. Where the above
conditions have not been complied with, the bid shall not be considered for award nor
shall any award be made unless the Director of Finance and Administration of DCJS
determines that such disclosure was not made for the purpose of restricting
competition.

The fact that an Offerer has published price lists, rates, or tariffs covering items or
services being procured, has informed prospective customers of proposed or pending
publication of new or revised price lists for such items, or has sold the same items to
other customers at the same prices being bid, does not constitute a disclosure within
the meaning stated above.

. Mandatory Requirement - Procurement Lobbying

Offerers are required to comply with the DCJS Procurement Lobbying Guidelines,
Attachment 28. Offerers are required to complete and submit the following
Attachment 28 forms as part of their Financial/Administrative Proposal:

Form 1 — Offerer’s Affirmation of Understanding of and Agreement Pursuant to State
Finance Law § 139-j(3) and § 139-j (6) (b)

Form 2 - Offerer Disclosure of Prior Non-Responsibility Determinations

Form 3 — Offerer’s Certification of Compliance with State Finance Law § 139-k(5)

. Mandatory Requirement - Provisions of NYS Tax Law 85-A

Section 5-a of the Tax Law of the State of New York, as amended effective April 26,
2006, requires certain contractors who have been awarded state contracts for
commodities, services and technology valued at more than $100,000 to certify to the
State of New York Department of Taxation and Finance that they are registered to
collect New York State and local sales and compensating use taxes. The law applies
to contracts where the total amount of such contractors’ sales delivered into New
York State are in excess of $300,000 for the four quarterly periods immediately
preceding the quarterly period in which the certification is made, and with respect to
any affiliates and subcontractors whose sales delivered into New York State exceeded
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$300,000 for the four quarterly periods immediately preceding the quarterly period in
which the certification is made.

This law imposes upon certain contractors the obligation to certify whether or not the
contractor, its affiliates, and its subcontractors are required to register to collect state
sales and compensating use tax and contractors must certify to DTF that each affiliate
and subcontractor exceeding such sales threshold is registered with DTF to collect
New York State and local sales and compensating use taxes. The law prohibits the
Office of the State Comptroller and other approving agencies, from approving a
contract awarded to a contractor subject to the registration requirement but who is not
so registered in accordance with the law.

Contractor certification forms and instructions for completing the forms are attached
to this bid, Attachment 29. Form No. ST-220-TD must be filed with and returned
directly to DTF. Unless the information upon which the ST-220-TD is based has
changed, this form only need be filed once with DTF. If the information changes for
the contractor, its affiliate(s), or its subcontractor(s), a new Form No. ST-220-TD
must be filed with DTF. Form ST-220-CA must be filed with the
Financial/Administrative Proposal and submitted to DCJS as the procuring covered
agency certifying that the contractor filed the ST-220-TD with DTF. Failure to make
either of these filings may render an Offerer non-responsive and non-responsible.
Offerers shall take the necessary steps to provide properly certified forms within a
timely manner to ensure compliance with the law.

Offerers may call DTF at 1-800-698-2909 for any and all questions relating to
Section 5-a of the Tax Law and relating to a company's registration status with the

DTF. For additional information visit DTF on the Internet at:

http://www.nystax.gov

. Mandatory Requirement — NYS Standard Vendor Responsibility
Questionnaire

Offerer and all key subcontractors must fully and accurately complete the NYS
Standard Vendor Responsibility Questionnaire, certifying to the requirements therein,
which is attached as Attachment 30 (hereinafter the “Questionnaire™). Offerers are
invited to file the Questionnaire online via the New York State VendRep System or
they must complete and submit a paper Questionnaire (Attachment 30) as part of their
Financial/Administrative Proposal. Offerers must also complete and submit the
Vendor Responsibility affirmation provided on Attachment 17, Firm Offer Letter and
Conlflict of Interest Disclosure.

To enroll in and use the New York State VendRep System, see the VendRep System
Instructions available at http://www.osc.state.ny.us/vendrep or go directly to the
VendRep System online at https://portal.osc.state.ny.us/wps/portal. For direct
VendRep System user assistance, the OSC Help Desk may be reached at 866-370-
4672 or 518-408-4672 or by e-mail at helpdesk@osc.state.ny.us.
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The Offerer acknowledges that the State’s execution of the Contract will be
contingent upon the State’s determination that the Offerer is responsible, and that the
State will be relying upon the Offerer’s responses to the Questionnaire in making that
determination. The Offerer agrees that if it is later found by the State that the
Offerer’s responses to the Questionnaire were intentionally false or intentionally
incomplete, on such finding, DCJS may terminate the Contract by providing ten (10)
days written notification to the Prime Contractor, or declare the proposal non
responsive. In no case shall such termination of the Contract by the State be deemed
a breach thereof, nor shall the State be liable for any damages for lost profits or
otherwise, which may be sustained by the Prime Contractor as a result of such
termination. Offerers are notified that evaluation of Vendor Responsibility may be
separately made by or based on records of government agencies in addition to DCIJS,
including but not limited to the Office of the State Comptroller, the Office of the
Attorney General and the NYS Department of Taxation and Finance and the
Secretary of State.

. Mandatory Requirement - Bid Bond Requirements

All bonds shall be from a surety and in a form that has been approved, in advance, by
the State.

Offerer is required to submit a Bid Bond Form as set forth in Attachment 31, in the
amount of one million dollars ($1,000,000.00). The bid bond shall not be subject to
withdrawal, cancellation or termination for the required period of the firm offer set
forth in this RFP at Subsection 3.3(A) unless the Offerer withdraws its Proposal after
one year has passed pursuant to Section 2.16 (i) herein.

Use of preprinted, company forms, and the like is not acceptable. Photocopies of bid
bonds are not acceptable. Submitted bid bonds must contain original signatures of
both the surety and the Offerer. Bid bonds which do not contain original signatures of
both the surety and the Offerer shall be disqualified by the State. The corporate
acknowledgment date of the bid bond must be the same date or occur after the date of
the bond. Bonds submitted with such an error shall be deemed proforma by the State
and are subject to disqualification if not corrected within forty-eight (48) hours of
demand from the State.

Surety companies used for bid bonds shall be licensed to do business in New York
State. Use of a company not so licensed shall result in the Bid Proposal being
disqualified. The situs for presentment and demand against the surety shall be deemed
to be New York. Disputes or judicial review shall be governed by the laws of the
State of New York and venue shall be in a court of competent jurisdiction within the
State of New York.

Submission of the properly executed Bid Bond as part of the Bid Proposal shall
constitute an undertaking that the Offerer, if selected as the successful Offerer,
guarantees to the State of New York to timely (1) properly execute and deliver to the
State the resulting Contract setting forth the final agreement of the parties within forty
five (45) days of receipt of a Notice of Contract Award from the Issuing Entity, and
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(2) deliver to the State within forty five (45) days of Notice of Contract Award all
performance, labor and material bonds and certificates of insurance (as more
specifically set forth in this Section); time being of the essence. Upon timely and
successful completion of the foregoing, the obligation under the bond shall become
null and void.

Upon failure by the Offerer to satisfy any of the foregoing obligations, the State shall
be entitled to forfeiture of the bond. Upon presentment of a demand specifying a
default pursuant to this paragraph, the Surety shall immediately pay to the State the
whole sum of money set forth in the properly executed bid form.

Bid bonds submitted under this RFP shall be returned to unsuccessful Offerers upon
Contract approval by the Office of the State Comptroller.

Determinations as to the compliance of the submission and execution of any bid bond
under this RFP shall be made in the sole discretion of the State.

Proposed Subcontractors

Each Offerer shall submit a list of the subcontractors proposed for use on the SABIS
project on Attachment 32.

. Key Subcontractor Certification

Each Offerer shall submit, for each key subcontractor (as defined in the Glossary —
Appendix N) proposed by the Offerer, a Key Subcontractor Certification, Attachment
33, that has been completed and executed by the proposed key subcontractor’s
authorized representative. Each proposed key subcontractor must complete and
execute a Key Subcontractor Certification form.

. Consultant Disclosure

Each Offerer shall submit an Addendum, Attachment 34, agreement to comply with
the annual Form B reporting requirement pursuant to State Finance Law §163(4)(g).
Each Offerer’s Addendum, Attachment 34, must be properly completed, signed by
the Prime Contractor’s authorized representative and notarized.

Consultant Disclosure Legislation - State Finance Law §163(4)(g) requires the
selected Prime Contractor to complete and submit an initial planned employment data
report and an annual employment report regarding the number of persons employed
to provide services under the contract, the number of hours worked and the amount
paid to the Prime Contractor by the State. It includes all employees providing
services whether employed by the Prime Contractor or a subcontractor. Form A —
Prime Contractor’s Planned Employment From Contract Start Date Through The End
Of The Contract Term Form B — Prime Contractor’s Annual Employment Report are
attached for your reference. See Appendix G: Consultant Disclosure Legislation
Forms.
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Form A - Contractor’s Planned Employment Form must be submitted as part of any
winning Offerer’s bid response before it can be submitted to the Office of the State
Comptroller for approval. DCJS will coordinate with the winning Offerer to
complete this form.

Form B - Contractor’s Annual Employment Report. Offerer agrees to annually
submit Form B each year that the contract is in effect and will detail employment data
for the most recent concluded State fiscal year (April 1 — March 31). Instructions for
these forms follow. Form B must be submitted by May 15" of each year to the NYS
Division of Criminal Justice Services, the NYS Office of the State Comptroller and
the NYS Department of Civil Service. The first Form B must be submitted by May
15, 2009. The Offerer agrees to simultaneously report such information to the NYS
Division of Criminal Justice Services, the NYS Office of the State Comptroller and
the NYS Department of Civil Service as designated below:

NYS Division of Criminal Justice Services
Attn: Office of Financial Services, 10" Floor
4 Tower Place

Albany, NY 12203-3764

NYS Office of the State Comptroller
Bureau of Contracts

Attn: Consultant Reporting

Bureau of Contracts

110 State Street, 11" Floor

Albany, NY 12236

NYS Department of Civil Service
Attn: Consultant Reporting
Alfred E. Smith Office Building
Albany, NY 12239
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4.0

4.1

4.2

Evaluation and Scoring Method

Overall Proposal Evaluation Process

The New York State Division of Criminal Justice Services expects to award this project
to one (1) Offerer.

Each Offerer must meet all the mandatory requirements. Offerers not meeting the
mandatory requirements will be disqualified from further consideration.

Pursuant to Article XI of the State Finance Law, the basis for an award of this project is a
best-value offer which optimizes quality, cost and efficiency, among responsive and
responsible Offerers, and which is consistent with the best interest of New York State.

The State intends that all proposals will be evaluated uniformly and consistently,
ensuring Offerers that each has an equal opportunity to be considered. The evaluation
process will be conducted by a committee selected by the State.

Offerers may be requested to clarify contents of their proposals. No Offerer will be
allowed to alter its proposal or add new information after the filing date. Minor
omissions may be corrected at the discretion of the State. In addition to evaluating the
material submitted by the Offerer in response to this RFP, DCIJS reserves the right to
consider any and all additional sources of information and to use that information in
determining its final bid selection.

Proposals submitted by Offerers will be first evaluated to determine whether all of the
mandatory requirements identified in this RFP have been met. Proposals that do not meet
all mandatory requirements will be deemed non-responsive and will not be further
evaluated.

Offerers are hereby apprised of the relative importance or weight of the cost criterion
compared with the overall non-cost criterion as follows, with the evaluation criteria being
applied equally and uniformly in the evaluation of proposals:

The Technical Evaluation will account for 80% of the total evaluation scoring at 80 out
of 100 total points, with the remaining 20% of the evaluation of 20 out of 100 total points
based on the Cost Proposal.

Completeness Review

After the bid opening, each proposal will be screened for completeness and conformance
with the requirements as specified in Subsection 2.7 (Proposal Format and Content
Requirements). Proposals that do not meet the requirements as set forth in this RFP may
be deemed non-responsive, removed from further consideration and the Offerer notified
accordingly. Proposals that pass the Completeness Review will proceed to the Technical
Mandatory Evaluation.
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4.3

4.4

4.5

Technical Mandatory Evaluation (Pass / Fail)

Proposals will be evaluated against the Mandatory (Pass/Fail) Requirements described in
Subsections 3.1.B and Subsection 3.1.C. Each Offerer must meet the mandatory Offerer
experience and customer reference requirements specified in Subsection 3.1.B of the
RFP, and each Offerer’s proposed SABIS solution must meet the mandatory base system
requirements specified in Subsection 3.1.C of the RFP. Offerers not meeting those
mandatory requirements will be disqualified from further evaluation and the Offerer will
be notified accordingly. Offerers that appear to meet mandatory requirements will
proceed to the Technical Preferred and Financial Evaluations.

Offerers can be disqualified (during a subsequent portion of the technical preferred
evaluation) as a result of the reference check or if it is determined during the functional site
evaluation that the Offerer did not meet all of the mandatory requirements specified in
Section 3.1.B and Subsection 3.1.C of the RFP.

Technical Preferred Evaluation (80 Points)

The Technical Preferred Evaluation will be worth 80 points and will consist of an
evaluation_of the Offerer’s Technical Proposal response to all of the elements described
in Subsection 3.1 of the RFP. The Technical Preferred Evaluation will be conducted by
the Technical Preferred Evaluation Team, concurrent with and independent from the
Financial Evaluation, which will be performed by the DCJS Office of Financial Services.

Financial (Cost) Evaluation (20 Points)

The Financial Evaluation will be worth 20 points and will consist of an evaluation of the
Offerer’s Financial/Administrative Proposal response to all of the elements described in
Subsection 3.2 of the RFP. The Financial Evaluation will be a two (2) part evaluation as
follows:

e 19 points will be based on total cost of ownership for Offerer’s mandatory base
system for the initial ten (10) year contract term (Attachment 21), including the
fixed purchase price, the related maintenance and support cost, and the estimated
cost for optional professional services. The Offerer/Contractor shall provide a
warranty period of one year from the date of system acceptance for all products
and deliverables. This warranty period shall include full maintenance services at
no additional cost to DCIJS.

The lowest cost Offerer receives 19 points, and all other Offerers are evaluated
relative to the lowest Offerer’s cost. The formula for the evaluation of other
Offerers cost will be (Lowest Cost Offerer/Offerer Cost) x 19.

e One (1) point will be based on the Detailed Optional Features Price List
(Attachment 23). The sum of the Total Optional Feature Cost and the Monthly
Maintenance Cost will be used to determine the Offerer’s Detailed Optional
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4.6

Features cost. The lowest cost Offerer receives one (1) point, and all other
Offerers are evaluated relative to the lowest Offerer’s cost. The formula for the
evaluation of other Offerers cost will be (Lowest Cost Offerer/Offerer Cost) x 1.

Calculation of Combined Evaluation Score

Offerer’s scores from the Technical Preferred Evaluation and the Financial Evaluation
will be totaled to produce a combined score. The proposals will be ranked based on the
combined scores. The Offerer with the highest score will be the winner of a tentative
award subject to successful contract negotiations and Attorney General and Office of the
State Comptroller approval.

In the case of Offerers with the same total score, price shall be the basis for determining
the award. When price and other factors are found to be substantially equivalent, the
determination of the Commissioner to award a contract to one of such Offerers will be
final.

The approved bid award(s) between the State and the successful Offerer will not be
binding until it has been approved in accordance with New York State’s contract
approval process.
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5.0

5.1

5.2

Other Terms and Conditions

Governing Law

The laws of the State of New York shall govern this procurement and the Contract and all
subcontracts issued hereunder. Actions or proceedings arising there from shall be heard
in a court of competent jurisdiction in the State of New York. The terms of Appendix A,
Standard Clauses for New York State Contracts, are expressly incorporated in this
solicitation and the Contract as though set forth in their entirety herein.

Material Change in Project Team Status

The provisions of the State Finance Law §138 mandate the State’s approval of
subcontractors. Throughout the Contract term, in the event that there is a substantial or
material change in the ownership or financial viability of the Prime Contractor, its
corporate affiliates, subsidiaries or divisions, or that of any key subcontractors as defined
herein, the Prime Contractor is required to provide notice and details of any such change
to DCIJS in writing immediately when such is first known by Prime Contractor, its
corporate affiliates, subsidiaries or divisions, or key subcontractors.

“Substantial” or “material” change shall be defined to include, but not be limited to, sale,
acquisitions, mergers or takeovers involving the Prime Contractor, its corporate affiliates,
subsidiaries or divisions, or key subcontractors which result in a change in the controlling
ownership or assets of such entity after the submission of the Bid Proposal; or entry of an
order for relief under Title 11 of the United States Code; the making of a general
assignment for the benefit of creditors; the appointment of a general receiver or trustee in
bankruptcy of Prime Contractor’s, its corporate affiliates, subsidiaries or divisions, or key
subcontractors and partners’ business or property; or action by Prime Contractor, its
corporate affiliates, subsidiaries or divisions, or key subcontractors and partners under
any state insolvency or similar law for the purposes of its bankruptcy, reorganization or
liquidation; or court ordered liquidation against Prime Contractor, its corporate affiliates,
subsidiaries or divisions, or key subcontractors and partners.

Upon DCIJS’ receipt of such notice, DCJS shall have thirty (30) business days from the
date of notice to review the information. The Prime Contractor may not transfer of the
Contract among corporate affiliates, subsidiaries or divisions without the consent of
DCIJS. In addition to any other remedies available at law or equity, DCJS shall have the
right to prospectively cancel the Contract, in whole or in part for cause if it finds that
such change materially and adversely affects the security, completion or ongoing
operation of the SABIS, solely determined with reference to the best interests of DCJS
and the Authorized Users of the SABIS.
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5.3

5.4

5.5

Changes in Project Team

Prime Contractor will use best efforts to provide thirty (30) days advance notice to DCJS
in the event of a proposed change in the Project Team, or any key subcontractors named
in the Bid Proposal. Such changes must be approved in writing in advance by the State.
Upon the State’s receipt of such notice, the State shall have ten (10) business days from
the date of notice to review the information. In addition to any other remedies available at
law or equity, the State shall have the right to prospectively cancel the Contract, in whole
or in part for cause if it finds that such change materially and adversely affects the
security, completion or ongoing operation of the SABIS, solely determined with
reference to the best interests of the State. During the Contract term, the State agrees that
it will not unreasonably withhold its consent to subcontractors and will in no instance fail
to render a decision on same within a reasonable period of time after receipt of notice, but
in no case more than ten (10) business days from the day following receipt of written
notice of the proposed subcontractor. In the event the Prime Contractor does not receive a
determination by the end of ten (10) business days from the date that the State receives
the written request, and the State has not notified the Prime Contractor in writing or by e-
mail of any extraordinary circumstances requiring an extension of the period, the State’s
consent shall be deemed given. If exigent circumstances are present, the State will give
the Prime Contractor written notice of such circumstances requiring extension and the
Parties may thereafter extend the ten (10) business days for an additional ten (10)
business days in order to complete its review.

Third Party Beneficiary Requirement

Unless waived by the State, all subcontracts between the Prime Contractor and a key
subcontractor shall expressly name the State of New York as an intended third party
beneficiary of such contracts.

Qualified Project Personnel

Personnel providing services on this project must be licensed or certified professionals
where required by law (e.g., for engineering drawings, permitting submissions) with at
least two (2) years experience, or must be in the presence of and directly supervised by a
professional that has at least (2) years experience in the area of work being performed.
Offerer must certify that equipment and service technicians are trained and qualified for
the work being performed by the manufacturer of the proposed equipment, database
management or software application developers. In the event that the Offerer identifies
personnel for assignment to this project to DCJS in its proposal, Offerer agrees not to
reassign such identified personnel away from the project without the consent of DCJS,
which consent shall not be unreasonably withheld.
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5.6

5.7

5.8

Do Not Compete

Because of the health, safety and welfare nature of the SABIS, unless waived in advance
in writing by the State, the Prime Contractor on behalf of itself and its subcontractors or
agents warrants and represents that during the Contract term that neither the Prime
Contractor nor its subcontractors or agents or their successor or assigns shall make an
offer of employment to any DCJS personnel. In the event of a breach of this warranty,
Prime Contractor shall pay damages to the State in the amount equal to two hundred
percent of the amount offered to employee under the new employment offer of
employment in annual salary, plus fringe benefits. Offerers are reminded that the Public
Officers Law at §73 provides certain restrictions on the activities of current and former
state officers and employees, including prohibitions against appearances before and
communication with an employee’s former agency.

Quality of Service

Should it be found that the quality of services being performed by the Prime Contractor
under the Contract, in whole or in part, are not in compliance with the Contract service
requirements, the State may declare Contractor in default in accordance with the
Termination section below.

Ongoing Reports/Documentation

The Prime Contractor shall provide the following reports/documentation as a condition
precedent to payment under the Contract. Failure to provide a report required within the
due dates set forth in the paragraph, below, shall subject the Prime Contractor to the
penalties set forth herein. Upon notice, the Prime Contractor shall have an opportunity to
cure the default or be subject to Contract termination. The State’s failure to demand or
receive required documentation shall not be deemed a waiver of rights under this
paragraph.

All reports shall be delivered electronically. The parties to the Contract shall agree to an
electronic format (e.g., application and required data elements) for each of the reports set
forth in this section. Each report shall be transmitted to DCJS electronically via the
internet utilizing encryption standards and protocols approved by the State and the system
used shall generate an electronic ticket acknowledging transmission.

All reports required under this Section shall be due within ten (10) business days after the
last day of the required reporting period. In the event they are not received by this time,
DCIJS shall notify the Prime Contractor who shall have five (5) business days from the
date of written notification to produce the report. In the event the Prime Contractor fails
to produce and deliver the specified report within this time frame, and the report is
material to the State’s administration of the project, the Prime Contractor shall pay
liquidated damages in the sum of $5,000.00 per business day until the report is received
in writing by the State at the DCJS Procurement Officer. The (i) failure of the State to
collect said amounts as liquidated damages or to provide the foregoing notice, or (ii) the
payment by the State of amounts otherwise due Prime Contractor shall not be deemed a
waiver by the State of the right to enforce the provisions of this paragraph. The State
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reserves the right upon written notice to Prime Contractor, to modify the frequency and
reporting deadlines set forth below.

A. SABIS Design, Conversion and Build Reports
During the Design, Conversion and Build Phase, the Prime Contractor will provide the

State with monthly reports of all activities to date. Such reports to include, but not be
limited to:

1. Database Design, Conversion progress, testing of proposed schema
2. Selection and reporting of subcontractors, partners or agents
3. Engineering Design drawings in progress and other documentation supporting the

Engineering Design, if applicable

Progress reports on test system, production and high availability systems
System Testing Reports from Prime Contractor testing

Acceptance Testing Results

Integration Plan including Plans for Transition/Cutover

High Availability/Redundancy Plan including testing

Progress of All Work

0. Updated, As-Built Design Drawings

=0 XNk

The Prime Contractor shall hold a series of walkthroughs of its documentation for the
State in advance of critical milestones. Materials to be reviewed at each walkthrough
shall be delivered to the State at least two (2) weeks prior to the scheduled date of the
walkthrough. Prior to System Implementation, the Prime Contractor shall provide
documentation about scalability, interoperability, performance and security of the
proposed system for review by the State Architecture team. System Implementation shall
not take place without approval of this material by the State Architecture team.

Prior to release of the Letter of Credit for the completion of the SABIS Build, Conversion
and Cutover, the Prime Contractor shall deliver and walk the State through all system
documentation, and obtain confirmation from the State that the documentation is
acceptable. Such documentation shall include SABIS application flow diagrams,
specifications for system interfaces (e.g., complete structure diagram, data dictionary and
user guide) and custom features and feature set logic developed for SABIS.

B. SABIS and Subsystem(s) Outages Report

The Prime Contractor shall deliver monthly reports of SABIS and SABIS subsystem(s),
including detailed planned maintenance and unplanned outages. The report shall include,
but not be limited to:

1. Mean Time Between Failures (MTBF) by equipment category

2. Mean Time to Repair (MTTR)

3. Time to start repair from report of failure

4. Overall time to complete repair

5. Overall time from report to completion

6. Outages outstanding as of the date of report (Open trouble tickets)
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5.9

C. Physical Site Inspection & Maintenance Reports

During the Contract term, the Prime Contractor will provide the State with monthly
reports of all SABIS maintenance operations to date. Such reports to include, but not be
limited to:

1. Annual Maintenance Plans
2. Mitigation Plans
3. Unplanned Maintenance Summary

D. Accounting Reports

The Prime Contractor shall provide to the State specified fiscal records and an accounting
of reimbursable expenses and revenue. These records shall include, but not be limited to,
the following:

1. Financial Statements

The Prime Contractor shall submit a monthly balance sheet not later than thirty (30) days
after the end of each month that shall depict the financial balances due for SABIS.

2. Quarterly Fixed Assets Report

As required to be submitted to the Office of the State Comptroller pursuant to GASB 13,
the Prime Contractor shall submit an inventory report within thirty (30) days after the end
of each Contract quarter of all fixed assets and equipment utilized by the Prime
Contractor under the Contract. If not sooner transferred, such assets and equipment will
be transferred to the State upon termination of the Contract. Inventories of equipment
acquired via lease purchase agreements should be listed separately, and the terms of any
lease/purchase agreements must be described in the inventory report.

Authorized Users of SABIS, DCJS Permission Required

To the extent that the Prime Contractor enters into additional service with Authorized
SABIS users and outside the basic SABIS services provided under this Contract, the
Prime Contractor shall provide the State with a copy of any such proposed Contracts
which must be approved in advance in writing by the Division of Criminal Justice
Services before the user can be interconnected to the SABIS. Any goods or services
procured by Users of SABIS authorized by DCIJS shall be billed to such user separately,
and Prime Contractor shall hold user solely liable for and collect such revenues directly
from such users.
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5.10 Standby Letter of Credit (SLOC)

Within thirty (30) days of receipt of a “Notice of Contract Award” from the State, the
successful Offerer must submit a Standby Letter of Credit (SLOC) in the form set forth at
Appendix F, and must otherwise comply with the requirements of this Section.

At time of bid submission, Offerer is required to submit irrevocable guarantee of its
financing institution (“‘commitment guarantee”) stating that, if Offerer is selected for
proposed award, the financing institution will issue the SLOC in the form set forth in
Appendix F, and that the financing institution otherwise meets all applicable
requirements of this RFP.

A. Prime Contractor’s Obligation to Maintain

The Prime Contractor shall at all times maintain in effect an irrevocable SLOC for the
period, as may now or hereafter be modified upon mutual agreement of the parties,
covering one hundred twenty (120) days beyond (i) construction and final acceptance of
the SABIS (including all Authorized User Construction), and (ii) conversion and
migration and final acceptance of the database supplied by Prime Contractor, whichever
occurs later.

Such period, as currently set forth in this RFP, is to be a maximum of three years from
the Contract Effective Date. Failure to maintain such SLOC in the full aggregate amount
set forth below until completion of the later of (i) or (ii), above, shall constitute a material
breach by the Prime Contractor.

The SLOC must be issued by a financial institution authorized to do business under the
laws of the State of New York.

B. Form of SLOC

The form for the SLOC shall be as set forth in Appendix F.

C. Effective Date

The fully executed SLOC shall be delivered to the State no more than thirty (30) days
after receipt of “Notice of Contract Award” from the State. The executed SLOC so
delivered (“Initial SLOC”) shall be effective as of the date of approval of the Contract by

the New York State Comptroller. (“effective date”) The State shall certify such approval
to Issuer within fifteen business days of receipt of the Comptroller’s approval.
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D.

E.

Issuer’s Obligations
1. SLOC

The obligation of Issuer under the SLOC shall be the individual obligation of
Issuer and in no way contingent upon reimbursement by Prime Contractor with
respect thereto.

2. Term

A SLOC shall be irrevocably maintained in effect by the Prime Contractor
beginning on the Contract Effective Date and ending one hundred twenty (120)
days beyond (i) completion and final acceptance by the State of the SABIS, and
(1) if applicable to the proposed solution, completion and final acceptance of the
database migration, whichever occurs later. (“SLOC Term”)

3. Required Notices

Issuer is required to provide the State with a written notice of: (i) any failure of
the Prime Contractor to replenish the SLOC to the full aggregate amount; or (ii)
any failure of the Issuer to renew the SLOC.

4. Presentment & Demand

The State shall be entitled to present a written draft at sight (sight draft) on the
Issuer. All drafts made under and in compliance with the terms and conditions of
the SLOC shall be duly honored by Issuer upon presentment. The State’s failure
to make such demand for a particular action shall not be deemed a waiver of its
rights under the SLOC. Partial and multiple drawings are permitted under the
SLOC and such drawings will immediately reduce the then available balance of
the SLOC, subject to the replenishment provisions, below. The Issuer, for value
received, must stipulate and agree that the obligations of said Issuer and its
Irrevocable Standby Letter of Credit shall be in no way impaired or affected (i) by
any extensions of the times within which: (a) State may receive, review, accept or
pay for deliverables under the Contract, or (b) within which the Prime Contractor
may furnish a Standby Letter of Credit, or (ii) by any waiver by the State of any
of the requirements of said Contract, and Issuer must waive notice of any such
extensions or waivers.

Extension

The State reserves the right, exercisable upon written notice to the Prime Contractor, to

unilaterally extend the period for which a SLOC is required for additional one-year
period(s) upon expiration of the term, for the purpose of ensuring coverage one hundred
twenty (120) days beyond: (i) completion and acceptance by the State of the SABIS, and

(i1) if applicable to the proposed solution, completion and acceptance of the database

migration, whichever occurs later.
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F. Aggregate Amount & Replenishment
1. Aggregate Amount

The executed SLOC shall be maintained by Prime Contractor at all times during
the SLOC Term in the full amount of Contract value.

2. Replenishment

In the event the State makes a partial or complete drawing(s) against the SLOC,
the amount(s) of such drawing(s) must be replenished by Prime Contractor to the
full aggregate amount within five (5) business days of any individual draws
against the SLOC. Failure of the Prime Contractor to replenish the SLOC within
the required timeframe shall be deemed a material breach of this Contract.

G. Jurisdiction & Venue

Issuer may designate a separate location for receipt of the State’s draft, however,
presentment shall be deemed to occur within the State of New York regardless of the
physical location designated for receipt of the State’s draft. Any actions or proceedings
under the SLOC shall be governed by the laws and heard in Courts of the State of New
York. Any rights set forth in this section shall be deemed cumulative, and in addition to
any other remedies available at law or in equity.

H. SLOC Fees

The Prime Contractor shall be responsible for payment of all fees associated with
obtaining and maintaining the SLOC, including extension period(s).

Maintenance Bond Requirements

The Prime Contractor shall post and keep in effect, throughout the term of the Contract, a
faithful performance bond to secure the maintenance and repair responsibilities required
by the Contract and by agreements for Authorized User Locations under the jurisdiction
of the Contract.

For each such year that the Prime Contractor is obligated to perform maintenance, the
bond shall be furnished in a sum equal to a mutually agreeable reasonable estimate of the
Prime Contractor’s annual maintenance and repair responsibilities based upon the Annual
Maintenance Plan furnished at the commencement of the Contract.

The Prime Contractor’s initial Annual Maintenance Plan and estimate of annual
maintenance costs for the SABIS shall be set forth in the proposal.

The State shall be entitled to proceed against the bond upon the Prime Contractor’s

failure to provide the planned and unplanned maintenance required under the terms of the
Contract.
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5.12

All bonds shall be from a surety and in a form that has been approved, in advance, by the
State.

Insurance

A. General

The Prime Contractor shall file with the DCJS Office of Financial Services, Certificates
of Insurance evidencing compliance with all requirements contained in this RFP no more
than thirty (30) days after receipt of “Notice of Contract Award” from the State and
annually thereafter. Such Certificates of Insurance shall be of form and substance
acceptable to the State. Acceptance and/or approval of DCJS of the Certificates of
Insurance does not and shall not be construed to relieve the Prime Contractor of any
obligations, responsibilities or liabilities under the Contract. All insurance required by
the Contract shall be for the performance of the Prime Contractor’s obligations under the
Contract, and shall be obtained at the sole cost and expense of the Prime Contractor, and
shall be maintained with insurance carriers licensed to do business in New York State;
shall be primary and non-contributing to any insurance or self insurance maintained by
DCIS and/or the State of New York, shall be endorsed to provide that written notice must
be given to DCIS at least thirty (30) days prior to cancellation, non-renewal, or material
alteration of such policy or policies, which notice, evidenced by return receipt of United
States Certified Mail, shall be sent to the DCJS Project Manager. The insurance policies
shall name the State of New York, its Officers, agents and employees as additional
insureds thereunder.

B. Payment of Premium & Deductible

The Prime Contractor shall be solely responsible for the payment of all premiums and
deductibles to which all such policies are subject, and the State shall have the right, in the
event of a default or other failure by the Prime Contractor to make a premium or
deductible payment associated with the coverages set forth in this section, to pay the
required premium(s) or to settle the outstanding balance due with a carrier and to deduct
the cost therefore from any sums otherwise due the Prime Contractor under the
agreement.

C. Carrier(s)

Insurance shall be maintained with insurance carriers licensed to do business in New
York State. Each insurance carrier must be rated at least “A-" Class “VII” in the most
recently published Best’s Insurance Report. If, during the term of the policy, a carrier’s
rating falls below “A-" Class “VIL,” the insurance must be replaced no later than thirty
(30) days from the date of the negative rating change or the renewal date of the policy,
whichever occurs sooner, with an insurer licensed to do business in New York and rated
at least “A-" Class “VII” in the most recently published Best’s Insurance Report.
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D. Coverage Term

The Prime Contractor shall cause all insurance to be in full force and effect as of the date
that the Contract resulting from this RFP is approved by the Office of the State
Comptroller and to remain in full force and effect throughout the term of the Contract and
as otherwise required by the terms and conditions of the Contract. The Prime Contractor
shall not take any action, or omit to take any action, that would suspend or invalidate any
of the required coverages during the period of time such coverages are required to be in
effect. Not less than 30 days prior to the expiration or renewal date the Prime Contractor
shall supply the State updated replacement Certificates of Insurance.

E. Form of Insurance

The required insurance certificates shall: (1) name the People of the State of New York,
its officers and agents as additional insureds, (2) be in a form and substance acceptable to
the State; (3) be obtained at the sole cost and expense of the Prime Contractor; (4) be
maintained with insurance carriers licensed to do business in New York who are
acceptable to State; (5) be primary and non-contributing to any insurance or self-
insurance maintained by the State; (6) contain the standard ISO separation-of-insureds
provision, or a substantially similar clause; (7) be endorsed to provide written notice to
the State at least 30 days prior to the cancellation, non-renewal, or material alteration of
such policies, which notice shall be evidenced by return receipt of United States Certified
Mail sent to the attention of:

Procurement Officer

State of New York Division of Criminal Justice Services
Office of Financial Services

4 Tower Place, 10" Floor

Albany, New York 12203-3764

The words “endeavor to” and “but failure to mail such notice shall impose no obligation
or liability of any kind upon the company, its agents, or representatives” shall be deleted
from the certificate form’s cancellation provision.

F. Subcontractor Insurance

Additionally, the Prime Contractor shall require all of its Contractors and subcontractors
performing work in connection with the Contract to comply with the insurance
requirements of this section, except for Builders Risk and Commercial Property
Insurance (All Risk) coverage, which must be maintained by the Prime Contractor.

G. Right to Make Claim

The failure of: (1) the Prime Contractor to furnish certificates that comply with the
requirements of the Contract, or (2) the State to demand such certificate or other evidence
of full compliance with these insurance requirements, or (3) the State to identify a
deficiency from evidence that is provided to the State, or (4) the State to make payment
on behalf of the Prime Contractor in order to maintain required coverages, shall not be
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construed as a waiver of the State right’s to enforce the provisions of this section, or as a
waiver of the Prime Contractor’s liability for failure to meet the insurance requirements
set forth herein. In addition to any other legal or equitable remedies that may be available
to the State, failure to maintain the required insurance may, in the State’s sole judgment,
be grounds for a termination of the Agreement for cause. By requiring insurance, the
State does not represent that coverage and limits will necessarily be adequate to protect
the State, and such coverage and limits shall not be deemed as a limitation on the Prime
Contractor’s liability to the State under the Contract.

H. Commercial General Liability & Umbrella Liability Insurance

The Prime Contractor shall maintain commercial general liability (CGL) and, if
necessary, commercial umbrella insurance with a limit of not less than five million
dollars ($5,000,000.00) for each occurrence, which shall be effective as of the date of
approval of the contract by the New York State Comptroller. If such CGL insurance
contains a general aggregate limit, it shall apply separately on a per-job, per-location
basis. CGL insurance shall be written on ISO occurrence form CG 00 01 10 93 (or a
substitute form providing equivalent coverage) and shall cover liability arising from
premises, operations, independent Contractors, all equipment and system components-
completed operations, broad form property damage, personal and advertising injury,
cross liability coverage and liability assumed under an insured Contract. The State shall
be included as an insured under the CGL, using ISO additional-insured endorsement
(General Liability Additional-Insured Endorsement shall be on Insurance Service
Office’s (ISO’s) form number CG 20 10 11 85) or a substitute providing equivalent
coverage, and under the commercial umbrella, if any. This insurance shall apply as
primary insurance with respect to any other insurance or self-insurance programs
afforded to the State. The successful Offerer shall submit insurance verification
information to the State no more than thirty (30) days after receipt of “Notice of Contract
Award” from the State, and annually thereafter.

I. Comprehensive Business Automobile/Vehicle Liability Insurance

The Prime Contractor shall maintain comprehensive business automobile/vehicle liability
insurance with a limit of not less than one million dollars ($1,000,000.00) for each
accident. Such insurance shall cover liability arising out of the use of any
automobile/vehicle including owned, leased, hired, and non-owned automobiles.

J. Comprehensive Professional Liability Insurance

If providing professional services, the Prime Contractor shall maintain — or if
subcontracting professional services, shall certify that Subcontractor maintains — errors
and omissions liability insurance with a limit of not less than $5,000,000 per loss. Such
insurance shall apply to professional errors, acts, or omissions arising out of the scope of
services covered by this Contract and may not exclude bodily injury, property damage,
pollution or asbestos-related claims, testing, monitoring, measuring, or laboratory
analyses. If coverage is written on a claims-made policy, the Prime Contractor warrants
that any applicable retroactive date precedes the effective date of this Contract; and that
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continuous coverage will be maintained, or an extended discovery period exercised, for a
period of not less than two years.

K. Owners & Protective Liability

An Owners and Contractors Protective Liability Policy issued to, and in the name of The
People of the State of New York, with limits of not less than $5,000,000 per occurrence
and $5,000,000 in the aggregate.

L. New York State Worker’'s Compensation Law

Sections 57 and 220 of the New York State Workers’ Compensation Law (WCL) provide
that the State shall not enter into any contract unless proof of workers’ compensation and
disability benefits insurance coverage is produced. Prior to entering into a contract with
the State, successful Offerers will be required to verify for the State, on forms authorized
by the New York State Workers’ Compensation Board, the fact that they are properly
insured or are otherwise in compliance with the insurance provisions of the WCL. The
forms to be used to show compliance with the WCL are listed below. The State would
prefer Offerers to submit this insurance verification information with their bids if
possible. Any questions relating to either workers’ compensation or disability benefits
coverage should be directed to the State of New York Workers’ Compensation Board,
Bureau of Compliance at (518)486-6307. Failure to provide verification of either of
these types of insurance coverage by the time winning bids have been selected and
contracts are ready to be executed will be grounds for disqualification of an otherwise
successful bid.

Workers’ Compensation Requirements under WCL § 57:

To comply with coverage provisions of the WCL, businesses must:

A) be legally exempt from obtaining workers’ compensation insurance coverage; or
B) obtain such coverage from insurance carriers; or
0) be self-insured or participate in an authorized group self-insurance plan.

To verify your compliance with the above, the State must receive one of the following
properly executed Workers’ Compensation Board forms from the Contractor, the
Contractor’s insurance carrier or the Workers” Compensation Board, depending on which
form is appropriate:

1) WC/DB-100, Affidavit For New York Entities And Any Out Of State Entities
With No Employees, That New York State Workers’ Compensation And/Or Disability
Benefits Insurance Coverage Is Not Required; or

2) WC/DB-101, Affidavit That An OUT-OF-STATE OR FOREIGN EMPLOYER
Working in New York State Does Not Require Specific New York State Workers’
Compensation And/Or Disability Benefits Insurance Coverage; or
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3) C-105.2, Certificate of Workers’ Compensation Insurance. (The Contractor’s
insurance carrier will send this form to the State upon the Contractor’s request) Please
Note: The State Insurance Fund provides its own version of this form, the U-26.3; or

4) SI-12, Certificate of Workers” Compensation Self-Insurance (the Workers’
Compensation Board’s Self Insurance Office will send this form to the State upon the
Contractor’s request), OR GSI — Certificate of Participation in Workers’ Compensation
Group Self-Insurance (the Contractor’s Group Self-Insurance Administrator will send
this form to the State upon the Contractor’s request).

Disability Benefits Requirements under WCL 8§ 220(8):

To comply with the coverage provisions of the Disability Benefits Law, businesses must:

A) be legally exempt from obtaining disability benefits insurance coverage; or
B) obtain such coverage from insurance carriers; or
0] be self-insured.

To verify your compliance with the above, the State must receive one of the following
properly executed Workers’” Compensation Board forms from the Contractor, the
Contractor’s insurance carrier or the Workers” Compensation Board, depending on which
form is appropriate:

1) WC/DB-100, Affidavit For New York Entities And Any Out Of State Entities With
No Employees, That New York State Workers’ Compensation And/Or Disability
Benefits Insurance Coverage Is Not Required; or

2) WC/DB-101, Affidavit That An OUT-OF-STATE OR FOREIGN EMPLOYER
Working in New York State Does Not Require Specific New York State Workers’
Compensation And/Or Disability Benefits Insurance Coverage; or

1) Either the DB-120.1 — Certificate of Disability Benefits Insurance OR the DB-
820/829 Certificate/Cancellation of Insurance (the Contractor’s insurance carrier will
send one of these forms to the State upon the Contractor’s request); or

4) DB-155 — Certificate of Disability Benefits Self-Insurance (the Workers’

Compensation Board’s Self Insurance Office will send this form to the State upon the
Contractor’s request)
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M. Builder’s Risk

Prior to the Prime Contractor’s new construction or reconstruction of any SABIS system
infrastructure or structure under the jurisdiction of the Contract, the Prime Contractor
shall purchase and maintain builders risk insurance equal to the replacement cost of the
structure, fixtures, equipment, improvement and betterments. This insurance shall include
the State as an additional insured and may be provided under the property section of a
package policy to the same degree required by this paragraph. The insurance shall cover
the entire site at which the work is being performed, including reasonable compensation
for engineering services and expenses made necessary by an insured loss. Insured
property shall include portions of the work located away from the site but intended for
use at the site, and shall also cover portions of the work in transit. The policy shall
include as insured property scaffolding, falsework, and temporary buildings located at the
site. The policy shall cover the cost of removing debris, including demolition as may be
made legally necessary by the operation of any law, ordinance, or regulation. The
insurance as required shall be written to cover all risks of physical loss, and shall insure
at least against the perils of fire and extended coverage, theft, vandalism, malicious
mischief and collapse. Any deductible applicable to the above-described insurance shall
be approved in writing, in advance, by the State, and the Prime Contractor shall be solely
responsible regardless of the nature or cause of the loss.

N. Commercial Property Insurance

Upon completion of construction or reconstruction of SABIS infrastructure or facilities
covered by the Contract, the Prime Contractor shall purchase and maintain Commercial
Property Insurance covering any property for which it retains title or leasehold interest
which is installed or located on or within State facilities. Commercial property insurance
shall, at a minimum, cover the perils insured under the ISO Special Causes of Loss Form
(CP 10 30), or a substitute form providing equivalent coverages, including debris
removal, demolition and increased costs of construction that are caused by legal
requirements regulating the construction or repair of damaged facilities, including any
ordinance or law endorsement, in an amount of not less than the replacement cost of the
property insured. Any deductible applicable to the above described insurance shall be
approved in writing by the State, and the Prime Contractor shall be solely responsible
regardless of the nature or cause of the loss. The amount of insurance shall equal the full
estimated replacement cost of the Facilities. The State shall be included as an additional
insured and loss payee under the commercial property insurance. The Prime Contractor
may, at its option, purchase business income, business interruption, extra expense or
similar coverage as part of this commercial property insurance, and in no event shall the
State be liable for any business interruption or other consequential loss sustained by the
Prime Contractor, whether or not it is insured, except in the event that such loss is caused
by the negligence of the State, its employees, officers, directors or agents.
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5.13 Title & Legal Interests
A. Documentation

The State shall own title to all drawings, documentation, technical designs and
specifications (including but not limited to bid proposals, engineering drawings, plans,
reports, training, maintenance or operating manuals), including network design,
equipment configurations and documentation, whether preliminary, final or otherwise
and may reproduce same for its own use. The Prime Contractor shall deliver to the
possession of DCJS all work-in-progress documentation as it becomes available, but in
no event later than thirty (30) days after creation.

B. Real Property

The Prime Contractor shall detail in the SABIS Engineering Design any real estate,
buildings, access, rights of way, HVAC and office space required for the SABIS
infrastructure, network facilities and/or location of personnel, storage and maintenance
equipment. Underlying rights to such real property (e.g., ground lease, leasehold or
license interest, or title) shall be held by and in the name of the State of New York. The
Prime Contractor will be granted a license to access such sites for the installation and
maintenance of the SABIS Infrastructure which shall expire upon expiration or
termination of the Contract, such rights to be granted in a writing the form of which shall
be approved by the New York State Attorney General. In the alternative, the State
reserves the right to require real property to be acquired or leased in the name of the
Prime Contractor with an irrevocable right of transfer and assignment to the State of New
York, which can be exercised at the State’s option at any time. If the right to real property
is in the form of a lease, Prime Contractor shall include in any offer to the third party
lessor a provision that the legal interest may be transferred to the State of New York
without further approval or consent of the proprietary owner and without additional
consideration. Payment for the option set forth in this paragraph shall be made in
accordance with the provisions set forth in the Contract. For purposes of this RFP and
resulting contract DCJS may require all right, lease, title and interest in real property to
be held by and in the name of the State of New York Office of General Services or any
other State Agency authorized by statute.

C. SABIS Infrastructure (Capital Assets)

Ownership of the SABIS capital assets and chattels (collectively hereinafter “SABIS
Infrastructure™) shall initially remain with the Prime Contractor until the SABIS has been
fully accepted by the State, at which time all right, title and interest shall vest in the State
of New York subject to the following:

1. The State shall have the option to require the Prime Contractor to execute a

security agreement in favor of the State providing a security interest in any
SABIS Infrastructure which the State has not yet accepted;
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2. Payments made by the State to the Prime Contractor for any obligation shall
first be applied in satisfaction of all liens, claims and encumbrances of
subcontractors and materialmen and other claims of secured creditors relating
to the SABIS Infrastructure;

3. The SABIS Infrastructure or any part thereof may not be pledged as collateral
for indebtedness of the Prime Contractor without the express written consent
of the State of New York and in such event only for purposes of, and only to
the extent that such indebtedness directly relates to, the design, acquisition of
materials, and construction of the capital assets constituting the SABIS
Infrastructure.

4. The Prime Contractor shall provide the State with written notice of the
creation or filing, whether voluntary or involuntary, of any lien or security
interest collateralized by the SABIS Infrastructure within ten (10) days of the
Prime Contractor’s receipt of filing of such notice;

5. The State of New York reserves the right in its sole discretion to issue bonds,
certificates of participation, notes, pit or any other form of financing of the
SABIS Infrastructure procured hereunder, and in such an event the Prime
Contractor agrees to cooperate fully to facilitate the completion of such
financing by the State;

6. Due to the public health, safety and welfare nature of the SABIS, in the event
of abandonment by Prime Contractor of any part of the SABIS Infrastructure
whether or not accepted by the State, title to SABIS Infrastructure shall revert
to the State. This provision must be reflected in any subcontracts, rights of
way or easements which Prime Contractor enters into with any third party.

D. Incorporation into Subcontracts

The Prime Contractor shall incorporate all of the provisions hereof respecting Title and
Legal Interests in Documentation, Real Property and Infrastructure into subcontracts
entered into by the Prime Contractor in connection with performance of Prime
Contractor’s obligations under the terms of this RFP and resulting Contract. Other than
as set forth above and with express written approval of the State, the Prime Contractor
shall not sell, assign, encumber, lien or otherwise pledge SABIS Infrastructure as
collateral for any obligations or indebtedness of Prime Contractor.

E. Taxation of Telecommunications and Network Lines

In the event that the Prime Contractor rents or leases telecommunication or network
services in connection with provision of services to the State or any political subdivision
thereof under this agreement and such services are later determined to be taxable, the
Prime Contractor shall offer the State of New York the opportunity to secure at its option
such services in its own name or when available to provide such services through the
State of New York Office for Technology, in which event the State shall not be invoiced
for services so provided.
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5.14

5.15

5.16

Submission of Prime Contractor Invoices

Prime Contractor shall submit invoices associated with a specific project deliverable at
the completion of that activity. All payments from the State shall made: (i) upon
certification by the DCJS Project Director that the work invoiced by such invoice has
been satisfactorily performed pursuant to the terms of this Contract, and (ii) upon
submission of invoices satisfactory to the Comptroller of the State of New York in
compliance with State Finance Law requirements.

Payment for Services of Prime Contractor

All reimbursement to the Prime Contractor for work performed shall be made pursuant to
Article 11-A of the New York State Finance Law and will be based on the Prime
Contractor’s presentment of an invoice in a form acceptable to DCJS and the NYS Office
of the State Comptroller. Such reimbursement shall be within the bid prices and rates set
forth in the Prime Contractor’s response to this RFP. The Prime Contractor shall
invoice, upon DCJS acceptance, each deliverable as defined in the Prime Contractor’s
Project Plan and Cost Proposal and agreed upon by DCJS. DCIJS reserves the right to
negotiate the timeframes for testing and acceptance of Prime Contractor deliverables.

Warranties

In addition to the warranties set forth elsewhere in the Contract, the following warranties
shall survive beyond termination or expiration of the Contract term in accordance
with the terms below. Prime Contractor, in submitting the Bid Proposal and executing the
Contract, warrants and represents to the State the following:

A. SABIS Performance

At all times during the Contract term, Prime Contractor warrants that all components
or deliverables specified and furnished by or through the Offerer under this Contract
meet the requirements set forth in the RFP and any subsequent statement(s) of work,
and that services will be provided in a workmanlike manner in accordance with
industry standards warrants and represents that the SABIS shall operate in accordance
with the requirements and acceptance criteria set forth in the Contract. If any portion
of the SABIS fails to meet this warranty standard, the Prime Contractor shall repair or
replace the defective component at its sole expense to minimize disruption and loss of
functionality, time being of the essence.

Offerer warrants and represents full ownership, clear title free of all liens, and/or that
Offerer has obtained on behalf of DCJS perpetual license rights set forth herein to use
the Offerer’s proposed solution including equipment, software, customizations and
services (“Product”), for the purposes stated in Section 1.4 of the RFP. Offerer shall
indemnify DCIJS for any loss, damages or actions arising from a breach of this
warranty without limitation. DCJS may require Offerer to furnish appropriate written
documentation establishing the above rights and interests as a payment. DCJS’

Page 79



request or failure to request such documentation shall not relieve Offerer of liability
under this warranty.

Offerer warrants and represents that any required deliverables specified and furnished
by or through Offerer, whether tangible or intangible, regardless of form, shall be
standard new equipment, current model or most recent release of regular stock
product with all parts regularly used with the type of equipment offered, with no
attachment or part substituted or applied contrary to the manufacturer’s
recommendations and standard commercial practice in the industry.

Offerer warrants and represents that all Products or deliverables specified and
furnished by or through Offerer under the Contract meet the completion criteria set
forth in the Contract and any subsequent statement(s) of work, and that services will
be provided in a workmanlike manner in accordance with industry standards.

Offerer further warrants and represents that Products or deliverables specified and
furnished by or through the Offerer under the Contract shall individually, and where
specified by Offerer to perform as a system, be substantially uninterrupted and error-
free in operation and guaranteed against faulty material and workmanship for the
warranty period stated in the Contract, or a minimum of ninety (90) days from the
date of acceptance, whichever period is longer (“Project Warranty Period”). During
the Project Warranty Period, defects in the Products or deliverables specified and
furnished by or through Offerer shall be repaired or replaced at no cost or expense to
DCIS.

Offerer shall extend the Project Warranty Period for individual Product(s) or for the
System as a whole, if applicable, by the cumulative period(s) of time, after
notification, during which an individual Product or the System requires servicing or
replacement (down time), or is in the possession of the Offerer, its agents, officers,
subcontractors, distributors, resellers or employees.

In addition to Offerer’s Project Warranty, DCJS shall have the benefit of all
manufacturers’ standard commercial warranties for individual project deliverables. It
shall be the Offerer’s responsibility to insure such warranties begin conterminously
with the commencement of Offerer’s Project Warranty Period. Any additional cost(s)
for having the periods begin conterminously shall be borne by the Offerer. During
the Project Warranty Period, Offerer shall be responsible for placing and coordinating
all manufacturers’ warranty claims on behalf of DCJS. Such manufacturer’s warranty
coverage shall be supplemental to, and not relieve the Offerer from, Offerer’s
warranty obligations during the Project Warranty Period.

Where the manufacturer’s warranty term is longer than the Project Warranty Period,
Offerer shall notify DCJS and pass through the manufacturer’s warranty to DCIS at
no additional charge. Offerer shall not be responsible for coordinating services under
the manufacturer’s warranty after expiration of the Project Warranty Period.
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B. Conformance to Manufacturer’s Specifications

The warranties expressly set forth in this RFP and resulting Contract will be in lieu
of all other warranties, express or implied including, but not limited to, the implied
warranties of merchantability and fitness for a particular purpose. The above
warranties do not apply to the extent the problem is caused by misuse, unauthorized
modification, unsuitable physical environment, failure to follow required maintenance
by the DCIJS or failure caused by product for which the Offerer is not responsible.

C. Product & Equipment Warranty

At all times during the Contract term, Prime Contractor warrants and represents that
the Product delivered under this Contract conform to the requirements, specifications,
performance standards and documentation, and the documentation fully describes the
proper procedure for use. Technologies and equipment offered shall be standard new
equipment, current model or most recent version or release of standard commercial
offering with all parts regularly used with the type of equipment offered; and no
attachment or part has been substituted or applied contrary to the manufacturer’s
recommendations and standard practice.

Prime Contractor further warrants and represents that the Product delivered under this
Contract (including any equipment, components or deliverables specified and
furnished by or through Prime Contractor) shall individually, and where specified
and furnished as a system, be substantially uninterrupted or error-free in operation
and guaranteed against faulty material and workmanship for the manufacturer’s
standard warranty period or for the duration of the Contract, whichever is longer
(“warranty period”). During the warranty period, defects in the materials or
workmanship of components or deliverables specified and furnished by or through
Prime Contractor shall be repaired or replaced by Prime Contractor at no cost or
expense to the State.

If during the warranty periods faults develop, the Prime Contractor shall promptly
repair or, upon demand, replace the defective unit or component part affected.
Substituted or replacement Product shall be unconditionally guaranteed for a period
of one year from the date such substituted or replacement Product was installed or
replaced, the standard manufacturer’s warranty period, or the remaining duration of
the warranty period, whichever is longer.

Where third party equipment manufacturer or software developer offers any project
deliverable by or through Prime Contractor with a standard commercial warranty,
such standard warranty shall be in addition to, and not relieve the Prime Contractor
from, Prime Contractor’s warranty obligations during the project warranty period(s).
Where a standard commercial warranty covers all or some of the warranty period(s),
Prime Contractor shall be responsible for coordinating the warranty service with the
third party manufacturer(s) or developers.
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All costs for labor and material and transportation incurred to repair or replace
defective Product during the warranty period shall be borne solely by the Prime
Contractor, and the State shall in no event be liable or responsible therefore.

. Title & Ownership Warranty

Prime Contractor warrants and represents full ownership, clear title free of all liens
and encumbrances, and/or that Prime Contractor has obtained on behalf of the State
perpetual license rights to use the SABIS Product, hardware, interfaces, third-party
software or any other deliverable (“System”) pursuant to this Contract. Prime
Contractor shall be solely liable for any costs of acquisition associated therewith.
Prime Contractor fully indemnifies the State for any loss, damages or actions arising
from a breach of said warranty without limitation. The State or DCJS (““Authorized
SABIS User”) may require Prime Contractor to furnish appropriate written
documentation establishing the above rights and interests as a condition of Contract
award or payment. The State’s request or failure to request such documentation shall
not relieve Prime Contractor of liability under this warranty.

. Prime Contractor Compliance

Prime Contractor warrants and represents that it will pay, at its sole expense, all
applicable permits, licenses, tariffs, tolls and fees and gives all notices and complies
with all laws, ordinances, rules and regulations of any governmental entity in
conjunction with the performance of obligations under the Contract. Prior to award
and during the Contract term and any renewals thereof, Prime Contractor shall
establish to the satisfaction of the State that it meets or exceeds all requirements of
the bid/ Contract and any applicable laws, including but not limited to, permits,
insurance coverage, licensing, proof of coverage for workman’s compensation, and
shall provide such proof as required by the State. Failure to do so may constitute
grounds for the State to cancel or suspend this Contract, in whole or in part, or to take
any other action deemed necessary by the State.

. Virus Warranty

Prime Contractor warrants and represents that licensed or customized Software
contains no known viruses.

. Workmanship Warranty

Prime Contractor warrants and represents that all components or deliverables
specified and furnished by or through Prime Contractor under the Contract meet the
completion criteria set forth in the Contract and any subsequent statement(s) of work,
and that services will be provided in a workmanlike manner in accordance with
industry standards.
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H. Adequate Parts Supply

Prime Contractor warrants and represents that adequate parts supply will be available
throughout the term of the Contract and extensions and stored in such locations to
meet the response times and performance specifications set forth herein.

I. Manufacturer’s Field Support & Maintenance

Prime Contractor warrants and represents that manufacturer’s field support and
maintenance will be available to protect the SABIS from interruption of service due
to the inability of the Prime Contractor to meet its service obligations, as such
inability is determined by the State in its sole discretion where Prime Contractor is
outside the timeframe for response set forth in Attachment 14, Section D.2.

J. Date Processing Warranty

Prime Contractor warrants and represents that Contract services involving the
processing of date/time data shall be provided in an accurate and timely manner
insofar as accurately processing date/time data, including leap year calculations. In
the event of any breach of this warranty, the Prime Contractor shall restore the
services to the same level of performance as warranted herein, and clean, repair or
replace data, time being of the essence, at the Prime Contractors’ sole cost and
expense.

The Prime Contractor shall, at its sole cost and expense, promptly repair or, upon
demand, replace the defective unit or component part affected or furnish a patch or
temporary fix or work around during the period in which the repair is made so that the
performance and functionality of SABIS is maintained, time being of the essence.

All costs for labor and material and transportation incurred to repair or replace
defective equipment or components during the warranty periods shall be borne solely
by the Prime Contractor, and the State shall in no event be liable or responsible
therefore.

The Offerer shall provide a warranty period of one year from the date of system
acceptance for all products and deliverables. This warranty period shall include full
maintenance services at no additional cost to DCJS. The Offerer solution shall
include details of the proposed warranty to meet DCJS’ needs as described in this
RFP.

K. Personnel Eligible for Employment

The Prime Contractor further warrants to DCJS that contractor personnel performing
services under the Contract are eligible for employment in the United States.
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L. Survival of Warranties

All warranties contained in the Contract shall survive the termination of the Contract.
The Prime Contractor will maintain all original manufacturers’ warranties, organized
neatly by installation location, and will present the organized warranty package to
DCIJS upon completion and/or termination of contract.

5.17 Indemnification & Limitation of Liability

Prime Contractor shall fully indemnify and save harmless the State, Authorized SABIS
User(s) and their respective officers, subcontractors, agents and employees without
limitation from suits, actions, damages and costs of every name and description arising
out of the acts or omissions of Prime Contractor, its officers, subcontractors, agents and
employees, in any performance under this Contract based on: i) personal injury, including
death, damage to real or personal tangible property, or ii) infringement of any law or of a
United States Letter Patent with respect to the SABIS System furnished, or of any
copyright, trademark, trade secret or intellectual proprietary rights, provided that the State
or Authorized SABIS User(s) shall give Prime Contractor: (a) prompt written notice of
any action, claim or threat of infringement suit, or other suit, promptness of which shall
be established by Authorized SABIS User(s) upon the furnishing of written notice and
verified receipt, (b) the opportunity to take over, settle or defend such action, claim or
suit at Prime Contractor's sole expense, subject to the approval of the New York State
Department of Law, and (c) assistance in the defense of any such action at the expense of
Prime Contractor. Where a dispute or claim arises relative to a real or anticipated
infringement, the State or Authorized SABIS User(s) may require Prime Contractor, at its
sole expense, to submit such information and documentation, including formal patent
attorney opinions, as the State shall require. The Prime Contractor shall not be obligated
to indemnify that portion of a claim or dispute based upon: i) Authorized SABIS User’s
unauthorized modification or alteration of SABIS System; ii) Authorized SABIS User’s
use of the SABIS System in combination with other products not furnished by Prime
Contractor; 1i1) Authorized SABIS User’s use in other than the specified operating
conditions and environment for the proposed network and equipment. Prime Contractor
shall indemnify and save harmless the State from suits, actions, claims, damages and
costs arising under or connected to Prime Contractor’s performance under this Contract,
and except where express loss limitations set forth elsewhere in this agreement provide
for a higher limitation of liability, e.g., where such express provisions impose Prime
Contractor liability “without limitation”, the total liability of Prime Contractor for any
particular claim, regardless of the nature of the claim, shall not exceed two (2) times the
fees paid Prime Prime Contractor under the Contract during the Contract term. Neither
party shall be liable for any delay or failure in performance beyond its control resulting
from acts of God or force majeure. The parties shall use reasonable efforts to eliminate or
minimize the effect of such events upon performance of their respective duties under
Contract and shall immediately resume performance upon termination of the force
majeure.

The State and Authorized SABIS User(s) may, in addition to other remedies available to

them at law, in equity, or under the Contract, and upon notice to the Prime Contractor,
retain such monies from amounts due Prime Contractor, or may proceed against the
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applicable Standby LOC or bond, if any, as may be necessary to satisfy any claim for
damages, costs and the like asserted by or against them.

Indemnification and Limitation of Liability:

A. Offerer shall be fully liable for the actions of its agents, employees, partners or sub
Offerers and shall fully indemnify and save harmless the State from suits, actions,
damages and costs of every name and description relating to personal injury and
damage to real or personal tangible property caused by Offerer, its agents, employees,
partners or sub Offerers, without limitation; provided, however, that the Offerer
shall not indemnify for that portion of any claim, loss or damage arising hereunder
due to the negligent act or failure to act of the DCIJS.

B. Offerer will indemnify, defend and hold the DCJS harmless, without limitation, from
and against any and all damages, expenses (including reasonable attorneys' fees),
claims, judgments, liabilities and costs which may be finally assessed against the
DCIS in any action for infringement of a patent with respect to the Product
furnished, or of any copyright, trademark, trade secret or intellectual property right,
provided that the DCJS shall give the Offerer: (i) prompt written notice of any action,
claim or threat of infringement suit, or other suit, (ii) the opportunity to take over,
settle or defend such action, claim or suit at Offerer's sole expense, and (iii)
assistance in the defense of any such action at the expense of Offerer. Where a
dispute or claim arises relative to a real or anticipated infringement, the DCJS may
require Offerer, at its sole expense, to submit such information and documentation,
including formal patent attorney opinions, as the DCJS’ Counsel’s Office shall
require. If the Offerer has an opportunity to terminate any such infringement suit by a
third-party Offerer, the Offerer shall obtain the consent of the State and the Attorney
General of the State of New York to the settlement if such settlement will alter any
financial or performance terms of the Agreement.

1. If principles of governmental or public law are involved, the State may
participate in the defense of any such action, but no costs or expenses shall be
incurred for the account of the Offerer without the Offerer's written consent.

2. If in the Offerer's opinion the equipment, materials, or information mentioned
in paragraph b., above, are likely to or do become the subject of a claim of
infringement of a United States patent or copyright, then without diminishing
the Offerer's obligation to satisfy any final award, Offerer may, with the
State’s written consent, substitute other equally suitable equipment, materials,
and information or, at Offerer's option and expense, obtain the right for the
State to continue the use of such equipment, materials, and information.

C. The Offerer will indemnify DCJS without limitation against any claims brought
against DCJS by reason of a wrongful disclosure of confidential information
attributed to the Offerer or any Offerer employee and will cooperate fully with DCJS
and the Attorney General in defense of the claim.
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D. The Offerer shall not be obligated to indemnify that portion of a claim or dispute
based upon: 1) DCJS’ unauthorized modification or alteration of a product; ii) DCJS’
use of the product in combination with other products not furnished by Offerer; iii)
DCIJS’ use in other than the specified operating conditions and environment.

E. Unless otherwise specifically enumerated herein, neither party shall be liable to the
other for special, indirect or consequential damages, including lost data or records
(unless the Offerer is required to back-up the data or records as part of the work plan),
even if the party has been advised of the possibility of such damages. Neither party
shall be liable for lost profits, lost revenue or lost institutional operating savings.

Indemnification for Direct Damage:

For all other claims against the Offerer where liability is not otherwise set forth in the
Contract as being “without limitation”, and regardless of the basis on which the claim
is made, Offerer’s liability under this Contract for direct damages shall be two (2)
times the charges rendered by the Offerer under the Contract.

5.18 Software, Customizations, Hardware and Equipment Upgrades

Software error corrections, revisions, feature enhancements or upgrades for equipment
and products delivered under this Contract, including the SABIS System, will be installed
at no charge by the Prime Contractor during the Contract term and shall be made
available throughout the life of the Contract at no additional charge other than the pricing
set forth in the Contract.

The Prime Contractor will be required to notify the State immediately of the availability
of software upgrade(s). Implementation of an upgrade is at the sole discretion of the
State, provided, however, that the non-implementation of any software upgrade does not
substantially impair system performance or reliability.

A. Software License

Title and ownership to proprietary commercial software delivered under the Contract
shall remain with the proprietary owner(s) (“Licensor”). Effective upon delivery, such
software shall be perpetually licensed to the State. Licensor may not terminate the use of
the Product in ways which would otherwise be prohibited by law (“License”) without
first providing the State with written notice of the material breach giving use to the
termination and a ninety (90) day opportunity to cure.
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5.19

B. Archival Back-up for Licensed Software

The Prime Contractor shall copy and retain the licensed software and related
documentation for all software and upgrades for the purpose of 1) trouble shooting
diagnostic; 2) reproducing copies of the Licensed Product for archival backup and
disaster recovery procedures in the event of destruction or corruption of the software or
disasters or emergencies which require SABIS to restore backup(s) or to initiate disaster
recovery procedures for its platform or operating systems; and 3) reproducing a
reasonable number of copies of the Product and related documentation for cold site
storage. “Cold Site” storage shall be defined as a restorable back-up copy of the Product
not to be installed until and after the declaration by the State of a disaster.

C. Transfers or Assignments to a Third Party Financing Agent

The State may assign or transfer its rights in licensed software to the State’s third party
financing entity or trustee (“Trustee”) as required by the terms of the State’s financing
agreement. Trustee’s sole rights with respect to transferability or use of licensed software
shall be to exclusively sublicense all of the State’s rights to such Licensed Product under
the terms and conditions of the License agreement; provided, further, however, in the
event of any termination or expiration of such sublicense by reason of payment in full, all
of Trustee’s rights in such Licensed Product shall terminate immediately and the State’s
sole rights to such Licensed Product shall be as provided herein.

D. Confidentiality

Licensed software is considered a trade secret, copyrighted and proprietary product. The
State will not disclose or otherwise distribute or reproduce any licensed software to
anyone other than as authorized under the terms of Contract. The State will not remove or
destroy any proprietary markings of Prime Contractor. Except as expressly authorized by
the terms of license, the State shall not:

1. Copy the Product;

2. Cause or permit reverse compilation or reverse assembly of all or any portion
of the Product;

3. Export all or any portion of the Product in violation of any U.S. Department of
Commerce export administration regulations

Escrow for Software Source Code

Prime Contractor shall establish and maintain, at its expense, an established escrow
agreement in effect in perpetuity for the two (2) most recent versions of the source code,
including proprietary code, to the software delivered under the Contract (“Source Code”).
The Prime Contractor shall establish procedures to continually update the Source Code as
new versions of the software are implemented into production.
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A. Escrow

The Prime Contractor shall provide the name and contact address/phone number of
the neutral third party (“Escrow Agent”) holding, in trust, all Source Code, including
proprietary code, designated to the State. The escrow agreement has to name the State
of New York as an irrevocable beneficiary, and the State of New York acting on
behalf of Authorized SABIS User(s) of this Contract. The escrow agreement may not
be terminated by either Prime Contractor or the Escrow Agent without prior notice to
the State of New York. Throughout the term of the Contract, Prime Contractor shall
be obligated to annually update and appropriately identify the deposited materials,
including current versions of the source code for the most recent release, error
corrections, enhancements or updates of software delivered under this Contract.

B. Terms of Escrow

Escrow Agent shall provide annual notice to the State that such escrow is in effect,
and shall notify the State as to the version or releases held by such agent by providing
the contents list for the escrow. Escrow Agent shall, during the term of the escrow
agreement, periodically inspect the deposit materials and compare them with the
contents list for the escrow. Escrow Agent may not raise any defenses against the
State that the agent may have against the Prime Contractor to restrict the release of
source code to the State. The escrow agreement shall not include any provisions
relating to the release of the escrow contents that would require, prior to release, the
State to submit to arbitration. The escrow agreement shall require the Escrow Agent
to provide the following notices and to release the escrow as follows:

1. Required Notice to State from Escrow Agent:

The Escrow Agent is required to furnish written notice(s) to the State at the
Office of Financial Services (at the address for notices set forth in this RFP,
Section 5.12.E) upon the happening of any one or more of the following events:

a. Failure of Prime Contractor to pay required escrow fees;

b. Voluntary termination or transfer of escrow account by Prime Contractor;

c. Entry of an order for relief under Title 11 of the United States Code
against Prime Contractor, or any involuntary order;

d. The making of a general assignment by Prime Contractor for the benefit of
creditors;

e. The appointment of a general receiver or trustee in bankruptcy of Prime
Contractor’s business or property;

f. Action by Prime Contractor under any state insolvency or similar law for
the purposes of its bankruptcy, reorganization or liquidation;

g. Court ordered liquidation against Prime Contractor; or

h. Prime Contractor’s failure to update the Source Code and/or to deposit
new code with Escrow Agent at least annually after the effective date of
the escrow.
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2. Requirement for Release of Source Code

The terms of escrow shall provide for release of the source code upon the
happening of one or more of the following events:

a. Failure of Prime Contractor to carry out SABIS System ongoing
maintenance or support obligations set forth in this Contract;

b. Failure of Prime Contractor to continue to do business in the ordinary
course;

c. Existence of any one or more of the following circumstances, if
uncorrected for more than sixty (60) days:

1. entry of an order for relief under Title 11 of the United States Code;
ii.  the making by the Prime Contractor of a general assignment for the
benefit of creditors;

iii.  the appointment of a general receiver or trustee in bankruptcy of Prime
Contractor’s business or property; or action by the Prime Contractor
under any state insolvency or similar law for the purposes of its
bankruptcy, reorganization, or liquidation.

The occurrence of the described events will not constitute a release condition
if, within the specified sixty (60) day period, Prime Contractor (including its
assignee or its receiver or trustee in bankruptcy) provides to the State adequate
assurances, reasonably acceptable to the State as solely determined by State,
of its continuing ability and willingness to fulfill all of its maintenance and
support obligations. Additionally, if the State feels that a condition for release
has occurred, the State shall notify the Escrow Agent, who shall notify Prime
Contractor of the intended release. Prime Contractor has a maximum of fifteen
(15) business days to object to the release. If an objection is filed, the Escrow
Agent shall continue to retain the source code until otherwise directed by
mutual agreement of the parties or until otherwise directed by a court of
competent jurisdiction. Notwithstanding the foregoing, if after an objection
has been filed, the State certifies in writing an “emergency”, as defined below,
has occurred, the Escrow Agent shall immediately release the source code to
the State. An “emergency” shall be defined as the State’s written certification
that, the State reasonably believes that a feature in the Prime Contractor
product has caused the system to crash and render it inoperable and the Prime
Contractor has refused to provide remedial assistance to correct the failure
within four (4) business hours from receipt of written notice, via e-mail, of the
failure and such condition requires an immediate release of the source code
for State’s internal use to correct the failure in order to continue normal
system operation and full functionality. Upon release of the Source Code, the
State may release the Source Code to the Authorized SABIS User(s), if
necessary, for remedial maintenance purposes only.
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C. Changes in Escrow

The escrow agreement shall designate the State as a “co-party”, which is entitled to
receive notice from the agent if there is any change in the status of the escrow
agreement between Prime Contractor and the agent, including notice of a proposed
termination or transfer. Before Prime Contractor can change a designated Escrow
Agent, the Escrow Agent and the Prime Contractor shall provide the State a minimum
advanced notice of sixty (60) days of the proposed change. Before the escrow may be
moved or changed, the State has to be notified of the identity of the new proposed
agent, and the new agent has to confirm the same terms of escrow vis-a-vis the State’s
interests.

5.20 Compliance with Laws

The Prime Contractor shall comply with all present and future applicable laws, codes,
ordinances, statutes, rules and regulations with respect to any of the duties or
responsibilities of the Prime Contractor arising from the Contract, including but not
limited to the Americans with Disabilities Act (42 USC Section 1202, et seq).

The Prime Contractor, including its agents, successors and/or assigns and Contractors and
subcontractors shall obtain all necessary licenses, certificates and other approvals
required by law to fulfill the Prime Contractor’s obligations under the Contract at its sole
expense. The Prime Contractor shall furnish copies of such documentation to the State
upon request.

Although covered by the general compliance mandated by this provision, it is specifically
understood that the Prime Contractor shall be responsible for compliance with all
applicable federal laws, rules and regulations to the extent that any Authorized SABIS
User is the recipient of any federally funded monies relating to the procurement of
services or products under this Contract, including but not limited to, the following
provisions set forth at Chapter XXX of 7 CFR or Appendix A to 45 CFR Part 74, relating
to:

a. Equal Employment Opportunity as set forth in federal Executive Orders 11246 and
11375 as supplemented by 41 CFR 60.

b. Copeland "Anti-Kickback Act" (18 USC 874 and 40 USC 276¢) which provides that
all contracts/subgrants greater than $2,000 must have a provision requiring
compliance with 18 USC 874 as supplemented by 29 CFR Part 3, which prohibit
contractors or subrecipients from inducing by any means any person employed in
construction, completion or repair of public work to give up any part of compensation
to which they are otherwise entitled and that the recipient shall report all
suspected/reported violations to the Federal awarding agency.
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Davis-Bacon Act, as amended (40 U.S.C. 276a to a-7) which requires all construction
contracts awarded by recipients of more than $2000 to comply with the Act as
supplemented by USDOL Regulations 29 CFR Part 5 requiring all contractors to pay
wages to laborers and mechanics at a rate not less than the minimum wage specified
by the Federal Secretary of Labor, which wages shall be paid not less than once a
week. The recipient shall place a copy of the federally specified wage (the "prevailing
wage") in each solicitation and the award of a contract shall be conditioned upon
acceptance of such a determination. The recipient must report all suspected/reported
violations to the Federal awarding agency.

Contract Work Hours and Safety Standards Act (40 U.S.C. 327-333) which requires,
where applicable, that all construction contracts and other contracts involving
employment of mechanics and laborers require compliance with 40 U.S.C. 327-333
as supplemented by USDOL Regulations 29 CFR 5 when said contracts exceed
$100,000, which references require that work in excess of 40 hours/week be
recompensed at a rate at least 50% greater than the basic pay rate and that no work be
required in unsanitary, hazardous, or dangerous conditions. These requirements do
not apply to the purchases of supplies, materials, or articles ordinarily available on the
open market or contracts for transportation or transmission of intelligence.

Rights to Inventions Made under a Contract or Agreement- Contracts or Agreements
for the performance of experimental, developmental, or research work shall provide
for the rights of the federal government and the recipient in any resulting invention in
accordance with 37 CFR Part 401 and any further implementing regulations issued by
USDHHS or USDA.

Clean Air Act (42 U.S.C. 7401 et seq.) and the Federal Water Pollution Control Act
as amended (33 U.S.C. 1251 et seq.)- Contracts and subgrants in excess of $100,000
shall require the recipient to comply with the Acts recited herein and that violations
must be reported to USDHHS and the appropriate Regional Office of the Federal
Environmental Protection Agency.

. Byrd Anti-Lobbying Amendment (31 U.S.C. 1352)- which requires that every
contractor under a contract for more than $100,000 and every tier of contractors or
subcontractors there under shall file certification, as required, that said contractor will
not and has not used any Federal appropriated funds to pay any person or
organization for influencing or attempting to influence any federal agency, member
of Congress, or an employee of a member of Congress in connection with obtaining
any Federal contract, grant, or award covered by such Amendment. A contractor or
subcontractor from any tier shall also disclose any lobbying with non-federal funds
that takes place in conjunction with obtaining a federal award, which disclosure shall
be forwarded up any applicable tiers to the recipient. (See also 45 CFR 93)

. Debarment and Suspension. (Federal E.O.s 12549 and 12689)- Certain contracts shall
not be awarded to parties listed on the non-procurement portion of the U. S. General
Services Administration's "Lists of Parties Excluded from Federal Procurement or
Nonprocurement Programs" in accordance with E.O.s 12549 and 12689. (See 45 CFR
76.) Contractors with awards that exceed the simplified acquisition threshold shall
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provide the required certification regarding their exclusion status and that of their
principals prior to award.

5.21 Termination

A. For Convenience

The State hereby reserves the right to terminate this Contract for convenience, or in the
event that necessary and lawful appropriations are not provided or continued for the
funding of this contract by the Legislature subject to and in accordance with the
following provisions:

1.

The State shall have the right to unilaterally terminate this Contract, in whole or
in part, for convenience provided that prior notice of such termination is given.
Such option may be exercised upon thirty (30) days advance written notice to the
Prime Contractor pursuant to paragraph (C), below. In the event that the State
exercises this option, the Contract shall terminate as to the portion(s) of work
being deleted as of the termination date set forth in paragraph (C), below, with
obligations of the parties as follows:

a.

The Prime Contractor shall deliver to the possession of the State within
such thirty (30) day notice period all drawings, reports or other required
Contract deliverables to date related to the portion(s) of work subject to
the termination, whether preliminary or final, in the form and format set
forth in this agreement. The State’s receipt of such deliverables shall be a
condition precedent to the obligation of the State to make payments to the
Prime Contractor.

Upon receipt of such deliverables, the State shall be obligated to pay the
Prime Contractor the amounts then due and owing as specified in the
approved SABIS progress payment plan as the exclusive amounts due
Prime Contractor, calculated as of the termination date, such payment to
be tendered to Prime Contractor within ninety (90) days of receipt of the
deliverables. The State shall not be liable to Prime Contractor for lost
profits, administrative or other expenses, however denominated.

B. For Cause

1.

Notice

If either party fails to materially comply with any provision of the Contract the other
party shall so notify the party in default as provided in paragraph (C), below. The
notification shall specify in reasonable detail the nature of the default.
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2. Cure Period

Where timeframes for performance are otherwise set forth in this Contract, the
specific time period stated shall govern. For all other instances constituting default,
the party in default shall have forty-five (45) calendar days from the date of receipt of
notice to correct the default (“cure period”). During the cure period, the party in
default shall work diligently to resolve and cure any default. The parties may, upon
mutual written agreement, agree to extend the timeframe for cure.

Because of the public safety nature of the SABIS, the State may, upon written notice
to the Prime Contractor, shorten the forty-five (45) day cure period as it deems
necessary in the event that the Prime Contractor’s breach threatens or has the
potential to threaten the ongoing operation of the SABIS, or the health, safety or
welfare of those served by the SABIS.

3. Default

If the party in default is unable to cure the default within the cure period, in addition
to availing itself of specific remedies set forth in the Contract, the aggrieved party
may pursue all legal and equitable remedies for breach. A delay or failure in declaring
a material breach under this paragraph shall not be deemed a waiver of the right to
subsequently declare a default.

4. Additional State Rights & Remedies

a. In the event of Prime Contractor’s default, in addition to pursuing any other
legal or equitable remedies, the State shall have the right to take one or more
of the following actions:

i. terminate the Contract, in whole or in part;
ii. proceed against the Letter of Credit or Bond(s) or Insurance furnished by
Prime Contractor, in accordance with the terms thereof;
iii. suspend, in whole or in part, payments due Prime Contractor under this or
any other New York State Contract;
iv. pursue equitable remedies to compel Contractor to perform; and/or
v. all rights set forth under b, below.

b. It is expressly understood between the parties that the State is contracting with
Prime Contractor for the personal services of Prime Contractor in building,
operation and maintenance of a Statewide Automated Fingerprint and
Biometric Analysis System and associated network which is a public safety
system operated and maintained by the State for the health, safety and welfare
of the citizens of New York.
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Therefore, in the event of termination of this Contract in whole or in part based
upon the Prime Contractor’s default or abandonment, the State shall, in its sole
judgment, among other factors, determine the usability to the State of that portion
of the SABIS completed prior to default with reference to completion of the
foregoing mission. The State may, in accordance with that determination, pursue
any remedies as it deems advisable in completing that mission, with sole
reference to the best interests of the State, including, but not limited to:

i. buy out all or part of the completed SABIS or system components;

ii. Prime Contractor to license or grant to the State such intellectual property
and patent rights for the proposed technology solution as are required for a
purpose limited to:

a) Continued operation and maintenance of the previously completed
portion of the SABIS, including Subscriber Unit operation, by the
State or by a qualified third party selected by the State for the
remainder of the original contract term, and/or

b) the design, build, continued operation and maintenance of the
uncompleted SABIS deliverables due under the Contract;

iil. procuring from any third party, upon such terms and in such manner as the
State deems appropriate, either:

(1) an alternate system(s) to complete the unfinished portion of the
SABIS deliverables at time of default, and/or

(2) an alternate network to completely replace the deliverables
(whether completed or partially completed at time of default)
furnished by Prime Contractor prior to default; and/or

(3) pursuing any other action(s) provided at law or in equity as the
State deems necessary to enable the State to complete the
above mission.

The Prime Contractor shall be liable for any and all excess costs for remedies pursued
by the State, and for administrative costs incurred by the State in procuring alternate
services.

5. Transition

In the event that the SABIS is operational at the point that a termination for cause is

issued, the Prime Contractor shall provide and comply with the requirements for
transition set forth in Section 5.22, below.
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6. Cumulative Remedies

The rights and remedies provided in this paragraph are cumulative to and in addition
to any other rights and remedies provided by law, at equity, or under the Contract.

C. Termination Notice

Notices required by this section shall be delivered to the other party in writing, by
certified mail, return receipt requested. The date of notice shall be deemed the date of
delivery set forth on the return receipt. (“date of return receipt notice”) Such notice
shall be addressed as follows:

State of New York:

Deputy Commissioner/CIO

State of New York

Division of Criminal Justice Services
4 Tower Place

Albany, NY 12203-3764

Prime Contractor:

D. Termination Date
Contract termination dates shall be determined as follows:

In the event a notice of termination is issued for convenience, the Contract termination
date shall be deemed ninety (90) calendar days from the date of delivery set forth on the
return receipt notice.

Subject to the State’s right to shorten the forty-five day period pursuant to paragraph (B),
above, in the event a notice of termination is issued for cause, the Contract termination
date shall be forty-five (45) days from the date of the return receipt notice, or such other
extended period of time as has been mutually agreed in writing by the parties.

E. Mitigation of Costs

The Prime Contractor shall not undertake any additional or new Contractual obligations
on or after the date of return receipt notice of a termination notice without the prior
written approval of the State. On or after the date of return receipt notice of a termination
notice and during the termination notice period, the Prime Contractor shall take all
commercially reasonable and prudent actions to close out unnecessary outstanding,
existing obligations as economically as possible for the State.
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5.22

F. Asset Accounting & Transfer

Within thirty (30) days of receipt of a termination notice, the Prime Contractor shall be
required to update and finalize a complete inventory of SABIS infrastructure, supplies,
equipment and other tangible or intangible assets. (“assets”) To the extent that such assets
are subject to a financing or other lease agreement as of the date of notice, and that the
State has exercised the purchase option as to such asset(s) or has elected to complete the
SABIS mission in accordance with Section 5.16 (C), above, the State may require Prime
Contractor to execute all necessary and appropriate legal documents evidencing a transfer
of ownership or assignment of Prime Contractor’s interest in such assets to the State or
other third party designated by the State as the State or Prime Contractor’s successor in
interest.

Post Termination Transition

Because of the public safety interests of the State, the State may require the Prime
Contractor to provide uninterrupted services after Contract termination as the State deems
reasonable and necessary for the continued safe operation of the SABIS and/or as
necessary for the State to comply with all legal requirements for establishing a new
Contract to continue safe operation of the SABIS (“transition period”). Transition
services shall be governed as follows:

A. Post Termination Transition Period

The post termination transition period shall be determined by the State, and set forth in
writing, return receipt notice, to the Prime Contractor. The State shall consult with the
Prime Contractor prior to making such determination. The State reserves the right to
subsequently amend the post termination transition period upon thirty (30) days advance
written notice to the Prime Contractor.

B. No Interruption in Service

At all times during the post termination transition period and unless waived by the State,
the Prime Contractor shall continue all Contractual obligations set forth in the Contract
until such time as the State (i) has approved the Prime Contractor’s proposed post
termination transition plan, and (ii) an orderly post termination transition to the State or a
new Prime Contractor has been completed pursuant to the approved post termination
transition plan. The Prime Contractor shall be required to meet its Contractual obligations
pursuant to this paragraph notwithstanding the issuance of a termination for cause by
either party.

C. Post Termination Transition Plan

Within fifteen (15) days of receipt of a notice of termination as set forth elsewhere in the
Contract or twelve (12) months prior to the end of the term of the Agreement, whichever
event occurs first, the Prime Contractor shall provide for approval by SABIS a detailed
written plan for Post Termination Transition (Post Termination Transition Plan) which
outlines, at a minimum, the tasks, milestones and deliverables associated with the smooth
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transition of the SABIS to a successor Prime Contractor. Furthermore, the Post
Termination Transition Plan must be amended by Prime Contractor to include all other
information deemed essential by the State, including development of specifications
necessary for preparation of a competitive solicitation for the successor Contract.

D. Prime Contractor Post Termination Transition Services

“Post termination transition services” shall be deemed to include Prime Contractor’s
responsibility for all tasks and services outlined in the Contract, and for transferring in a
planned manner specified in the Post Termination Transition Plan all tasks and services
to the State or successor Prime Contractor. It is expressly agreed between the parties that
the level of service during the post termination transition period shall be maintained in
accordance with and shall be subject to all the terms and conditions of the Contract,
provided, however, that where, during the post termination transition period, tasks or
services are transitioned to or assumed by the State or the successor Prime Contractor,
Prime Contractor shall not be held responsible for the acts or omissions of the State or
successor Prime Contractor or for service degradation resulting from the acts or
omissions of the State or successor Prime Contractor.

The Prime Contractor shall transfer to the successor Prime Contractor all title, leasing
rights, or license rights of all hardware and equipment in use in the SABIS operation. The
successor Prime Contractor shall utilize such hardware and equipment in accord with the
rights and duties attendant thereto. The Prime Contractor shall turn over to the successor
Prime Contractor all network software, data files, application programs, and
documentation.

E. Compensation for Post Termination Transition Services

Prime Contractor shall be reimbursed for services performed during the post termination
transition period at the rates previously set forth in the Contract; provided, however, that
in the event the State has terminated for cause, the Prime Contractor shall be entitled to
reimbursement during the post termination transition period at the rates set forth in the
Contract less Prime Contractor’s profit margin.

F. State Responsibilities for Post Termination Transition

The State shall assume responsibility for post termination transition project management.
A project manager responsible for coordinating post termination transition activities,
maintaining the transition task schedule, and approving transition deliverables shall be
appointed. Periodic project review meetings shall be held with representatives of the
State, the Prime Contractor, and the successor Prime Contractor.

G. Training Successor Organization & Personnel
Post Termination Transition Services furnished by the Prime Contractor must include the
development of a training plan. The Prime Contractor is required to provide post

termination transition training for the successor organization’s management in the
operation and maintenance of the SABIS. The training effort shall focus on providing the
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5.23

5.24

successor Prime Contractor’s management personnel with information about all
operational aspects of the SABIS. During transition, the Prime Contractor shall prepare a
detailed training program. This program shall establish a post termination transition
training group which shall provide the required training for successor Contractor
personnel.

Training shall be accomplished through a mixture of formal and on-the-job training. The
successor Prime Contractor’s management personnel shall participate in all SABIS
related functions during the post termination transition period. The successor Prime
Contractor’s management shall be asked to participate in normal operations and to fulfill
required tasks. The Prime Contractor agent shall also provide documented instructional
materials to facilitate the learning process. The latest version of all documentation shall
be used during the formal training sessions.

Downsize or Rescale of Project

The State reserves the right to terminate or modify this Contract in the event of the loss of
funding streams or appropriations. The State reserves the option to scale back the
capacity functionality of the SABIS or the requirements in order to serve the best
interests of the State. If the State exercises the option to scale back the project and such
option adversely affects the SABIS performance and/or requires modification of the
SABIS design to insure operability of the remaining, scaled-back network, any proposed
modifications to insure the performance or interoperability of the modified network will
be subject to the Change Order provisions set forth in Section 5.24, below. If the State
exercises the option to scale-back the project and such option does not adversely affect
network performance and/or require modification of the SABIS design to insure
interoperability of the remaining, scaled-back SABIS, the State shall be entitled to a
corresponding adjustment in fees due the Prime Contractor with no further compensation
due Prime Contractor for the deleted scope.

Process for Change Orders

At any time during the term of this Contract, the State may make changes, subtractions or
additions in any of the Equipment, Software, Documentation, Services and/or other
Deliverables within the general scope of work set forth in the Contract, consistent with
pricing established under the terms of this agreement. Such changes will be subject to the
unit costs itemized in the Contract or such other costs as may be mutually agreed between
the parties. All such changes shall be reduced to a written Change Order, Appendix M
executed by both parties, and shall otherwise be in accordance with the terms and
conditions of this Contract. The Change Order shall be accepted and agreed to by both
the State and the Prime Contractor as evidenced by the written signatures of the
appropriate representatives of both parties. If any such change causes an increase or
decrease in pricing or the time required for the performance of the Contract, an equitable
adjustment of the Contract amount and/or time of performance will be made on mutual
agreement of the parties, subject to the approval of the New York State Comptroller and
any applicable control agency, if required.
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5.25 Force Majeure

5.26

In the event of a service disruption caused by a Force Majeure which is outside of the
control of either party, e.g., natural disaster, act of God, war, terrorism, civil disturbance,
court order or labor dispute, (“force majeure”) or any other acts beyond the reasonable
control of either party, the party that has been so affected shall immediately give notice to
the other party, and shall exercise every commercially reasonable effort to resume
performance, and an extension of the time for performance shall be granted for a period
to be agreed to in writing by the State and Prime Contractor.

In the event of a service disruption caused by a State Disaster Emergency, as defined in
section 20(2)(b) of the Executive Law or other emergency situation or occurrence that the
Commissioner of the Divison of Criminal Justice Services, in his or her sole discretion,
has determined poses a risk to health and public safety or the conservation of public
resources, the Prime Contractor shall be notified that DCJS is invoking this provision and
that notwithstanding any other provision in the Contract, during a State disaster
emergency or other emergency situation, unless the Prime Contractor’s performance
would be excused pursuant to the Force Majeure provisions of the Contract, the Prime
Contractor shall provide the necessary Services to the State on a time-is-of-the-essence
basis, working on a twenty-four (24) hour a day, seven (7) day a week basis, to restore
and/or recover State operations and Services that are critical to the public safety, health,
and welfare of the State, to be determined at the sole discretion of the State. Except as
provided in this section, all other provisions of the RFP and Contract remain in full force
and effect during a state disaster emergency or other emergency situation.

Security, Information Security, Breach and Notification Act

The Prime Contractor shall maintain the security, nondisclosure and confidentiality of all
information in accordance with the following clauses in performance of its activities
under the Contract. Prime Contractor shall ensure that its personnel, agents, officers and
any subcontractors are fully aware of the obligations arising under this section and shall
take all commercially reasonable steps to ensure compliance. Disclosure of automated
SABIS system(s) information developed by the State, any Authorized SABIS User, the
Offerer or their employees, subcontractors, partners or its agents is strictly prohibited.
The Contract may be terminated by the State for cause for a material breach of this
section.

A. Security Procedures & Employee Dishonesty

Prime Contractor warrants, covenants and represents that it will comply fully with all
security procedures of the State in performance of the Contract. Prime Contractor
shall hold the State harmless from any loss or damage to the State resulting from the
violation by the Prime Contractor, its officers, agents, employees, and subcontractors
of such security procedures or resulting from any criminal acts committed by such
officers, agents, employees, and subcontractors while providing services under the
Contract.
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B. Information Security Breach and Notification Act

Section 208 of the State Technology Law (STL) and Section 899-aa of the General
Business Law (GBL) require that State entities and persons or businesses conducting
business in New York who own or license computerized data which includes private
information including an individual's unencrypted personal information plus one or
more of the following: social security number, driver's license number or non-driver
ID, account number, credit or debit card number plus security code, access code or
password which permits access to an individual's financial account, must disclose to a
New York resident when their private information was, or is reasonably believed to
have been, acquired by a person without valid authorization. Disclosure of breach of
that private information to all individuals affected or potentially affected must occur
in the most expedient time possible without unreasonable delay, after necessary
measures have been taken subject to approval of DCJS to determine the scope of the
breach and to restore integrity, but with delay if law enforcement determines it
impedes a criminal investigation. When notification is necessary, the State entity or
person or business conducting business in New York must also notify the following
New York State agencies: the Attorney General, the Office of Cyber Security &
Critical Infrastructure Coordination (CSCIC) and the Consumer Protection Board
(CPB). Information relative to the law and the notification process is available at:
http://www.cscic.state.ny.us/security/securitybreach/

5.27 Nondisclosure & Confidentiality

Except as may be required by applicable law or a court of competent jurisdiction, the
Prime Contractor, its officers, agents, employees, and subcontractors shall maintain strict
confidence with respect to any Confidential Information to which the Prime Contractor,
its officers, agents, employees, and subcontractors have access. This representation shall
survive termination of the Contract. For purposes of the Contract, all State information of
which Prime Contractor, its officers, agents, employees, and subcontractors becomes
aware during the course of performing services for the State shall be deemed to be
Confidential Information (oral, visual or written). Notwithstanding the foregoing,
information that falls into any of the following categories shall not be considered
Confidential Information:

a. Information that is previously rightfully known to the receiving party without
restriction on disclosure;

b. Information that becomes, from no act or failure to act on the part of the receiving
party, generally known in the relevant industry or is in the public domain; and

c. Information that is independently developed by Prime Contractor without use of
Confidential Information of the State.

Prime Contractor shall hold the State harmless from any loss or damage to the State

resulting from the disclosure by the Prime Contractor, its officers, agents, employees, and
subcontractors of such confidential information.
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Confidential, trade secret or proprietary materials as defined by the laws of the State of
New York must be clearly marked and identified as such upon submission. If Prime
Contractor is intending to seek an exemption from disclosure of these materials under the
Freedom of Information Law, the Prime Contractor must request the exemption in
writing, setting forth the reasons for the claimed exemption, at the time of submission.
Acceptance of the claimed materials does not constitute a determination on the exemption
request, which determination will be made in accordance with statutory procedures.

5.28 Press Releases

Prime Contractor agrees that no brochure, news/media/press release, public
announcement, memorandum or other information of any kind regarding the Contract
shall be disseminated in any way to the public, nor shall any presentation be given
regarding the Contract without the prior written approval by the undersigned or the
undersigned’s designee from DCJS, which written approval shall not be unreasonably
withheld or delayed provided, however, that Prime Contractor shall be authorized to
provide copies of the Contract and answer any questions relating thereto to any State or
Federal regulators or, in connection with its financial activities, to financial institutions
for any private or public offering.

5.29 Confidentiality of Criminal History Information

a. New York State law protects the privacy of criminal history records and other
confidential information. The Prime Contractor shall take all steps required by the
State to protect confidential information. This may include, but not be limited to,
execution of a non-disclosure agreement with each staff assigned to the project,
fingerprint checks and New York State Police background checks of Prime
Contractor, subcontractor, vendor, consultant, employee and service provider
personnel with access to such information and a requirement that the Prime
Contractor replace personnel at the discretion of the State.

b. The Prime Contractor shall be responsible for assuring that it notifies its officers,
agents and employees involved with the contract of the provisions of this subsection.
The Prime Contractor shall be responsible for assuring that any subcontracting
agreement contains a provision that conforms to the provisions of this subsection.

c. All oral or written public representations pertaining to the award of this contract and
also verbal or written public representations involving the State made by the Prime
Contractor during the life of the Agreement shall not be made without the prior
written approval of an authorized representative of the State.

d. The Prime Contractor shall comply with administrative procedures and regulations
concerning DCJS operations, procedures, and policies.

e. The Prime Contractor shall not send or permit to be sent to any location outside of the

United States of America, any data about individuals in the SABIS system even if
that data cannot be uniquely linked to a single person (e.g., DOB).
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5.31

NYS Cyber Security Policy P03-002

a. All information concerning DCJS' operations, procedures and policies shall be kept
confidential by the Prime Contractor and the Prime Contractor shall comply with
administrative procedures and regulations concerning these rules. The Prime
Contractor shall take all steps required by DCIJS to protect confidential information.
This will include fingerprint and background checks of Prime Contractor personnel
with access to such information and a requirement that the Prime Contractor replace
personnel at the discretion of DCJS.

b. Prime Contractor must abide by the conditions set forth in the DCJS Non-Disclosure
Agreement, Attachment 4.

c. As aresult of the security issues associated with the services to be performed by the
Prime Contractor, the Prime Contractor and any associates and/or subcontractors will
be required to insure that all work is performed within the continental United States.

Indemnification of DCJS and Authorized Users for Breach of
Security

The NYS Information Security Breach and Notification Act amends the State
Technology Law (Section 208) and the General Business Law (Section §99-aa). More
information is available at

http://www.cscic.state.ny.us/security/securitybreach/index.cfm.

State entities and persons or businesses conducting business in NY who own or license
computerized data which includes private information must disclose any breach of the
data to NY residents State entities must also notify non-residents.

When notification is necessary then the State entity or person or business conducting
business in NY must also notify three New York State Offices including the New York
State Attorney General (OAG), the New York State Office of Cyber Security & Critical
Infrastructure Coordination (CSCIC) and the Consumer Protection Board (CPB).

The New York State General Business Law § 899-aa provides in part that:

6. (a) whenever the attorney general shall believe from evidence satisfactory to him that
there is a violation of this article he may bring an action in the name and on behalf of the
people of the state of New York, in a court of justice having jurisdiction to issue an
injunction, to enjoin and restrain the continuation of such violation. In such action,
preliminary relief may be granted under article sixty-three of the civil practice law and
rules. In such action the court may award damages for actual costs or losses incurred by a
person entitled to notice pursuant to this article, if notification was not provided to such
person pursuant to this article, including consequential financial losses. Whenever the
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court shall determine in such action that a person or business violated this article
knowingly or recklessly, the court may impose a civil penalty of the greater of five
thousand dollars or up to ten dollars per instance of failed notification, provided that the
latter amount shall not exceed one hundred fifty thousand dollars.

The remedies in Section 6(a) are in addition to any other lawful remedy and in addition to
any other remedy available under the terms of the Contract executed between DCJS and
the Prime Contractor.

Offerers must agree to indemnify DCJS without limitation against any claims brought
against DCJS by reason of a wrongful disclosure of confidential information attributed to
the Offerer or any Offerer employee and will cooperate fully with DCJS and the Attorney
General in defense of the claim.

The Contract executed between DCJS and the Prime Contractor may be terminated by the
State for cause for a material breach of this section, and the provisions of The New York
State General Business Law § 899-aa shall survive the termination of this Agreement.

User Data is the Property of DCJS

In the course of performance of its obligations pursuant to this RFP and any resulting
Contract the Prime Contractor, its subcontractors, vendors, consultants, employees and
service providers will have access to or come into possession of data and information
which is the property of DCJS and data and information which is processed by or stored
within DCJS for the benefit of other entities. Such data includes but is not limited to
fingerprint cards, criminal history information, employee and license application
information, biometric identifiers, social security numbers, personally identifying
information, photographs, palm prints and other data and information stored in electronic,
optical or physical form including data and information concerning individuals and data
and information concerning operations, processes, procedures and policies of DCJS and
other governmental entities.

All information concerning DCJS operations, procedures and policies shall be kept
confidential by the Prime Contractor, its subcontractors, vendors, consultants, employees
and service providers and Prime Contractor, its subcontractors, vendors, consultants,
employees and service providers shall comply with DCJS and State of New York
administrative procedures and regulations concerning this requirement. Prime Contractor,
its subcontractors, vendors, consultants, employees and service providers shall take all
steps required by DCJS and the State of New York to protect confidential information.
This may include, but is not limited to, execution of non-disclosure agreements by Prime
Contractors employees, and the employees of subcontractors, vendors, consultants,
employees and service providers of the Prime Contractor. If applicable to the
environment, fingerprint checks and New York State Police background checks of Prime
Contractor, subcontractor, vendor, consultant, employee and service provider personnel
with access to such information, and a requirement that the Prime Contractor,
subcontractor, vendor, consultant, employee and service provider personnel must be
approved by DCJS. The Prime Contractor shall be responsible for assuring DCJS that it
notifies its officers, agents and employees involved with the contract of the provisions of
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this Section, and the Prime Contractor shall require compliance with the provisions of this
section by all of its subcontractors, vendors, consultants, employees and service providers
performing or providing services to the Prime Contractor in connection with this RFP and
the resulting Contract.

The use of information obtained by the Prime Contractor, its subcontractors, vendors,
consultants, employees and service providers in the performance of its duties under this
Agreement shall be limited to purposes directly connected with such duties. The Prime
Contractor, its subcontractors, vendors, consultants, employees and service providers do
not acquire any ownership, right to use, title or any interest in any data or information
which remains the property of DCJS or the property of the entites for which DCIJS is
processing or storing the data or information.

The Prime Contractor, its subcontractors, vendors, consultants, employees and service
providers shall never remove any work papers or product from the DCJS premises except
with the written consent of DCJS. The Prime Contractor, its subcontractors, vendors,
consultants, employees or any other service provider shall never disclose, sell, publish,
archive, make available in any form or summary any information of any kind obtained in
connection with performance under this RFP and any resulting Master Agreement.

The provisions of this section shall survive the termination of this Agreement.

Accounting/Audit
A. Maintenance of Supporting Documentation

The Prime Contractor shall maintain all documentation supporting costs charged to the
project, which shall be maintained for a minimum of seven (7) years beyond Contract
termination.

B. Access to & Audit of Agreement Records

At all times during the Contract term and for a period of seven (7) years thereafter, the
Prime Contractor shall provide the NYS Comptroller, the Attorney General, and any
other person or entity authorized to conduct an examination, as well as any other agencies
or entities involved in this contract, with full access to the supporting documentation that
pertains to services performed and determination of amounts payable under the Contract.
Access shall be granted within five (5) business days. The Prime Contractor will also
make the appropriate individuals with knowledge of the supporting documentation of
financial records related to the Contract (including the Prime Contractor's independent
public auditors) available to State representatives to answer questions and provide
additional documentation where necessary. State representatives shall be permitted to
examine, audit and copy such records at the site at which they are located. The Prime
Contractor shall be responsible for assuring that the provisions of this Section shall apply
to any subcontract related to performance under the Contract.
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5.36

Minority & Women Owned Business Enterprises

The Offerer agrees to make good faith efforts to promote and assist the participation of
certified minority-business enterprises (MBE) and women-owned business enterprises
(WBE) as subcontractors and suppliers on this project for the provision of services and
materials. See description of the requirements of Article 15-A.

Executive Law Article 15-A:

DCIJS is required to implement the provisions of Executive Law Article 15-A for all of its
contracts (1) in excess of $25,000 for labor, services, supplies, equipment, materials, or
any combination of the foregoing and (2) for contracts in excess of $100,000 for real
property renovation and construction. For purposes of this contract, DCJS hereby
establishes a goal of fifteen (15)% for minority business enterprises (MBE) participation
and fifteen (15)% for women-owned business enterprises (WBE) participation. MBE and
WBE goals are for goods and services in support of the actual services to be provided.

Payment of Outstanding Tax Liabilities

All outstanding tax liabilities if any, against the Offerer in favor of the State of New York
must be satisfied prior to Contract execution or a payment schedule acceptable to the
State of New York arranged for their speedy satisfaction.

Integration, Merger & Order of Precedence

The Agreement, including all appendices, attachments and exhibits, copies of which are
attached and incorporated by reference, constitutes the entire Contract between the
Parties. All prior agreements, representations, statements, negotiations and undertakings
are superseded. All statements made by the State shall be deemed to be representations
and not warranties. The Agreement is subject to amendment(s) only upon mutual consent
of the Parties, reduced to writing and approved by the Office of the State Comptroller of
the State of New York.

This bid and any Contract shall incorporate the following appendices as if set forth herein
at length. Only documents expressly enumerated below shall be deemed a part of this bid
or Contract, and references contained in those documents to additional Prime Contractor
documents not enumerated below shall be of no force and effect. Conflicts between this
solicitation, the Offerer’s proposal and Contract documents (if applicable) shall be
resolved in the following order of precedence:

1. Appendix A (Standard Clauses for NYS Contracts)
2. Contract/Clarification Documents (Writing(s) setting forth the final agreements,
clarifications, terms, statement of work and/or modifications between the Bid

Documents and the Bid Proposal

3. Bid Solicitation (RFP, other than Appendix A)
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4.

S.

Clarifications to the RFP

Offerer’s Proposal

The terms, provisions, representations and warranties contained in the Contract will
survive performance hereunder.

Dispute Resolution and Escalation

In addition to any escalation procedure or problem resolution procedure established in
connection with the delivery of specific Deliverables or Services under this Agreement,
DCIJS and the Prime Contractor shall have recourse to the dispute resolution procedure
described herein. DCJS staff and Prime Contractor staff shall, in good faith and in a
timely manner, attempt to resolve all disputes arising under this Agreement. DCJS and
the Prime Contractor agree to the use of the following procedures should a dispute arise
concerning their rights and responsibilities under this Agreement:

A.

The DCJS Project Manager and Prime Contractor’s Project Manager will be given the
first opportunity to solve the dispute.

If the Project Managers cannot resolve the dispute within five (5) business days from
the date on which the dispute arose, they will refer the dispute, in writing, to the
DCIJS Director of Technical Services and the Prime Contractor’s Client Relationship
Executive. The memo will contain a description of the disputed issue and the date of
event causing the dispute.

If the preceding steps do not lead to an agreement within five (5) business days from
the date on which the dispute arose, the DCJS Deputy Commissioner/CIO or his or
her designee and the Prime Contractor’s Client Director will meet for the final
resolution of the matter. For purposes of this Agreement, “Prime Contractor’s Client
Director” shall mean a member of the Prime Contractor’s corporate management with
supervisory authority over the Client Relationship Executive.

Prime Contractor shall, in conjunction with the reporting requirements set forth
herein, provide DCJS with a written report quarterly of those disputes requiring
action under paragraph C, above. Such report shall include an explanation of how
each such dispute was resolved.

The foregoing dispute resolution procedure, or any determination or equitable

allocation of costs included therein, shall not be deemed to limit either Party’s rights
or remedies under this Agreement.
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5.38 Additional Responsibilities of the Prime Contractor

a.

If the Prime Contractor's proposal includes goods or services provided by another
firm, the Prime Contractor shall assume full responsibility for the delivery,
installation, maintenance and support services of such items offered in the proposal.
The State will contract only with the Prime Contractor. The State shall consider the
Prime Contractor to be the sole contact with regard to all provisions of the Contract.

The Prime Contractor is responsible for meeting all obligations set forth in this RFP
and any resulting Contract, including all exhibits, appendices and addenda, and any
subsequent amendments mutually agreed to in writing between the parties. The
Prime Contractor acknowledges that the Contract is being entered into by the State in
reliance on Prime Contractor’s representations concerning the particular
qualifications, expertise, experience, financial standing and resources, management
expertise and technical expertise of the Prime Contractor and its staff assigned to
provide Services under the Contract.

Throughout the Contract term, in addition to the requirements of the State Finance
Law § 138 (requiring the State’s approval of subcontractors), in the event that there is
a substantial or material change, as defined below, in the ownership or financial
viability of the Prime Contractor, its corporate affiliates, subsidiaries, or divisions, the
Prime Contractor is required to provide notice and details of any such change to the
State in writing immediately when such is first known by Prime Contractor, its
corporate affiliates, subsidiaries or divisions, or subcontractors. “Substantial” or
“material” change shall be defined to include, but not be limited to; sale, acquisitions,
mergers, or takeovers involving the Prime Contractor, its corporate affiliates,
subsidiaries or divisions, or partners that result in a change in the controlling
ownership or assets of such entity after the submission of the Proposal; or entry of an
order for relief under Title 11 of the United States Code; the making of a general
assignment for the benefit of creditors; the appointment of a general receiver or
trustee in bankruptcy of Prime Contractor’s, its corporate affiliates, subsidiaries or
divisions, or partners’ business or property; or action by Prime Contractor, its
corporate affiliates, subsidiaries or divisions, or partners under any state insolvency or
similar law for the purposes of its bankruptcy, reorganization or liquidation; or court-
ordered liquidation against Prime Contractor, its corporate affiliates, subsidiaries or
divisions, or partners. Upon the State’s receipt of such notice, the State shall have
thirty (30) business days from the date of notice to review the information. The Prime
Contractor may not transfer the Contract among corporate affiliates, subsidiaries or
divisions, or partners without the written consent of the State. In addition to any other
remedies available at law or equity, the State shall have the right to prospectively
cancel the Contract, in whole or in part, for cause if it finds that such change
materially and adversely affects the delivery of Services solely determined with
reference to the best interests of the State.

The Prime Contractor shall acquire the prior written approval of the State before it
assigns its right to receive payment under the Contract.
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The Prime Contractor shall notify the State in writing of any changes in the person or
persons authorized to sign amendments to the Contract on behalf of the Prime
Contractor.

The Prime Contractor shall assume sole and complete responsibility for the cost and
timely completion of all activities required under this RFP and any resulting Contract.

The Prime Contractor shall fully cooperate with any other contractors, such as
hardware providers, that may be engaged by the State or User to work on the project.

The Prime Contractor shall disclose the names and addresses of those subcontractors
whose products or services materially contribute to the product or service procured
from the Prime Contractor (see Attachments 32 and 33). The Prime Contractor must
guarantee the work of subcontractors as if it were its own.

Provide a full-time Project Manager dedicated to the SABIS project. The Project
Manager must be fluent in the English language (e.g., listens, speaks, reads, writes,
understands, and comprehends English fluently). This manager will be responsible
for directing the work of the Prime Contractor resources, coordinating and
communicating with the DCJS Project Manager and ensuring the project deliverables
are met according to the Project Plan.

Provide an Account Manager dedicated to the DCJS account. The Account Manager
must be fluent in the English language (e.g., listens, speaks, reads, writes,
understands, and comprehends English fluently). This manager, separate from the
Project Manager, will be responsible for directly interfacing with the Stakeholders of
the SABIS project.

Maintain the continuity of the Prime Contractor team staffing throughout the course
of the implementation phase of the project. DCJS reserves the right to
approve/disapprove changes in Prime Contractor resources. Replacement resources
must have comparable or better skills.

All documentation offered to the Prime Contractor firms to assist in their efforts will
be turned over to the New York State Division of Criminal Justice Services when
their work has been completed. Any documentation created as part of any assignment
is the property of DCJS and will be turned over to DCJS in paper and/or electronic
format at the discretion of DCJS.

New York State Division of Criminal Justice Services
Responsibilities

a. The New York State Division of Criminal Justice Services (DCJS) will assign a
resource to act as the liaison for the agency and as a primary contact for the Prime
Contractor. The DCJS contact will answer all technical and analytical questions
for the Prime Contractor.
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5.40 Extension of Existing Product Line — New Products

a. Until the date of acceptance testing, if technological improvements have been
made to the products available for purchase under this Contract, the Prime
Contractor may propose new products that are an extension of an existing product
line or the “next generation” of an existing product line that meet or exceed the
specification(s) of existing products under this Contract, if the price for the new
product does not exceed:

1. The ceiling price for the product originally offered in the Prime
Contractor’s proposal;
ii.  The current published list price of the replacement product, less any
applicable Government discount; or
iii.  The price at which the replacement product is generally available for
purchase, whichever is lowest.

b. The proposed new product may be subject to benchmark evaluation and all costs
associated with the benchmark evaluation (e.g., transportation, benchmark fee,
etc.) shall be at the Prime Contractor’s expense.

c. Whether or not to accept or reject a proposed new product is entirely within the
discretion of DCJS. If DCJS does not accept a proposed new product, the Prime
Contractor shall continue to be obligated to deliver the original product.

d. If accepted, the addition of the new product will be documented for the
administrative purposes of DCJS by a contract amendment, by adding the new
product to this Contract.

5.41 Partial Invalidity

In the event that any provision of a resulting Contract is declared or found to be illegal,
unenforceable, ineffective or void, then each party shall be relieved of any obligation
arising from such provision. The balance of the Contract shall remain in full force and
effect, if capable of performance.

5.42 Not Employees of the State

The State and the Prime Contractor agree that the Prime Contractor is an independent
contractor, and the Prime Contractor, its agents, officers and employees, in the
performance of this Agreement, shall act in an independent capacity and not as officers or
employees of the State.
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5.45

Waiver

No term or provision of the Agreement shall be deemed waived and no breach excused,
unless such waiver or consent shall be in writing and signed by the Party claimed to have
waived or consented. No consent by a Party to, or waiver of, a breach under the
Agreement shall constitute consent to, a waiver of, or excuse for any other, different or
subsequent breach. The rights, duties and remedies set forth in the Agreement shall be in
addition to, and not in limitation of, rights and obligations otherwise available at law or
equity.

Taxes

Except as otherwise provided by applicable Federal and State law and regulations, the
State shall not be liable for the payment of any taxes under the Contract, however they
are designated, levied, or imposed. Purchases made by the State are exempt from New
York State local sales and use taxes and, with certain exceptions, from Federal excise
taxes. To satisfy the requirements of the New York State Sales and Use Tax Law,
invoices issued by the Prime Contractor pursuant to the Contract shall reference the
Contract in order to be considered sufficient evidence that the sale by Prime Contractor
was made to the State. The State is an exempt organization under Section 1116(a)(1) of
the Tax Law. However, no person, firm, or corporation is exempt from paying the State
Truck Mileage and Unemployment Insurance taxes and other Federal, State and local
taxes to which Prime Contractor is subject. The New York State Registration Number for
the purpose of tax free transactions under the Internal Revenue Code shall be provided to
the Prime Contractor by DCJS. Nothing in this section shall be construed to limit the
obligation of the State to reimburse Prime Contractor for approved expenses, including
valid State and local taxes, under the Contract. Sales tax registration and certification
requirements must be met and documentation must be provided to DCJS by the Prime
Contractor.

Extraneous Terms

New York State Law prohibits the State from awarding a contract based upon material
deviations from the specifications, terms, and conditions set forth in this RFP. Therefore,
extraneous terms and conditions are proposed solely at the Bidder’s risk as they may be
deemed material deviations by the State and may render the Proposal non-responsive,
resulting in its rejection. Proposed additional, supplemental, “or equal,” or alternative
terms (Extraneous Term(s)) may only be considered by the State to the extent that such
Extraneous Term(s) constitute non-material deviations from the requirements set forth in
the RFP. If the Bidder proposes to include Extraneous Terms in its official Proposal, the
Bidder shall meet all of the following requirements:

A. Each proposed Extraneous Term shall be specifically enumerated in a separate
section of the applicable submission (Administrative, Technical, or Financial)
labeled “Additional/Extraneous Terms”; and

B. The “Extraneous Terms” section shall be prepared by the Bidder and may not
include any pre-printed literature or vendor forms;
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5.48

C. The writing shall identify by part, section, and title the particular RFP requirement
(if any) affected by the Extraneous Term; and
D. The Bidder shall specify the proposed Extraneous Term and the reasons therefore.

Only those terms meeting the above requirements (A) through (D) shall be considered as
having been submitted as part of the formal offer. Extraneous Term(s) submitted on
standard, pre-printed forms (including, but not limited to: product literature, order forms,
manufacturer’s license agreements, standard contracts, or other preprinted documents)
that are physically attached or summarily referenced in the Proposal, or that, in the
State’s sole judgment, have not been submitted in compliance with the above
requirements (A) through (D), will not be considered as having been submitted with or
intended to be incorporated as part of the official offer contained in the Proposal, but
rather will be deemed by the State to have been included by Bidder for informational or
promotional purposes only.

Absent the State’s express written acceptance and incorporation of an Extraneous Term,
acceptance and/or processing of the Proposal shall not constitute the State’s acceptance of
Extraneous Term(s) or be deemed a waiver of the State’s rights set forth in this section.

Severability

In the event that one or more of the provisions of the Contract shall for any reason be
declared unenforceable by a court of competent jurisdiction under the laws or regulations
in force, such provision(s) shall have no effect on the validity of the remainder of the
Contract, which shall then be construed as if such unenforceable provision was never
contained in the Contract.

Assignment of Claim

Prime Contractor hereby assigns to the State any and all of its claims for overcharges
associated with the Contract that may arise under the antitrust laws of the United States,
15 U.S.C. Section 1, et seq. and the antitrust laws of the State of New York, G.B.L.
Section 340, et seq.

Notification

Any notice required by or pertaining to the Contract shall be delivered to the other Party
in writing, by certified mail, return receipt requested, addressed to (unless otherwise
specified in the Contract) the recipient Party’s signatory to the Contract or his/her
designee. The date of notice shall be deemed the date of delivery set forth on the return
receipt (the “date of return receipt notice”). Such notice shall be addressed as follows:
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State of New York:

Deputy Commissioner/CIO

State of New York

Division of Criminal Justice Services

4 Tower Place
Albany, NY 12203-3764

With a copy to

Deputy Commissioner and Counsel
Office of Legal Services — Third Floor
State of New York

Division of Criminal Justice Services
4 Tower Place

Albany, NY 12203-3764

Prime Contractor:

Notice to State

The Prime Contractor shall immediately notify the State upon learning of any situation
that can

reasonably be expected to adversely affect the delivery of Services under the Contract. If
such notification is verbal, the Prime Contractor shall submit to the State a written
description of the situation and a recommendation for its resolution within seven (7)
business days of learning of the situation.

Work Outside the Scope of the Contract

The Prime Contractor shall refrain from performing work outside the scope of the
Contract unless such work is authorized by a properly executed written amendment to the
Contract approved by the Comptroller.

Suspension of Work

DCIJS reserves the right to suspend any or all activities under the Contract, at any time, in
the best interests of the State or of DCJS. In the event of such suspension, the Prime
Contractor will be given a formal written notice outlining the particulars of such
suspension. Examples of the reason for such suspension include, but are not limited to, a
budget freeze on State spending, declaration of emergency, or other such circumstances.
Upon issuance of such notice, the Prime Contractor shall comply with the suspension
order. Activity may resume at such time as DCJS issues a formal written notice
authorizing a resumption of work.
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General Provision as to Remedies

The parties may exercise their respective rights and remedies at any time, in any order, to
any extent, and as often as deemed advisable, without regard to whether the exercise of
one right or remedy precedes, concurs with or succeeds the exercise of another. A single
or partial exercise of a remedy shall not preclude a further exercise of the right or remedy
or the exercise of another right or remedy from time to time. No delay or omission in
exercising a right or remedy, or delay, inaction, or waiver of any event of default, shall
exhaust or impair the right or remedy or constitute a waiver of, or acquiescence to, an
event otherwise constituting a breach or default under this Contract.

In addition to any other remedies available to DCJS under the Contract, DCJS has
additional remedies that may include, but are not limited to, the following:

A. The right for DCJS to withhold payment of some or all of the amounts due and owed
under the Contract until Prime Contractor’s performance is brought within the specified
parameters.

B. The application of credits against amounts due and owed by DCJS under the
Contract.

C. Initiation of a draft on the Standby Letter of Credit by DCJS for any amount declared
by DCJS to be due and owing pursuant to the terms of the Contract or the failure to
perform thereunder.

Liquidated Damages

The existing SAFIS system in operation at DCJS has reached the end of its useful life.
The existing system serves the Fingerprint processing, database and search requirements
of law enforcement agencies throughout New York State, and additionally serves the
Federal Bureau of Investigation and other national and international law enforcement
agencies and governmental users with whom New York State partners.

In addition to the criminal applications, the existing SAFIS system also serves the State’s
civil fingerprint requirements, for example the screening of teacher and other applicants.

Because the existing SAFIS system serves law enforcement and is a public safety system
its failure or degradation will result in damages that are impossible to calculate.
Damages include but are not limited to loss of life of law enforcement and civilian
personnel, failure to identify sex offenders, inmates and other persons of interest to law
enforcement, and violation of civil rights of individuals.

Because the current system has reached the end of its useful life, DCJS is making
provision for its replacement through this procurement and must ensure that the
replacement SABIS is timely completed, performs as specified, that the database
conversion is executed with the required degree of accuracy and that the transition
between the legacy SAFIS system and the SABIS replacement occurs on time and
without incident.
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Prime Contractor’s failure to deliver or install individual project deliverables within time
frames agreed to by the parties or providing timely but unacceptable deliveries will cause
incalculable damage to DCJS and its law enforcement partners and to the citizens which
will be impacted by such failure.

The Prime Contractor must agree that in the event that it fails to deliver and install its
SABIS system and complete acceptance testing by thirty months following the date on
which the Comptroller approves the contract shall subject Prime Contractor to liquidated
damages in the amount of one (1.00%) percent of the contract value of the late
deliverable per day for each day that receipt is delayed over the stated time frame, up to
the value of the contracted price of the SABIS.

These liquidated damages are not a penalty, but shall be in lieu of certain other remedies
and may be deducted from payments due or to become due to the Offerer, and may be
assessed against the Prime Contractor’s Letter of Credit. However, notwithstanding a
determination to assess liquidated damages, DCJS may elect to determine that a Prime
Contractor is in substantial breach of the contract and terminate the contract completely,
and elect to sue for all damages which DCJS has incurred; in such case the Prime
Contractor shall receive a credit for any liquidated damages it shall have paid prior to
termination.

In the event that the Prime Contractor has failed to deliver and install its SABIS system
and complete acceptance testing by thirty months following the date on which the
Comptroller approves the contract, DCJS shall give the Prime Contractor written notice
of the intent to assess such damages and thirty (30) days opportunity to cure before the
liquidated amount will be assessed against the Prime Contractor.

This provision shall not apply to the extent or for any periods where the DCJS or a force
majeure is the cause of such delay.

Extension of Use — OGS Uplift

Any contract resulting from this bid solicitation shall contain a provision that grants the
option to allow additional State or governmental agencies to purchase from the Prime
Contractor under the terms and conditions of the contract. Political subdivisions and
other authorized entities within each participating State or governmental jurisdiction may
also participate in any resultant contract if such State normally allows participation by
such entities. New York State reserves the right to negotiate additional discounts based
on any increased volume generated by such extensions.

Foreign Nationals

The Federal Immigration Reform and Control Act, as amended, (8 USC section 1324a et

al) obligates employers, such as the Prime Contractors, to verify that all its employees are
legally entitled to work in the United States. In order to verify that an individual is not an
unauthorized alien, DCJS reserve the right to request legally mandated Prime Contractor-
help documentation attesting to the legal entitlement to work in the United States for each
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consultant assigned work under any contract awarded. In according with such law, DCJS
and its Authorized Users do not discriminate against individuals on the basis of national
origin or citizenship.

Headings Have No Legal Significance

Headings, the Table of Contents and the Glossary included within this document have no
legal or factual significance, are provided for the convenience of the reader and may not
be otherwise relied on.

Penalties for Non Performance

Attachment 14 Section D sets forth the States mandatory base system requirements for
High Availability of the Proposed Solution which the Offerer as Prime Contractor is
required to meet throughout the term of the Contract and applicable extensions. Failure
to meet each of the requirements will result in penalties for non performance in addition
to any other available remedy available to the State under the terms of this RFP and
resulting Contract. DCJS requirements and the penalty for failure to perform are set forth
below. The Offerer is proposing a solution that meets the public safety requirements of
the State. Because the SAFIS system is a public safety system which serves law
enforcement its failure or degradation will result in damages that are impossible to
calculate. Damages include but are not limited to loss of life of law enforcement and
civilian personnel, failure to identify sex offenders, inmates and other persons of interest
to law enforcement, and violation of civil rights of individuals. Additional pecuniary
damages will result from DCIJS securing or attempting to secure replacement services for
the period in which the Prime Contractor fails to perform, although such alternatives are
not capable of providing adequate cover and cannot completely mitigate the risk
associated with the Prime Contractor’s failure to perform.

Attachment 14 — D.1 System Availability Requirement:
(Also note reporting requirements at 3.1C (37) and 3.1C(38))

DCIJS’ central site and the NYPD site operate on a 24x7x365 schedule. Therefore, DCJS
requires minimal or no downtime and expects monthly system availability of at least
99.5% for SABIS processing with no single downtime of greater than 90 minutes
duration. System availability refers to DCJS’ ability to fully process, identify, and
respond to Tenprint and Latent search requests with the throughput as stated in the
requirements Section 3.1.C. Therefore, downtime may not exceed .5% of the time in a
month, and downtime refers to any system component (software or hardware) that is not
fully operational and negatively affects system availability. Downtime includes
scheduled and unscheduled unavailability of the SABIS
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Penalty for non compliance with System Availability requirement:

Offerer affirms its understanding and agreement that it is proposing the logistics support
plan required by section Attachment 14 - D1 to support the State’s continuing public
safety requirements for system support and resolution and response times and that if
Offerer as Prime Contractor fails to meet the time requirements set forth herein including
but not limited to monthly system availability of at least 99.5% for SABIS processing
with no single downtime of greater than 90 minutes duration and downtime not
exceeding 0.5% of the time in a month that because of the resulting unavailability or out
of specification operation of the SABIS system that DCJS will fail to meet its public
safety requirements. For every thirty minute period by which system unavailability
exceeds the specified 90 minute maximum requirement that the system continues to be
unavailable the parties agree that Prime Contractor shall pay on demand to DCJS or
DCIJS may at its sole option recover by initiating a draft on the Letter of Credit required
under the terms of this RFP or by setoff against any amount then due and owing from the
State to Prime Contractor the amount of $5,000 for each thirty minutes or part of a thirty
minute period that the system remains down. The amount due will be computed by thirty
minute increments or part thereof with no proration until the system has been restored to
operation. Amounts due hereunder shall be in addition to any other amount due DCJS.

Attachment 14 — D.2 Support Response Time Requirement:
(Also note reporting requirements at 3.1C (37) and 3.1C(38))

1. Central and regional sites’ support. At a minimum, the DCJS central site and
NYPD sites, shall have 24x7x365 support at the highest priority support response time.
NYS DOCS and Other Latent Regional Sites shall have support for the hours of operation
for the particular site.

2. Support response times. At a maximum 1 hour initial response is necessary for
any priority issue (a priority issue is any issue that affects identification response times).

Support response times, at a maximum 4 hour initial response to any Latent Regional Site
(or at the beginning of next operational time, if there are not 4 hours left in the site’s
operational day).

Penalty for non compliance with System Availability requirement:

Offerer affirms its understanding and agreement that it is proposing the logistics support
plan required by section Attachment 14 - D2 to support the State’s continuing public
safety requirements for system support and resolution and response times and that if
Offerer as Prime Contractor fails to meet the time requirements set forth herein including
but not limited to System Problem Management and Support Response time that because
of the resulting unavailability or out of specification operation of the SABIS system that
DCIJS will fail to complete its public safety operations. For each hour beyond the
specified maximum herein that Offer as Prime Contractor fails to complete the actions
required by this section the parties agree that Prime Contractor shall pay to DCJS or
DCJS may at its sole option recover by initiating a draft on the Letter of Credit required
under the terms of this RFP or by setoff against any amount then due and owing from the
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State to Prime Contractor the amount of $5,000 for each hour or part of hour beyond the
time required herein which passes until the System Problem, Failure to deliver parts and
support response time has been resolved. Partial hours shall be prorated to the nearest
half hour. Amounts due hereunder shall be in addition to any other amount due DCJS.

Attachment 14 — D.2 Support Satisfaction Requirement:

During the Term, the Prime Contractor shall develop and administer a DCJS-approved
quarterly satisfaction survey of critical DCJS end users, support and management
personnel.

Penalty for non compliance with System Availability requirement:

If the result of a quarterly survey is a rating of ‘unsatisfactory’ or worse, DCJS shall
withhold future maintenance payments until such time that the underlying issues for the
‘unsatisfactory’ rating have been resolved to the satisfaction of DCJS. The amount of
payment to be withheld shall be prorated on a per diem basis on a 365 day year. Partial
days shall count as whole days.

Appendix C - System Accuracy:
(Also note reporting requirements at 3.1C(38))

In addition to the requirements of Appendix C(II)A and Appendix C(II)D which provide
that scheduled accuracy testing shall occur on a weekly basis and all other requirements
of this RFP respecting system accuracy, DCJS may at its option at any time when it
becomes aware of or in its sole discretion has cause to question whether the system is
performing consistent with the accuracy requirements of this RFP. In the event that any
scheduled or unscheduled testing indicates that the SABIS system is not in compliance
with the accuracy requirements, the party becoming aware of the accuracy issue shall
advise the other and the Prime Contractor shall immediately initiate action to 1. Correct
the situation, 2. Ascertain and identify transactions which have or may have been
impacted by the failure of the system to meet the accuracy requirements, 3. Immediately
with consultation with DCJS develop and implement action necessary to correct the
problem and to correct or reprocess all transactions which were impacted, and 4. Verify
the integrity of all data and transactions which were processed by the system during the
period in which DCJS determines in consultation with the Prime Contractor could have
been impacted by the circumstances which gave rise to or appear to have caused the
failure to comply with the accuracy requirements of this RFP and any resulting contract.

Penalty for non compliance with System Accuracy requirements:

Offerer affirms its understanding and agreement that it is proposing a system and solution
including maintenance and procedures to ensure that the accuracy requirements of this
RFP and Contract are met and Offerer understands that System Accuracy is a critical
component of the State’s continuing public safety requirements for the SABIS system. If
Offerer as Prime Contractor fails to meet the accuracy requirements set forth herein
whether such failure is discovered by the Prime Contractor or by DCJS from whatever
source, that the Prime Contractor has an affirmative requirement to immediately disclose
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such failure to DCJS and to initiate corrective action to repair the cause and rehabilitate
the accuracy of transactions which were impacted as defined above. For each hour from
the time of the first report or disclosure of the problem concerning accuracy until the
problem has been verified by DCJS as having been corrected by the Prime Contractor and
all impacted records have been rehabilitated or reprocessed, the Prime Contractor shall
pay to DCJS or DCJS may at its sole option recover by initiating a draft on the Standby
Letter of Credit required to be maintained under the terms of this RFP or by setoff against
any amount then due and owing from the State to Prime Contractor the amount of ten
percent of the total maintenance charges due to the Prime Contractor for the month in
which the problem occurred without limitation as to amount. In the event that a second
and subsequent accuracy problem occurs within the next thirty calendar days of the first
problem, the hourly amount to be paid hereunder shall increase to twenty percent without
limitation as to amount for each hour or part of hour until resolution as required herein.
Amounts due to DCJS hereunder shall be in addition to any other amount due DCJS and
shall be prorated to the next nearest half hour.
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STANDARD CLAUSES FOR NYS CONTRACTS

The parties to the attached contract, license, lease, amendment or
other agreement of any kind (hereinafter, "the contract" or "this
contract") agree to be bound by the following clauses which are hereby
made a part of the contract (the word "Contractor" herein refers to any
party other than the State, whether a contractor, licenser, licensee, lessor,
lessee or any other party):

1. EXECUTORY CLAUSE. In accordance with Section 41 of the
State Finance Law, the State shall have no liability under this contract to
the Contractor or to anyone else beyond funds appropriated and
available for this contract.

2. NON-ASSIGNMENT CLAUSE. In accordance with Section 138 of
the State Finance Law, this contract may not be assigned by the
Contractor or its right, title or interest therein assigned, transferred,
conveyed, sublet or otherwise disposed of without the previous consent,
in writing, of the State and any attempts to assign the contract without
the State's written consent are null and void. The Contractor may,
however, assign its right to receive payment without the State's prior
written consent unless this contract concerns Certificates of Participation
pursuant to Article 5-A of the State Finance Law.

3. COMPTROLLER'S APPROVAL. In accordance with Section 112
of the State Finance Law (or, if this contract is with the State University
or City University of New York, Section 355 or Section 6218 of the
Education Law), if this contract exceeds $50,000 (or the minimum
thresholds agreed to by the Office of the State Comptroller for certain
S.UN.Y. and C.U.N.Y. contracts), or if this is an amendment for any
amount to a contract which, as so amended, exceeds said statutory
amount, or if, by this contract, the State agrees to give something other
than money when the value or reasonably estimated value of such
consideration exceeds $10,000, it shall not be valid, effective or binding
upon the State until it has been approved by the State Comptroller and
filed in his office. Comptroller's approval of contracts let by the Office
of General Services is required when such contracts exceed $85,000
(State Finance Law Section 163.6.a).

4. WORKERS' COMPENSATION BENEFITS. In accordance with
Section 142 of the State Finance Law, this contract shall be void and of
no force and effect unless the Contractor shall provide and maintain
coverage during the life of this contract for the benefit of such
employees as are required to be covered by the provisions of the
Workers' Compensation Law.

5. NON-DISCRIMINATION REQUIREMENTS. To the extent
required by Article 15 of the Executive Law (also known as the Human
Rights Law) and all other State and Federal statutory and constitutional
non-discrimination provisions, the Contractor will not discriminate
against any employee or applicant for employment because of race,
creed, color, sex, national origin, sexual orientation, age, disability,
genetic predisposition or carrier status, or marital status. Furthermore,
in accordance with Section 220-¢ of the Labor Law, if this is a contract
for the construction, alteration or repair of any public building or public
work or for the manufacture, sale or distribution of materials, equipment
or supplies, and to the extent that this contract shall be performed within
the State of New York, Contractor agrees that neither it nor its
subcontractors shall, by reason of race, creed, color, disability, sex, or
national origin: (a) discriminate in hiring against any New York State
citizen who is qualified and available to perform the work; or (b)
discriminate against or intimidate any employee hired for the
performance of work under this contract. If this is a building service
contract as defined in Section 230 of the Labor Law, then, in accordance
with Section 239 thereof, Contractor agrees that neither it nor its
subcontractors shall by reason of race, creed, color, national origin, age,
sex or disability: (a) discriminate in hiring against any New York State
citizen who is qualified and available to perform the work; or (b)
discriminate against or intimidate any employee hired for the
performance of work under this contract. Contractor is subject to fines
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of $50.00 per person per day for any violation of Section 220-¢ or
Section 239 as well as possible termination of this contract and
forfeiture of all moneys due hereunder for a second or subsequent

violation.

6. WAGE AND HOURS PROVISIONS. If this is a public work
contract covered by Article 8 of the Labor Law or a building service
contract covered by Article 9 thereof, neither Contractor's employees
nor the employees of its subcontractors may be required or permitted to
work more than the number of hours or days stated in said statutes,
except as otherwise provided in the Labor Law and as set forth in
prevailing wage and supplement schedules issued by the State Labor
Department. Furthermore, Contractor and its subcontractors must pay at
least the prevailing wage rate and pay or provide the prevailing
supplements, including the premium rates for overtime pay, as
determined by the State Labor Department in accordance with the Labor
Law.

7. NON-COLLUSIVE BIDDING CERTIFICATION. In accordance
with Section 139-d of the State Finance Law, if this contract was
awarded based upon the submission of bids, Contractor affirms, under
penalty of perjury, that its bid was arrived at independently and without
collusion aimed at restricting competition. Contractor further affirms
that, at the time Contractor submitted its bid, an authorized and
responsible person executed and delivered to the State a non-collusive
bidding certification on Contractor's behalf.

8. INTERNATIONAL BOYCOTT PROHIBITION. In accordance
with Section 220-f of the Labor Law and Section 139-h of the State
Finance Law, if this contract exceeds $5,000, the Contractor agrees, as a
material condition of the contract, that neither the Contractor nor any
substantially owned or affiliated person, firm, partnership or corporation
has participated, is participating, or shall participate in an international
boycott in violation of the federal Export Administration Act of 1979
(50 USC App. Sections 2401 et seq.) or regulations thereunder. If such
Contractor, or any of the aforesaid affiliates of Contractor, is convicted
or is otherwise found to have violated said laws or regulations upon the
final determination of the United States Commerce Department or any
other appropriate agency of the United States subsequent to the
contract's execution, such contract, amendment or modification thereto
shall be rendered forfeit and void. The Contractor shall so notify the
State Comptroller within five (5) business days of such conviction,
determination or disposition of appeal (2NYCRR 105.4).

9. SET-OFF RIGHTS. The State shall have all of its common law,
equitable and statutory rights of set-off. These rights shall include, but
not be limited to, the State's option to withhold for the purposes of set-
off any moneys due to the Contractor under this contract up to any
amounts due and owing to the State with regard to this contract, any
other contract with any State department or agency, including any
contract for a term commencing prior to the term of this contract, plus
any amounts due and owing to the State for any other reason including,
without limitation, tax delinquencies, fee delinquencies or monetary
penalties relative thereto. The State shall exercise its set-off rights in
accordance with normal State practices including, in cases of set-off
pursuant to an audit, the finalization of such audit by the State agency,
its representatives, or the State Comptroller.

10. RECORDS. The Contractor shall establish and maintain complete
and accurate books, records, documents, accounts and other evidence
directly pertinent to performance under this contract (hereinafter,
collectively, "the Records"). The Records must be kept for the balance
of the calendar year in which they were made and for six (6) additional
years thereafter. The State Comptroller, the Attorney General and any
other person or entity authorized to conduct an examination, as well as
the agency or agencies involved in this contract, shall have access to the
Records during normal business hours at an office of the Contractor
within the State of New York or, if no such office is available, at a
mutually agreeable and reasonable venue within the State, for the term
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specified above for the purposes of inspection, auditing and copying.
The State shall take reasonable steps to protect from public disclosure
any of the Records which are exempt from disclosure under Section 87
of the Public Officers Law (the "Statute") provided that: (i) the
Contractor shall timely inform an appropriate State official, in writing,
that said records should not be disclosed; and (ii) said records shall be
sufficiently identified; and (iii) designation of said records as exempt
under the Statute is reasonable. Nothing contained herein shall
diminish, or in any way adversely affect, the State's right to discovery in
any pending or future litigation.

11. IDENTIFYING INFORMATION AND PRIVACY
NOTIFICATION. (a) FEDERAL EMPLOYER IDENTIFICATION
NUMBER and/or FEDERAL SOCIAL SECURITY NUMBER. All
invoices or New York State standard vouchers submitted for payment
for the sale of goods or services or the lease of real or personal property
to a New York State agency must include the payee's identification
number, i.e., the seller's or lessor's identification number. The number is
either the payee's Federal employer identification number or Federal
social security number, or both such numbers when the payee has both
such numbers. Failure to include this number or numbers may delay
payment. Where the payee does not have such number or numbers, the
payee, on its invoice or New York State standard voucher, must give the
reason or reasons why the payee does not have such number or numbers.

(b) PRIVACY NOTIFICATION. (1) The authority to request the
above personal information from a seller of goods or services or a lessor
of real or personal property, and the authority to maintain such
information, is found in Section 5 of the State Tax Law. Disclosure of
this information by the seller or lessor to the State is mandatory. The
principal purpose for which the information is collected is to enable the

State to identify individuals, businesses and others who have been
delinquent in filing tax returns or may have understated their tax
liabilities and to generally identify persons affected by the taxes
administered by the Commissioner of Taxation and Finance. The
information will be used for tax administration purposes and for any
other purpose authorized by law.

(2) The personal information is requested by the purchasing unit of the
agency contracting to purchase the goods or services or lease the real or
personal property covered by this contract or lease. The information is
maintained in New York State's Central Accounting System by the
Director of Accounting Operations, Office of the State Comptroller, 110
State Street, Albany, New York 12236.

12. EQUAL EMPLOYMENT OPPORTUNITIES FOR
MINORITIES AND WOMEN. In accordance with Section 312 of the
Executive Law, if this contract is: (i) a written agreement or purchase
order instrument, providing for a total expenditure in excess of
$25,000.00, whereby a contracting agency is committed to expend or
does expend funds in return for labor, services, supplies, equipment,
materials or any combination of the foregoing, to be performed for, or
rendered or furnished to the contracting agency; or (ii) a written
agreement in excess of $100,000.00 whereby a contracting agency is
committed to expend or does expend funds for the acquisition,
construction, demolition, replacement, major repair or renovation of real
property and improvements thereon; or (iii) a written agreement in
excess of $100,000.00 whereby the owner of a State assisted housing
project is committed to expend or does expend funds for the acquisition,
construction, demolition, replacement, major repair or renovation of real
property and improvements thereon for such project, then:

(a) The Contractor will not discriminate against employees or
applicants for employment because of race, creed, color, national origin,
sex, age, disability or marital status, and will undertake or continue
existing programs of affirmative action to ensure that minority group
members and women are afforded equal employment opportunities
without discrimination. Affirmative action shall mean recruitment,
employment, job assignment, promotion, upgradings, demotion,
transfer, layoff, or termination and rates of pay or other forms of
compensation;
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(b) at the request of the contracting agency, the Contractor shall request
each employment agency, labor union, or authorized representative of
workers with which it has a collective bargaining or other agreement or
understanding, to furnish a written statement that such employment
agency, labor union or representative will not discriminate on the basis
of race, creed, color, national origin, sex, age, disability or marital status
and that such union or representative will affirmatively cooperate in the
implementation of the contractor's obligations herein; and

(c) the Contractor shall state, in all solicitations or advertisements for
employees, that, in the performance of the State contract, all qualified
applicants will be afforded equal employment opportunities without
discrimination because of race, creed, color, national origin, sex, age,
disability or marital status.

Contractor will include the provisions of "a", "b", and "c" above, in
every subcontract over $25,000.00 for the construction, demolition,
replacement, major repair, renovation, planning or design of real
property and improvements thereon (the "Work") except where the
Work is for the beneficial use of the Contractor. Section 312 does not
apply to: (i) work, goods or services unrelated to this contract; or (ii)
employment outside New York State; or (iii) banking services,
insurance policies or the sale of securities. The State shall consider
compliance by a contractor or subcontractor with the requirements of
any federal law concerning equal employment opportunity which
effectuates the purpose of this section. The contracting agency shall
determine whether the imposition of the requirements of the provisions
hereof duplicate or conflict with any such federal law and if such
duplication or conflict exists, the contracting agency shall waive the
applicability of Section 312 to the extent of such duplication or conflict.
Contractor will comply with all duly promulgated and lawful rules and
regulations of the Governor's Office of Minority and Women's Business
Development pertaining hereto.

13. CONFLICTING TERMS. In the event of a conflict between the
terms of the contract (including any and all attachments thereto and
amendments thereof) and the terms of this Appendix A, the terms of this
Appendix A shall control.

14. GOVERNING LAW. This contract shall be governed by the laws
of the State of New York except where the Federal supremacy clause
requires otherwise.

15. LATE PAYMENT. Timeliness of payment and any interest to be
paid to Contractor for late payment shall be governed by Article 11-A of
the State Finance Law to the extent required by law.

16. NO ARBITRATION. Disputes involving this contract, including
the breach or alleged breach thereof, may not be submitted to binding
arbitration (except where statutorily authorized), but must, instead, be
heard in a court of competent jurisdiction of the State of New York.

17. SERVICE OF PROCESS. In addition to the methods of service
allowed by the State Civil Practice Law & Rules ("CPLR"), Contractor
hereby consents to service of process upon it by registered or certified
mail, return receipt requested. Service hereunder shall be complete
upon Contractor's actual receipt of process or upon the State's receipt of
the return thereof by the United States Postal Service as refused or
undeliverable. Contractor must promptly notify the State, in writing, of
each and every change of address to which service of process can be
made. Service by the State to the last known address shall be sufficient.
Contractor will have thirty (30) calendar days after service hereunder is
complete in which to respond.

18. PROHIBITION ON PURCHASE OF TROPICAL
HARDWOODS. The Contractor certifies and warrants that all wood
products to be used under this contract award will be in accordance with,
but not limited to, the specifications and provisions of State Finance
Law §165. (Use of Tropical Hardwoods) which prohibits purchase and
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use of tropical hardwoods, unless specifically exempted, by the State or
any governmental agency or political subdivision or public benefit
corporation. Qualification for an exemption under this law will be the
responsibility of the contractor to establish to meet with the approval of
the State.

In addition, when any portion of this contract involving the use of
woods, whether supply or installation, is to be performed by any
subcontractor, the prime Contractor will indicate and certify in the
submitted bid proposal that the subcontractor has been informed and is
in compliance with specifications and provisions regarding use of
tropical hardwoods as detailed in §165 State Finance Law. Any such use
must meet with the approval of the State; otherwise, the bid may not be
considered responsive. Under bidder certifications, proof of qualification
for exemption will be the responsibility of the Contractor to meet with
the approval of the State.

19. MACBRIDE FAIR EMPLOYMENT PRINCIPLES. In
accordance with the MacBride Fair Employment Principles (Chapter
807 of the Laws of 1992), the Contractor hereby stipulates that the
Contractor either (a) has no business operations in Northern Ireland, or
(b) shall take lawful steps in good faith to conduct any business
operations in Northern Ireland in accordance with the MacBride Fair
Employment Principles (as described in Section 165 of the New York
State Finance Law), and shall permit independent monitoring of
compliance with such principles.

20. OMNIBUS PROCUREMENT ACT OF 1992. 1t is the policy of
New York State to maximize opportunities for the participation of New
York State business enterprises, including minority and women-owned
business enterprises as bidders, subcontractors and suppliers on its
procurement contracts.

Information on the availability of New York State subcontractors and
suppliers is available from:

NYS Department of Economic Development
Division for Small Business

30 South Pearl St -- 7" Floor

Albany, New York 12245

Telephone: 518-292-5220

Fax: 518-292-5884
http://www.empire.state.ny.us

A directory of certified minority and women-owned business enterprises
is available from:

NYS Department of Economic Development

Division of Minority and Women's Business Development
30 South Pearl St -- 2nd Floor

Albany, New York 12245

Telephone: 518-292-5250

Fax: 518-292-5803

http://www.empire.state.ny.us

The Omnibus Procurement Act of 1992 requires that by signing this bid
proposal or contract, as applicable, Contractors certify that whenever the
total bid amount is greater than $1 million:

(a) The Contractor has made reasonable efforts to encourage the
participation of New York State Business Enterprises as suppliers and
subcontractors, including certified minority and women-owned business
enterprises, on this project, and has retained the documentation of these
efforts to be provided upon request to the State;

(b) The Contractor has complied with the Federal Equal Opportunity Act
of 1972 (P.L. 92-261), as amended;

(c) The Contractor agrees to make reasonable efforts to provide
notification to New York State residents of employment opportunities
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on this project through listing any such positions with the Job Service
Division of the New York State Department of Labor, or providing such
notification in such manner as is consistent with existing collective
bargaining contracts or agreements. The Contractor agrees to document
these efforts and to provide said documentation to the State upon
request; and

(d) The Contractor acknowledges notice that the State may seek to obtain
offset credits from foreign countries as a result of this contract and
agrees to cooperate with the State in these efforts.

21. RECIPROCITY AND SANCTIONS PROVISIONS. Bidders are
hereby notified that if their principal place of business is located in a
country, nation, province, state or political subdivision that penalizes
New York State vendors, and if the goods or services they offer will be
substantially produced or performed outside New York State, the
Omnibus Procurement Act 1994 and 2000 amendments (Chapter 684
and Chapter 383, respectively) require that they be denied contracts
which they would otherwise obtain. NOTE: As of May 15, 2002, the
list of discriminatory jurisdictions subject to this provision includes the
states of South Carolina, Alaska, West Virginia, Wyoming, Louisiana
and Hawaii. Contact NYS Department of Economic Development for a
current list of jurisdictions subject to this provision.

22. PURCHASES OF APPAREL. In accordance with State Finance
Law 162 (4-a), the State shall not purchase any apparel from any vendor
unable or unwilling to certify that: (i) such apparel was manufactured in
compliance with all applicable labor and occupational safety laws,
including, but not limited to, child labor laws, wage and hours laws and
workplace safety laws, and (ii) vendor will supply, with its bid (or, if
not a bid situation, prior to or at the time of signing a contract with the
State), if known, the names and addresses of each subcontractor and a
list of all manufacturing plants to be utilized by the bidder.

June, 2006
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Appendix B

Conversion Plan Requirements

l. Background

A. The primary goal of the SABIS conversion process is to establish the highest quality
fingerprint and palm print target databases possible. In order to accomplish this,
DCIS intends that the conversion process will utilize digital finger and palm print
images stored on various electronic databases and files to populate the new SABIS
target databases. Conversion of paper-based fingerprint or palm print records will be
used only if they are required to correct errors or problems encountered during
conversion. DCJS maintains hardcopy cards for all retained status criminal and
civil fingerprint submissions.

B. All conversion activities shall be conducted within the Continental United States.
Under no circumstances shall DCJS’ data be transferred in any form to a location
outside of the Continental United States.

C. All electronic Tenprint fingerprint images maintained by DCJS, and organized by
NYSID Number and Transaction ID (TCN), shall be converted. All electronic
Latent fingerprint images maintained by DCJS, and organized by Case Number and
Image ID, shall be converted. NYPD’s Known Palm Print images and its Unsolved
Palm Print database shall be converted. The electronic Tenprint and Latent
fingerprint images on the Archive Database at DCJS consist of;

1. Approximately 3.2 million Tenprint criminal fingerprint submissions, each
containing ten rolled images. There are no corresponding plain images for
these records.

2. Approximately 1.1 million Tenprint criminal fingerprint submissions, each
containing ten rolled images and four plain, unsegmented images. The
vendor shall be responsible for proper orientation, cropping and
segmentation of these images.

3. Approximately 1.925 million Tenprint civil fingerprint submissions, each
consisting of ten rolled and four plain, unsegmented images. The vendor
shall be responsible for proper orientation, cropping and segmentation of
these images.

4. Approximately 4.5 million individual subject sets of fingerprint records,
each containing up to two rolled images of the index fingers. This number
represents the total number of people for whom DCJS has a fingerprint
record that contains at least one digital fingerprint image.

5. Approximately 120,000 unsolved Latent fingerprint images. These images
shall be converted preserving their previously assigned encodings. The
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converted records shall contain both the previously assigned encodings and
the Vendor’s new encodings. Both encodings shall be distinguishable and,
thereby, will create 240,000 search feature sets (i.e., encoding).

6. Approximately 2.8 million known digital palm print images will be provided
to DCJS via electronic file from the New York City Police Department
(NYPD). These digital images must be encoded and loaded to the new
corresponding SABIS target database by the Vendor. Each palm print record
has an associated NYSID number. There are 4 palm print images per record
consisting of left/right full and writers palm prints. The vendor may convert
these records to a new SABIS database in parallel with Tenprint and Latent
fingerprint conversion; however, palm print conversion shall not impede or
otherwise prolong either the conversion of Tenprint and Latent fingerprint
images or the implementation of their corresponding production systems.

7. Approximately 97,000 Unsolved Palm Print images representing
approximately 6,000 palm print cases will be provided by NYPD. These
images shall be converted and loaded to the new corresponding SABIS
target database by the Vendor. Palm Print conversion shall not impede or
otherwise prolong either the conversion of Tenprint and Latent fingerprint
images or the implementation of their corresponding production systems.

D. All palm information to be converted will be in NIST format. Tenprint images
for approximately 7.7 million individuals will be in NIST format. Tenprint
images for the remaining estimated 1,000,000 individuals and 2,025,000
additional events will not be in NIST format; the format will be negotiated with
the Prime Contractor following contract approval.

E. The new target databases for SABIS created through conversion shall consist of:

1. A Tenprint fingerprint database that shall be used for Tenprint to Tenprint
and Latent to Tenprint processing. This database shall consist of a composite
of the best 20 rolled and plain images for each NYSID, and up to two sets of
the most recent fingerprint events (Multiple Registration Events - MREs) of
rolled and plain images, if available, for the NYSID. It must be understood
by the Vendor that all 20 fingerprint images are not available for all NYSIDs
or for all events within a NYSID. The conversion process shall use as many
of the electronic Tenprint fingerprint images described in C. above in order
to construct a high quality composite set of fingerprints for each NYSID and
for MRE selection when such is applicable.

2. An Unsolved Latent fingerprint database that shall be used to store unsolved
latent fingerprint images, and for Tenprint to Latent searches.

3. A known Palm Print Database that shall be used to search latent palm print

images. This database shall consist of a composite of high quality palm print
images.
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4. Anunsolved Latent Palm Print database that shall be used to store unsolved
latent palm print images, and for known to latent palm print searches.

F. Electronic finger and palm print images are in WSQ compression format, and shall
be converted and single fingerprint/palm print images shall be stored without
recompression. All converted records shall be compliant with FBI, ANSI/NIST and
open standards for record exchange between systems, particularly minutiae
exchange.

Il. Data Conversion

A. Tenprint Target Database

In order to create the SABIS Tenprint target database, the Vendor shall convert the
following alphanumeric data fields from the current DCJS Archive and CCH
databases along with the images and data (see Appendix J, Table 1.b for field

formats):
Field Name Source (Archive/CCH)
NYSID Archive
TCN Archive
Transaction Source CCH
Patterns CCH
Sex CCH
Crime Group CCH
Crime Category CCH
Race CCH
High/Low YOB CCH
Latent Search Ineligible Indicator CCH
Geographic County/Region CCH
Creation Date Archive
Last Date Updated Archive

B. Unsolved Latent Fingerprint Database

In order to create the SABIS Unsolved Latent Fingerprint database, all descriptor
data and images shall be converted from the existing Archive database. The
associated case data related to the images in the current ULFD are:

Field Name Source Field Format
(Archive/CCH)
Type | Occur | Size: Format/
min/max | examples
Case Number Archive AN 1 15 6N1A3NSN
Latent Search ID Archive Case # and
Latent Image
ID
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Creation Date Archive N 1 19 MM/DD/YY
Crime Type Archive AN 0/12 1/12 09,11,16
Crime Date Archive N 1 19 MM/DD/YY
Last Modified Date Archive N 1 19 MM/DD/YY
Expiration Date Archive N 1 19 MM/DD/YY
Contributor ORI Archive AN 1 9 100001H
Month/Year Archive N 1 9 308

County Code Archive AN 2 2 65

Search Region Archive AN 1 1 L

Crime Group Archive AN | 0/12 1/12 00

Actual Crime Archive AN 1/32 1/12 21

Search Reason Archive N 1 1/2 0

Incident Number Archive AN 1 0/12 08-123
Number of Lifts Archive AN 1/30 2/2 10

Latent Image ID Archive AN 1/30 2/2 01

Finger Position Archive N 0/10 0/1 0-9

Pattern Archive A 0/3 1 W

Race Archive A 1 1 W

Sex Archive A 1 1 M

Age Archive N 0/1 2/3 21

Age Difference/Tolerance | Archive N 0/1 2/2 +/- 05
Latent Print Examiner ID | Archive AN 1 2/12 CC0001
(owner)

Latent Print Archive N 1 0/112 98
Characteristics (# of

minutiae)

C. Control File

DCIS is positioned to provide the Vendor with a control file for processing the
DCIJS Archive System records for one of two purposes:

1. File that includes the NYSID, TransactionID (TCN) and textual data for use
by the Vendor to select the set of images to represent a single, most current
record for the individual in the SABIS. Later, the Vendor can apply any
additional events and sets of images for an individual.
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2. File that includes the NYSID and textual data for all events and sets of
images for an individual for use by the Vendor to determine and update the
composite set of images and two most recent sets of images and data (MREs
must always contain the most recent prints).

lll.  Conversion Plan Response Requirements

The Vendor’s proposed Conversion Plan shall provide the complete conversion timeline
and shall address in both narrative and flow chart form, where applicable, how it will
implement the conversion plan requirements, including as follows;

A. Tenprint and Latent Fingerprint Conversion

It is mandatory for all electronic Tenprint and Latent fingerprint records to be
converted to SABIS before the administration of the required throughput /
performance and accuracy tests and the implementation of the
corresponding production systems.

1.

DCIJS’ current Tenprint fingerprint records with image, biographical and
history/event data shall be converted.

Tenprint hardcopy card conversion and storage shall utilize JPEG2000
@1000ppi. This is for error processing only.

Tenprint fingerprint submissions — new images and data that are identified to a
NYSID after it has been originally converted but before the SABIS Tenprint and
Latent Fingerprint production systems implementation shall be converted.

Converted Tenprint records as a result of court-ordered record sealing shall be
deleted or data updated based on Control File information provided by DCJS.

Unsolved Latent fingerprint records shall be converted.

For retrieval of fingerprint images and data from the Archive system, the
Vendor shall develop software to utilize the Archive system’s standard
Application Program Interface (API) to retrieve images for conversion. API
information will be provided to the winning vendor.

The Vendor shall perform the following tasks in the conversion process:

a. Acquisition of rolled fingerprint impressions and the proper cropping,
centering and orientation of the images

Segmentation of plain impressions

Image encoding

Automatic plain- to- rolled sequence check

Automatic rolled- to- rolled sequence check

Image quality designation and editing of minutiae

mo a0 o
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g. Special processing to resolve errors and problems from other processing
steps

h. Composite record creation

i.  Creation of the MREs and updates to the composite record, where
applicable

j.  Update of biographical and event data

B. Palm Print Conversion

The Vendor may convert known palm print images to SABIS in parallel with
Tenprint and Latent fingerprint conversion provided that palm print
conversion does not impede or otherwise prolong either the conversion of
Tenprint and Latent fingerprint images or the implementation of their
corresponding production systems.

1.

2.

Each electronic palm print record from NYPD will have an associated
NYSID number.

Each palm print record shall be in ANSI / NIST ITL 8.002 Type 15 record
format.

The Vendor shall build a composite of the highest quality palm prints for
each NYSID.

The vendor shall provide a plan and related per record costs for bulk
conversions of hardcopy palm print records after the Palm Print application
is in production. The conversion of hardcopy palm print records would not
commence until after the implementation of the Tenprint and Latent
fingerprint production systems, and the creation of the initial known palm
print target database.

C. Unsolved Latent Print Image Conversion

1.

Unsolved Latent fingerprint images currently registered in the SAFIS
Unsolved Latent Fingerprint Database, and residing in the DCJS Archive
system, shall be converted to extract the previously assigned encoding and
apply the Vendor’s new encoding. The previously assigned encoding shall
be maintained as a second representation of the of the Unsolved Latent
fingerprint image for searching against the new Tenprint database and for
new Tenprint searching. Both encoding should be distinguishable.

The unsolved Latent images are identified by image-id within a case
number.

All unsolved Latent fingerprint images and related crime and/or suspect data
currently stored on DCJS’ Archive System shall be fully converted before a
new SABIS Latent fingerprint processing system is implemented.
Electronic unsolved Latent palm print images provided to DCJS from
various law enforcement agencies shall be converted and stored in the
Unsolved Latent Palm print target database post SABIS Tenprint and Latent
Fingerprint production implementation and known Palm print image
conversion.
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D. Standards and Procedures

The Conversion Plan shall include the Vendor’s proposed approach to the use of
standards and procedures during the conversion processes and shall include:

1. Description of the Vendor’s standard procedures for implementing and
operating conversions, and acceptance testing of the conversion equipment
and processes including Backup, Restore and Recovery of conversion files
and databases.

2. Description of the Vendor’s quality standards for data conversion, including
verification criterion for converted records.

3. The proposed tasks, timelines and milestones to accomplish conversion of
all electronic fingerprint images and associated data before SABIS system
implementation in the DCJS production environment.

4. The proposed tasks, timelines and milestones to accomplish conversion of
the palm print records, both target and unsolved.

5. The schema for all target database tables indicating which data fields shall
be populated by conversion.

6. A full mapping of the source and target data fields shall be developed by the
Vendor for validation by DCJS.

7. Description of the Vendor’s conversion input data format requirements, if
any, due to the design of the vendor’s system, and a related plan of action,
for all data fields that need any special consideration.

8. Respective duties and responsibilities of Vendor and DCJS staff for all
proposed Conversion tasks.

9. The Vendor shall, at its expense, reconvert all records determined by DCJS
or the Vendor to be converted incorrectly.

E. Risk Assessment and Safeguards

The goal for DCJS is to implement the SABIS in the shortest timeframe and
with the least amount of production performance risk. As such, the
Conversion Plan shall include:

1. The Vendor’s risk assessment of internal and external factors posing any

potential risk to the successful completion of conversion and the risk
mitigation strategies which will be applied.
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2.

4.

A description of problems encountered by the Vendor in previous
conversions and the specific resolutions and/or future risk mitigation
strategies applied for each respective problem.

The Vendor’s proposed safeguards present to prevent interference/corruption
of the active Production SABIS during ongoing conversion, accuracy testing
and / or record uploading to the production SABIS.

Security and privacy safeguards that shall include, but are not limited to:

a. Personnel security, environment’s physical security controls (e.g. the
conversion environment must be physically secured and isolated
from the Vendor's common network or any other unauthorized
connection) and data disposal controls such that no residual data
exists.

b. Confidentiality and integrity safeguards that prevent the unauthorized
disclosure or modification of information.

c. The Vendor’s description of how it satisfies these requirements and
shall be agreeable to adherence monitoring by DCIJS.

F. Additional Vendor Responsibilities

1.

The Vendor shall maintain backups of conversion software applications and
conversion records in a fashion that will support full and timely recovery of
system capabilities if/when needed. The Vendor must store these copies in a
secure offsite facility so no single event can affect both the system and the
backups. Any electronic data transferred outside the DCJS internal network
must be encrypted with a minimum encryption of 128 bit AES.

The Vendor shall provide all equipment and personnel necessary to conduct
conversion successfully.

The Vendor shall describe how it will use automation (e.g., data integrity
checking, data comparisons) to validate the results of the conversion during
testing and throughout the production conversion process.

The Vendor shall be responsible for all related packaging and shipping costs
related to conversion efforts conducted in locations other than DCJS.

The Vendor shall utilize the most expeditious method for returning any
hardcopy source data to DCJS. The delivery method shall provide for
security and tracking.

The Vendor shall be responsible for the recovery and or repair of any
records that are corrupted as a result of Conversion.

The Vendor shall, at its expense, reconvert all records determined by DCJS
or the Vendor to be converted incorrectly.

IV. Testing Prior to Conversion

A. The Vendor shall prepare and document test plans, including expected results and
validation techniques, for conversion. These conversion test plans shall be for
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equipment, quality assurance processes, and data conversion processes, including
composite and MRE creation/updating. These plans must be approved by DCIS
prior to the conversion test and shall be contract deliverables.

B. The Vendor shall carry out testing of the conversion software prior to Conversion
Testing.

C. Vendor shall perform Conversion Testing of data conversion software, utility (ies)
and processes under DCJS supervision.

D. The Vendor shall perform Backup, Restore and Recovery testing prior to conversion
and during the QA period.

E. The Vendor shall test the creation and maintenance of detailed automated records
that will provide a full and complete audit trail, including image quality values
(where applicable), exception processing tracking information on each converted
item and the requisite reporting from this audit trail.

V. Quality Assurance and Error Remediation During Conversion

The Vendor shall provide the Quality Control failure rates that it expects during the
automated conversion of the DCJS databases as part of the Conversion Plan.

A. For quality assurance purposes, the vendor shall provide DCJS with a randomly
selected two percent of every 50,000 known fingerprint records converted. Exactly
1.50 percent of the randomly selected records shall consist of records that contain a
composite set of fingerprints that were constructed using two or more registration
sets of fingerprints. The composite record and the fingerprint registrations used to
create the composite record shall be provided for each complete record provided to
DCIS for quality assurance. Of the remaining 0.50 percent, 0.25 of the randomly
selected records shall consist of records that the Vendor was responsible for image
orientation, cropping and segmentation for conversion, and 0.25 percent shall be
those records that the Vendor was responsible for minutiae editing. If records fitting
these three conditions are not available in the 50,000 record range, then the records
for quality assurance shall be randomly selected 2% of records in the range. Each
record shall also have an indication of which of the three conditions apply. All of
the records provided for quality assurance shall be provided on encrypted,
removable media at Vendor’s cost. These records on removable media shall be
presented to DCJS within one (1) week of their conversion date. The Vendor shall
also provide at its cost a mechanism, using a GUI, to examine the records selected
for quality assurance. The SABIS Vendor shall provide daily conversion reports to
DCIJS, which include the total number of images successfully converted on that date
and cumulatively. The report shall also include problems encountered and their
resolution. DCIJS shall provide any corrective hardcopy records or data corrections
for any records requiring correction to the Vendor and the Vendor shall update the
corrections within one (1) week of receipt from DCIJS.

B. For quality assurance purposes, the vendor shall provide DCJS with a randomly
selected two percent of every 5,000 unknown latent fingerprint and palm print
records converted. The two percent sample shall include all records incurring a
problem and any additional records to complete the two percent of the 5,000 range.
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All of the records provided for quality assurance shall be provided on encrypted,
removable media at Vendor’s cost. These records on removable media shall be
presented to DCJS within one (1) week of their conversion date. The Vendor shall
also provide at its cost a mechanism, using a GUI, to examine the records selected
for quality assurance. The SABIS Vendor shall provide daily conversion reports to
DCIJS, which include the total number of images successfully converted on that date
and cumulatively. The report shall also include problems encountered and their
resolution. DCIJS shall provide any corrective hardcopy records or data corrections
for any records requiring correction to the Vendor and the Vendor shall update the
corrections within one (1) week of receipt from DCIJS.

C. For quality assurance purposes, the vendor shall provide DCJS with a randomly
selected two percent of every 50,000 known electronic palm print records
converted. Exactly two percent of the randomly selected records shall consist of
records that contain a composite set of palm prints that were constructed using two
or more registration sets of palm prints. The composite record and the palm print
registrations used to create the composite record shall be provided for each complete
record provided to DCJS for quality assurance. If records fitting this condition are
not available in the 50,000 record range, then the records for quality assurance shall
be randomly selected two percent of records in the range. Each record shall also
have an indication of which of the two conditions apply. All of the records provided
for quality assurance shall be provided on encrypted, removable media at Vendor’s
cost. These records on removable media shall be presented to DCJS within one (1)
week of their conversion date. The Vendor shall also provide at its cost a
mechanism, using a GUI, to examine the records selected for quality assurance. The
SABIS Vendor shall provide daily conversion reports to DCJS, which include the
total number of images successfully converted on that date and cumulatively. The
report shall also include problems encountered and their resolution. DCJS shall
provide any corrective hardcopy records or data corrections for any records
requiring correction to the Vendor and the Vendor shall update the corrections
within one (1) week of receipt from DCIJS.

D. The Vendor shall provide conversion reports to DCJS on a daily basis. The reports
shall reflect the total number of records successfully converted on that day and
cumulatively. The report shall also include a listing of records, by NYSID Number
or Case Number for unsolved, where a problem was experienced in attempting to
convert the records; a description of the problem(s); and the resolution used to
successfully convert the records, if applicable. The Vendor shall provide at its cost a
mechanism for DCJS to view all converted records that required a problem
resolution. The review of these records by DCJS are separate and apart from the
randomly records as described above in VI. A.

E. The Vendor shall create and maintain detailed electronic records that will provide a
full and complete audit trail, including image quality values (where applicable),
exception processing and tracking information on each converted item. The
Conversion Audit Summary and Exception Report shall be in electronic format and
provide the following details:
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VI.

F.

NYSID number or case number

Patterns for each image

Minutiae count for each image

Number of images per case number

Number of records per NYSID by biometric type, as applicable, i.e.: rolled
only, plains and rolled, and palms

Image quality rating score, where applicable

7. Error or exception description and reprocessing details, if applicable

MRS

@

The Vendor shall provide to DCIS either a complete capability to correct sequence
errors detected during conversion in the automatic plain-to- rolled and rolled-to-
rolled sequence check, or a plan that provide details on how the Vendor will correct
sequence errors. If the plan includes the Vendor’s processing of corrections
submitted by DCIJS, the Vendor shall update the corrections within one (1) week of
receipt from DCJS.

Post Conversion

A.

The Vendor shall perform incremental self searches of the converted databases,
including Tenprint target, Latent Fingerprint and Latent Palm Print databases. Self
searches shall ensure there are no erroneous duplicates and could also find
previously missed NYSID records in need of consolidation.

. Full reports of the search results shall be provided to DCJS for appropriate follow-

up action.

The Vendor shall provide to DCJS, within thirty (30) days of the end of the last
SABIS conversion activity, complete electronic file copies in ANSI/NIST format of
each target database, and the hardware and software necessary to access them.

. Upon completion of the entire initial conversion process by the Vendor, all records

used in the conversion process, and any interim media, shall be turned over to
DCIS.
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Appendix C

Acceptance Testing Requirements

Background

Acceptance tests will be performed on the SABIS to determine if the system meets the
accuracy, throughput, functionality, interoperability, backup & restore and high
availability requirements specified herein for the operational SABIS. These test plans
shall be for all hardware, functionality and requirements including, but not limited to,
all SABIS software, equipment and quality assurance processes. The State reserves the
right to conduct additional accuracy, throughput, functionality, interoperability, backup
& restore and high availability tests at any time during the life of the contract.

Acceptance test criteria will include, but not be limited to, validation of system
functions against requirements, performance of the system against the required response
times and accuracy rates, how the system interoperates with DCJS systems (e.g., CCH)
in terms of accuracy and throughput, and how the system reacts to disruption scenarios.

Note that the Offerer/Prime Contractor shall comply with the conversion test
requirements specified in Appendix B.

Il. Acceptance Testing Requirements

A. The Offerer/Prime Contractor shall prepare and document test plans, including
expected results and validation techniques, for accuracy, throughput, functionality,
interoperability, backup & restore and high availability. These test plans shall be
for the application(s), equipment, quality assurance processes, performance,
accuracy, high availability and recovery. These plans must be approved by DCJS
prior to acceptance testing and shall be contract deliverables.

B. The Offerer/Prime Contractor and DCIJS shall perform acceptance testing.

C. The Offerer/Prime Contractor shall provide a full and complete audit trail for all
acceptance testing and the requisite reporting from this audit trail.

D. The Tenprint accuracy requirements shall be tested on the production software and
hardware system after the initial conversion records have been loaded to that
system, and prior to production system implementation. A test group shall include a
sample of transactions typical to DCJS processing including a statistically
significant number of poor prints (approximately 3-5%). The Prime Contractor and
DCIS shall execute the test, and DCJS shall validate the test results provided by the
Prime Contractor. A successful test would have results that met or exceeded the
Prime Contractor Accuracy Rates and met or had less than the Prime Contractor
Miss Rate as provided in the bid response in Attachment 14. After system
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implementation, accuracy tests will continue to run on a weekly basis using a
smaller test group.

E. The Latent accuracy requirements shall be tested on the production software and
hardware system after the initial conversion records have been loaded to that
system, and prior to production system implementation. A test group will consist of
varying image quality and size and shall include a sample of transactions typical to
DCIJS processing including cases with multiple lifts. Examples shall be provided.
The Prime Contractor and DCIJS shall execute the test, and DCJS shall validate the
test results provided by the Prime Contractor. A successful test would have results
that met or exceed the Prime Contractor Accuracy Rates as provided in the bid
response in Attachment 14. After implementation, accuracy tests will continue to
run on a monthly basis using a smaller test group.

F. The Tenprint response time requirements shall be tested on the production software
and hardware system after the initial conversion records have been loaded to that
system, and prior to production system implementation. A test group shall include a
sample of transactions typical to DCJS processing including a statistically
significant number of poor prints (approximately 3-5%). The Prime Contractor and
DCIJS shall execute the test, and DCIJS shall validate the test results provided by the
Prime Contractor. A successful test would have results that met or had less than
Prime Contractor Response Times as provided in the bid response in Attachment 14.
After system implementation, response time tests will continue to run on a weekly
basis using a smaller test group.

G. The Latent response time requirements shall be tested on the production software
and hardware system after the initial conversion records have been loaded to that
system, and prior to production system implementation. A test group will consist of
varying image quality and size and shall include a sample of transactions typical to
DCIS processing including cases with multiple lifts. Examples shall be provided.
The Prime Contractor and DCIJS shall execute the test, and DCJS shall validate the
test results provided by the Prime Contractor. A successful test would have results
that met or had less than the Prime Contractor Response Times as provided in the
bid response in Attachment 14. After implementation, response time tests will
continue to run on a monthly basis using a smaller test group.

H. The Prime Contractor shall perform Load / Stress, Backup, Restore and Recovery
testing prior to implementation.
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Appendix D

Training Requirements

Training Approach for SABIS

Number

Requirement Description

1.

The Prime Contractor shall train DCJS trainers in all workstation activities,
including, but not limited to:
e Tenprint processing;
e Latent fingerprint processing;
palm print processing;
image acquisition;
report requests;
record lookups
updating and inserting target records.

DCIJS shall retain final approval authority for all training content.

All scheduling for training will be coordinated with and approved by the
DCJS Project Manager.

The Prime Contractor shall provide a training plan and training content which
includes but is not limited to all requirements defined herein. Should the Prime
Contractor training plan include items not defined as required in this document
but deemed necessary to fully understand the Prime Contractor solution, that
content must be included.

The training plan must identify the type of training the Prime Contractor shall
utilize to meet each requirement —e.g., Train the Trainer, Computer Based
Training (CBT), Hands-on and/or Classroom.

The Prime Contractor’s instructors shall have extensive knowledge of their
SABIS Solution and be prepared to answer questions on the spot or with a 48
hour turn around time.

The Prime Contractor shall provide training to the DCJS trainers within the
core working hours of 7:00 AM to 5:00 PM (Eastern Standard Time) on
Monday through Friday at the DCJS operational facility, in Albany NY, and
regional locations in New York State. All training shall be accompanied by
supporting documentation such as user guides and operational manuals.

Any and all Training materials developed for the SABIS shall become the
exclusive property of the DCJS.

The Prime Contractor shall provide training support for DCJS Trainers as
needed.

10.

The Prime Contractor shall provide formal training, as needed, upon the
occasion of an upgrade or software/hardware update.

11.

The Prime Contractor shall deliver the Training materials in electronic
format that can be updated by DCIJS.
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System Administration and Technical Support Training

Number Requirement Description

staff.

12. The Prime Contractor shall train System Administrators and Technical support

13. The Prime Contractor shall provide Training for a minimum of twelve (12)
administrators in the following activities, to include but not be limited to:

Adding, removing users, changing user roles;

Statistical reporting on accuracy, reliability, throughput and
productivity;

Managing Administrative Parameters;

Ad Hoc Report Preparation;

Problem / Error Reporting;

System Traffic Monitoring;

Main console operations;

Systems security;

RDBMS Management and Maintenance (including database
diagnostic tools, alerts and routines);

System Performance Monitoring Tools;

Managing batch jobs and ad-hoc requests;

Backup and restore operations;

Server operation and basic maintenance;

Workstation operation and basic maintenance;

Peripheral operations and basic maintenance; and

Interface operations and basic maintenance.

Latent Print Training

Number Requirement Description

14. Training of approximately 200 Examiners shall include, but not be limited to;

Latent fingerprint and palm entry (use of camera, lighting
techniques, use of scanner, calibration tools, search set-up, use of
filters, use of printers, use of clarification tools, encoding of
minutiae, marking of other print characteristics used by Prime
Contractor);

Latent evaluation;

Latent verification;

ULF function;

Interoperability of entry and evaluation with other local, state, and
federal agencies;

Latent image exporting and importing.

Tenprint Training

Number Requirement Description

15. Training of approximately 100 Examiners shall include, but not be limited to:

e SABIS Workstation functions,
e Image acquisition and manipulation,

Appendix D: Training Requirements



Number

Requirement Description

e image encoding,
image manipulation,
data entry,
workflow,
validation,
verification,
minutiae placement,
quality control,
diagnostic routines

16.

The Prime Contractor shall perform periodic training assessments to evaluate
the effectiveness of its training program. Reports shall be prepared by the
Prime Contractor and delivered to DCJS no less frequently than weekly once
the training program has been initiated. Adjustments to the training program
shall be made by the Prime Contractor if the evaluation(s) indicated changes
are required to improve the effectiveness of training.
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Appendix E

Production Reports Requirements
Introduction

Production SABIS reports are critical to DCJS needs. Nonetheless, SABIS production
reporting shall not negatively impact other SABIS production processing. In the RFP response,
the Offerer shall indicate which reports, described below, are included and whether they will be
provided in the core system or will need customization. The response shall also include a
description of how the respective report requirements will be met, including any APIs into
statistical data for Business Intelligence, for example by third party software versus a
proprietary solution.

Tenprint Reporting

The system shall provide a selection of predefined Tenprint reports, for periods to be specified by
DCIJS, including, but not limited to, the following reports:

General Production Reports

Report 1 — Processing Function Production Report

Transactions — by Processing Function and Time
Note: Examples of Processing Function are: acquisition, quality control, verification,
validation, exception processing time

Processing | Processing | Processing | Transaction | Average
Function 1 Function 2 | Function n Time in Transaction
System Time in
System
Completed
Transactions
Priority 1 v v v v v
Priority 2 v v v v v
Priority n v v v v v
Work in
Process
Priority 1 v v v v
Priority 2 v v v v
Priority n v v v v
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Report 2 — Workstation Operator Production Report

Transactions — by Processing Function and Time
Note: Examples of Processing Function are: acquisition, quality control, verification,
validation, exception processing time

Processing Processing Processing Transaction Average
Function 1 Function 2 Function n Time in Transaction
System Time in
System”
Completed
Transactions
Priority 1 v v v v v
Priority 2 v v v v v
Priority n v v v v v
Work in
Process
Priority 1 v v v v
Priority 2 v v v v
Priority n v v v v

Report 3 — Expediter Report

Prime Contractor should be able to produce hourly expediter reports based on (n) number of
oldest transactions in process. Each transaction on the report will list at least the Tran 1.D.,
Contributor ORI, Name, Time Received and Function.

Production Statistics: - Counts Only

Total | By By By ORI
priority Operator

By Transaction
e  System Detected Sequence Error Count v v v 4
e  System Detected Quality Less than Good v v v v
e  Manually Indicated Quality Less than Good v v v v
e Pattern Non-Matches (manual patterns versus v v

system assigned patterns)
e  Manually Entered Pattern Changes After a Non- v v

Match Detected Above
By Finger
e Pattern Non-Matches (manual patterns versus v v

system assigned patterns)
e  Manually Entered Pattern Changes After a Non- v v

Match Detected Above

* Average Transaction Time in System is calculated for all transactions’ average completion time based on the
lapsed time per transaction from the time the SABIS first receives the transaction until all processes/functions for
the transaction are completed. For example, if there were two Priority 1 transactions, and one transaction’s
elapsed time to completion was one hour and the other’s was 30 minutes, average transaction time in system for
Priority 1 transactions would be 45 minutes.
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Production Statistics: - Counts Only (continued)

Rejected Transactions

e Tentative v v v v
e Actual v v v v
e Non-Rejectable v v v v
Identification Source
e  First Name Search v v v
e  First Technical Search v v v
e Contributor Supplied Candidate v v v
e Field Hit
e  FBI number
e Soc Sec number
e 2" Technical Search v v v
e 2"Name Search v v v
Identification
o Al v v
e Retained v v
e Inquiry (SABIS Update Ineligible) v v
Non-Identification
o All v v
e Retained v v
e Inquiry (SABIS Update Ineligible) v v
Search Statistics
e  Filtered Name Search Hits v v
e Technical Search Hits v v
e  Number Search Hits v v
e Sure Hits v v
e  First Search — No Sure Hit v v
e Second Search — No Threshold Search v v
e Manually Initiated Offline Searches v v
e No Candidates above threshold v v
e Non-Identifications with Technical Search v v
Candidates Above Threshold
File Based Data
e NYSID’s on SABIS (Composite Record) v
e 20 Image Records on SABIS (rolled images and v
Plain images)
e 10 Image Records on SABIS (rolled images v
Only)
e 1-2 Image Records on SABIS v
e Updates to 20 Images v v
e Composite Image Updates by Image v v
e MRE’s Added
e New MRE v v
e Hold MRE v v
e Replacement MRE v v
e  Palm Prints NYSID Records on File v v
e  Palm Prints NYSID Records Processed v v
e File Maintenance
e Records Purged v
e  Pattern Upgrade v
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Verification/Validation Reporting

Verification | Candidates % % % Non- | Mismatch | Image | Patterns
Transactions | Compared | Inconclusive | Identified | Identified Update | Changed
Processed
Operator 1
Operator 2
Operator 3
Validation | Candidates % % % Non- | Mismatch | Image | Patterns
Transactions | Compared | Inconclusive | Identified | Identified Update | Changed
Processed
Operator 4
Operator 5
Operator 6
Total
By Shift
Total
by Agency
Remote Search Reporting
Total | By By By ORI
priority | Operator
Remote Inquiry Search
e Searches Entered v
e Suspects Returned v
e Remote NYSID Image Requests v
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Latent Reporting

For each distinct Latent print processing site, and the statewide total, the Prime Contractor shall
provide a selection of predefined reports for time periods to be specified by DCJS (expected to be
daily, weekly, monthly or annually). The list shall include but not be limited to the following reports:

Latent Search Data — NY Searches Only

LT/TP UL/TP | LT/UL | PL/PP | UP/PP | PL/UP
Number of cases entered v v
Number of Latent print searches v v
entered
Number of cases — No Search Value v v
Number of Latent print searches - No v v
Search Value
Number of Cases - (Re)Launched v v v v
Number of Latent print searches - v v v v
(Re)Launched
Number of candidates reviewed v v v v v v
Number of candidates verified v v v v v v
Identifications by print image v v v v v v

Latent Search Data — FBI Searches only (if SABIS is integrated with FBI IAFIS/NGI)

LT/TP UL/TP | LT/UL | PL/PP | UP/PP | PL/UP

Number of cases entered v v
Number of Latent print searches v v
entered

Number of cases — No Search Value 4 4
Number of Latent print searches —No | v/ v

Search Value

Number of Cases - (Re)Launched v v v v

Number of Latent print searches - v v v v

(Re)Launched

Number of candidates reviewed v v v v v v

Number of candidates verified v v v v v v

Identifications by print image v v v v v v

Latent Administrative Reports — NY Searches Only — Operator column by site only.
Total By Operator

Number of Active Cases on File v v

Number of Cases identified but not verified v v

Number of Cases identified and fully verified v v

Number of cases purged by expiration date v

Number of cases with retention date less than 1 | v/ v

year

Number of images purged by expiration date v

Number of cases deleted v v

Number of images deleted v v

Number of Latent Search Images on file v
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Backward searches performed

Backward search identifications

Civil file searches Initiated

Civil file search identifications

Case Imported from other jurisdictions

ASENANENENAN
ASENANENENAN

LT/TP Avg Time: Entry to LT/TP Search Done

Administrative Reports

The system shall provide a selection of predefined administrative reports, for periods to be specified by
DCIJS, and configurable by user rights (i.e. Tenprint versus Latent). These reports shall include, but
not limited to, the following:

User Statistics At DCJS | At Remote
Sites

Total User ID’s

User ID’s Added

User ID’s Removed

User ID’s Modified

User ID’s Disabled

Invalid User ID used

Invalid Password used

ANENENANANENENEN
ANENENENANANENEN

Password Resets

System Status Record % of
Count Capacity

Queue 1

File 1

File 2

File n

Process 1

Process 2

Process n

Queue 2

File 1

File 2

File n

Process 1

Process 2

ANANARNENENENENENENANENANRNEAN

Process n

Queue n

File 1

File 2

File n

Process 1

Process 2

S RSN AN AN RN RN AN AN AN ANENENENAVANANENENENAN

AYRYRYRR AN

Process n
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Ad Hoc Reports

The system shall provide a supervisory type role with ad hoc report preparation capability so
that non-standard reports can be produced without requiring programming or SQL code.

The ad hoc report capability shall enable users to access and summarize database statistics,
search results, database activity, user activity, agency activity and remote site statistics.

The ad hoc reporting feature will be available only to a limited list of supervisory users
designated by DCJS.

The system should, at a minimum, provide the following abilities.

Enable users to extract data from the database;

Enable users to export extracted data to a spreadsheet;

Provide summary statistics, including totals, minimums, maximums, averages and
medians;

Specify the start and end periods for a specific report definition;
Specify the report format for a specific report definition;
Specify the search parameter(s) for a specific report definition;
Save report definitions;

Save report definitions under a new name;

Modify report definitions; and

Delete report definitions.

Latent Identification Data — Compiled for each identification

This report will be available daily, weekly, monthly and annually unless otherwise specified.

Case Number

Case Owner

Case Verifiers

Finger Number/Palm Area
Geographic Search Area

Latent Site

Crime Category
Crime Group
Actual Crime

Rank of Hit

Threshold Level of Hit
Number of Minutiae
Coding — Manual/Auto
Source — Composite/MRE
Search Type
TP/ULFD
LFP/TPDB
LFP/ULFD
PP/ULPP
LPP/PPD
LPP/ULPP
Orientation Setting (360° or other)
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Latent Identification Data — Compiled for each identification (continued)

Time Case in System — days

Number of Lifts in Case
Relaunches

Elimination Identification
FBI Identification
Backward Search Results

Instrumentation Reporting

These reports shall provide DCJS with periodic data regarding critical aspects of the system
performance including, but not limited to:

e Accuracy rates as identified in Attachment 14;

e Throughput rates as identified in Attachment 14;
e System faults, errors and downtime; and

e System utilization
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Appendix F

SABIS STANDBY LETTER OF CREDIT FORM

Instructions for Submission

The Prime Contractor must furnish a Standby Letter of Credit (SLOC) as required at RFP
Section 5.10 in the form set forth below.

Standby Letter of Credit, to be issued on ISSUER’s letterhead

Beneficiary:

State of New York

Division of Criminal Justice Services
4 Tower Place

Albany, New York 12203-3764

Customer/ Applicant:
[Insert Prime Contractor’s Name/Address]

Issuer:
Confirming Bank Information and Address

Ladies/Gentlemen:
By order of our client, (“Prime Contractor”) located at

, (“Customer/Applicant”), we hereby establish in favor of the State of
New York Division of Criminal Justice Services (“Beneficiary”), 4 Tower Place, Albany, New

York 12203-3764 our Irrevocable Standby Letter of Credit No. , for an
aggregate amount of the Contract value, established at the office of

, (“Issuer”) at . The effective date of this
Letter of Credit shall be the date of approval of New York State Contract # C- by

the Comptroller of the State of New York. (“effective date™).

The purpose of this Standby Letter of Credit is to irrevocably indemnify the Beneficiary
in connection with New York State Comptroller’s Contract # C- , executed
between the Applicant and the State of New York for the design, database conversion and
installation of an Automated Fingerprint and Biometric Identification System. (“Contract”) The
Contract requires Applicant to design, develop a suitable database, convert existing database,
test, install and implement including the change of DCJS and all user operations from the
existing system to the new system without disruption. Applicant will further maintain, service,
support and at the State’s option expand and update the system through the life of the Contract
and any extensions which the State may elect. The Issuer, for value received, hereby stipulates
and agrees that the obligations of said Issuer and its Irrevocable Standby Letter of Credit shall
be in no way impaired or affected (i) by any extensions of the times within which: (a)
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Beneficiary may receive, review, accept or pay for deliverables under the Contract, or (b)
within which the Customer/Applicant may furnish a Standby Letter of Credit, or (ii) by any
waiver by the Beneficiary of any of the requirements of said Contract. The term “Beneficiary”
includes any successor by operation of law of the named Beneficiary including without
limitation, any liquidator, rehabilitator, receiver of conservator.

Funds under this Standby Letter of Credit are available to the Beneficiary, in whole or in part,
upon presentation of the Beneficiary’s current dated demand, signed by the Commissioner of
the Division of Criminal Justice Services of the State of New York, stating:

“The undersigned hereby draws the amount of $ (United States Dollars) against
Issuer Standby Letter of Credit No. , which represents the amount due to us
according to the terms of the contract between the State of New York Division of Criminal
Justice Services and (“Applicant”) under the agreement bearing New York
State Comptroller’s Contract No. C - , dated , 2008, for
the design, build and maintenance of an automated fingerprint and biometric identification
system.”

Partial and multiple drawings are permitted under this Standby Letter of Credit and such
drawings will immediately reduce the then available balance of this Standby Letter of Credit. In
the event of such drawing(s) under this Standby Letter of Credit, the amount(s) of such
drawing(s) must be subsequently replenished by Applicant in accordance with the terms of the
Contract to increase the then available balance of this Credit to the full aggregate amount.

We engage with the Beneficiary that all drafts drawn under and in compliance with the terms of
this Standby Letter of Credit will be duly honored upon presentation of such drawings at the

office , specifying Standby Letter of Credit
No. , on or prior to the current expiration date of this Standby Letter of
Credit.

This Standby Letter of Credit shall remain in effect for a period of one (1) year from its
effective date. This Standby Letter of Credit shall be automatically extended for an additional
period(s) of one (1) year, without amendment, from the current expiration date hereof, or any
future one year expiration date, but not beyond three years from the original effective date,
which shall be the maximum final expiration date of this Standby Letter of Credit.

We shall immediately provide you with a written notice, by certified mail/overnight courier
service, return receipt requested, of:

1. any failure of the Applicant to replenish the Standby Letter of Credit to the full aggregate
amount within five (5) business days of any partial or multiple draws against the Letter of
Credit (“unreplenished draw”), such written notice shall be provided to you by us within three
(3) business days of the maximum time for Applicant to restore any unreplenished draw to the
full aggregate amount; or
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2. any failure of Applicant to renew the Standby Letter of Credit to the full aggregate amount
for any successive term(s), such written notice shall be provided to you by us at least sixty (60)
days prior to the then current Standby Letter of Credit expiration date. We agree that Applicant
shall be required to provide an irrevocable notice of renewal at least ninety (90) days prior to
then current expiration date.

Any failure(s) of the Applicant to replenish the Standby Letter of Credit to the full aggregate
amount within five (5) business days of any individual draws against the Standby Letter of
Credit, or any notice of a failure to renew the Standby Letter of Credit to the full aggregate
amount for the duration of the agreed term(s), including extensions, shall be conclusively
deemed to constitute a material breach by Applicant which shall immediately entitle the State
to call the unexpired balance of the Letter of Credit. Such unexpired balance shall be paid to
you by us sent via certified mail, return receipt requested, within five (5) business days of
receipt of the current dated demand, signed by the Commissioner of the State of New York
Division of Criminal Justice Services stating:

“The undersigned hereby draws the remaining balance outstanding against [Issuer Name].
Standby Letter of Credit No. , which represents the amount due to us
according to the terms of the Letter of Credit No. based upon a material
default in maintaining either (i) the aggregate balance or (i1) the Letter of Credit for the
duration of the agreed term(s), including extensions.”

The obligation of Issuer under this Standby Letter of Credit is the individual obligation of
Issuer and is in no way contingent upon reimbursement with respect thereto.

Except so far as otherwise expressly stated, this Standby Letter of Credit is subject to the
Uniform Customs and Practices for Documentary Credits (2007 Revision) International

Chamber of Commerce Publication 600, and as to matters not addressed by the UCP 600,
shall be governed by the Laws of the State of New York and applicable U.S. Federal Law.

Any disputes under this Letter of Credit shall be venued within the State of New York.

Issuer Bank:
BY:

Name (Please Print):
Title (Please Print):
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(These forms will only be completed and submitted upon
selection of a vendor.)

Form A: State Consultant Services —
Prime Contractor’s Planned
Employment

Form B: Prime Contractor’s Annual
Employment Record



Appendix G
Consultant Disclosure Legislation Forms

State Finance Law §163(4)(g) requires the selected Offerer to complete and submit an initial
planned employment data report and an annual employment report regarding the number of
persons employed to provide services under the contract, the number of hours worked and the
amount paid to the Prime Contractor by the State. It includes all employees providing services
whether employed by the Prime Contractor or a subcontractor. Form A — Prime Contractor’s
Planned Employment From Contract Start Date Through The End Of The Contract Term and
Form B — Prime Contractor’s Annual Employment Report are attached for you reference.

Form A captures planned employment information. Form B will be submitted each year that
the contract is in effect and will detail employment data for the most recent concluded State
fiscal year (April 1 — March 31). The first Form B must be submitted by May 15, 2008 to the
Division of Criminal Justice Systems, the NYS Office of the State Comptroller and the NYS
Department of Civil Service. Instructions and addresses are attached.
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Form A

State Consultant Services — Prime
Contractor’s Planned Employment



FORM A OSC Use Only:
Reporting Code:
Category Code:

Date Contract Approved:

State Consultant Services - Prime Contractor's Planned Employment
From Contract Start Date Through The End Of The Contract Term

State Agency
Name: Division of Criminal Justice Services Agency Code: 01490
Contractor Name: Contract Number:
Contract Start Date: Il Contract End Date: ~ / /
Number of Number of hours Amount Payable
Employment Category Employees to be worked Under the Contract
Total this page
Grand Total
Name of person who prepared this
report:
Title: Phone # :
Preparer's Signature:
Date
Prepared: /]
(Use additional pages, if necessary) Page of
Instructions

State Consultant Services
Form A: Prime Contractor’s Planned Employment
And
Form B: Prime Contractor’s Annual Employment Report
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Form A - Prime Contractor’s Planned Employment Form must be submitted as part of any winning Offerer’s bid
response before it can be submitted to the Office of the State Comptroller for approval. DCJS will coordinate
with the winning Offerer(s) to complete this form.

Form B - Prime Contractor’s Annual Employment Report. Offerer/Prime Contractor agrees to annually submit
Form B each year that the contract is in effect and will detail employment data for the most recent concluded
State fiscal year (April 1 —March 31). Instructions for these forms follow. Form B must be submitted by May
15™ of each year to the NYS Division of Criminal Justice Services, the NYS Office of the State Comptroller and
the NYS Department of Civil Service. The first Form B must be submitted by May 15, 2008. The
Offerer/Prime Contractor agrees to simultaneously report such information to the NYS Division of Criminal
Justice Services, the NYS Office of the State Comptroller and the NYS Department of Civil Service as
designated below:

NYS Division of Criminal Justice Services NYS Office of the State Comptroller
Attn: Office of Financial Services, 10" Floor Bureau of Contracts

4 Tower Place Attn: Consultant Reporting

Albany, NY 12203-3764 Bureau of Contracts

110 State Street, 11" Floor
Albany, NY 12236

NYS Department of Civil Service

Attn: Consultant Reporting

Alfred E. Smith Office Building

Albany, NY 12239

INSTRUCTIONS FOR COMPLETING FORM A AND B

Form A and Form B should be completed for contracts for consulting services in accordance with the Office of the State
Comptroller’s Bulletin G-226 http://www.osc.state.ny.us/agencies/gbull/g-226.htm and the following:

Form A - Prime Contractor’s Planned Employment Form (available from and submitted to the using agency, if
necessary.)

Form B - Prime Contractor’s Annual Employment Report (To be completed by May 15th of each year for each
consultant contract in effect at any time between the preceding April 1st through March 31st fiscal year and submitted to
the Department of Civil Service, Office of the State Comptroller and procuring agency.)

Scope of Contract: choose a general classification of the single category that best fits the predominate nature of the
services provided under the contract.

Employment Category: enter the specific occupation(s), as listed in the O*NET occupational classification system,
which best describes the employees providing services under the contract. (Note: Access the O*NET database,
which is available through the US Department of Labor’s Employment and Training Administration, on-line at
online.onetcenter.org to find a list of occupations.)

Number of Employees: enter the total number of employees in the employment category employed to provide
services under the contract during the report period, including part time employees and employees of subcontractors.

Number of Hours: enter the total number of hours worked during the report period by the employees in the
employment category.

Amount Payable under the Contract: enter the total amount paid by the State to the State contractor under the
contract, for work by the employees in the employment category, for services provided during the report period.
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Form B

Prime Contractor’s Annual
Employment Record



FORM B OSC Use Only:

Reporting Code:

Category Code:
State Consultant Services
Prime Contractor’s Annual Employment Report
Report Period: April 1, to March 31,

Contracting State Agency Name:  Division of Criminal Justice Svcs Agency Code: 01490
Contract Number:

Contract Term: [ to [
Contractor Name:

Contractor Address:

Description of Services Being Provided:

Scope of Contract (Choose one that best fits):

Analysis[ ] Evaluation[ ] Research[ ] Training [ ]

Data Processing |  Computer Programming [ ]  Other IT consulting []
Engineering [ ]  Architect Services [ ]  Surveying[]  Environmental Services []
Health Services[ | Mental Health Services [_]

Accounting [ |  Auditing[] Paralegal [ ] Legal[ ] Other Consulting []

Amount Payable Under

Employment Category Number of Employees Number of Hours Worked the Contract

Total this page

Grand Total

Name of person who prepared this report:

Preparer's Signhature:

Title: Phone #:
Date Prepared: /]
Use additional pages if necessary) Page of
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CONTRACT AWARD PROTEST PROCEDURE
FOR CONTRACTS AWARDED BY

THE DIVISION OF CRIMINAL JUSTICE SERVICES

Section 1 Applicability

Section 2 Definitions
Section 3 General Requirements
Section 4 Protest Procedure

Section 5 Appeals

1. Applicability

Consistent with the provisions of the Procurement Lobbying Law (State Finance Law §139-)), it
is the policy of the Division of Criminal Justice Services (DCJS) to identify a sole Procurement
Contact to receive all inquiries during an identified procurement period. DCJS will attempt to
resolve inquires submitted to the identified sole Procurement Contact, and will advise parties
initiating such inquiries of the existence of this formal protest policy should the informal process
fail to resolve the matter. Final agency determinations or recommendations for award will
not be reconsidered by DCJS unless a formal written protest is timely filed according to the
procedures specified below. The procedures below must be used which set forth the
procedure to be utilized when an interested party challenges a contract award by DCJS. These
guidelines apply to all contract awards by DCJS, including sole source procurements, single
source procurements, emergency procurements and procurements awarded after a mini-bid
process.

2. Definitions

(a) “Offerer” mean an individual or entity who has submitted an offer in response to a
solicitation for commodities or services issued by DCJS.

(b) "Responsive Offerer" means a bidder or Offerer meeting all of the minimum

specifications and requirements as prescribed in a solicitation for commodities or services by
DCIS.
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(©) “Successful Offerer” means the responsive bidder or Offerer which receives
written notification from DCJS indicating that its bid or offer has been accepted.

(d) “Interested party”” means a participant in the procurement process and those who
would be bona fide participants but whose participation in the procurement process has been
foreclosed by the actions of DCJS.

(e) ”Contract award” is a written determination from DCJS to an Offerer indicating
that the DCIJS has accepted its bid or offer (see State Finance Law §163(10)(a)).

6] "Emergency" means an urgent and unexpected requirement where health and
public safety or the conservation of public resources is at risk (see State Finance Law

§163(1)(b)).

(2) “Mini-bid process” is an abbreviated bid and selection process for individual
agency projects utilizing a list of prequalified vendors on a back drop contract

(h) “Back drop contract” means a contract consisting of a pool of prequalified
vendors who are eligible to participate in a secondary mini-bid award process, or other specified
selection process.

(1) “Single source” means a procurement in which although two or more Offerers can
supply the required commodities or services, DCJS, upon written findings setting forth the
material and substantial reasons therefor, awards the contract to one Offerer over the other (see
State Finance Law §163(1)(h)).

) “Sole source” means a procurement in which only one Offerer is capable of
supplying the required commodities or services (see, State Finance Law §163(1)(g)).

(k) “Protest” means a written challenge to a contract award by DCJS.

D “Comptroller” means the Comptroller of the State of New York, as well as his or
her designee.

(m)  “Commissioner” means the Commissioner of the Division of Criminal Justice
Services, an agency of the State of New York, as well as his or her designee.

3. General Requirements

(a) Any solicitation issued by DCJS with respect to a contract award subject to these
guidelines, including an Invitation for Bid, a Request for Proposal, or other similar document,
shall provide notice that any interested party may protest the contract award. Such notice shall
indicate that a protest of a contract award is to be filed with the DCJS Director of Financial
Administration at:
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Ms. Kim Szady (Incumbent)
Director, Financial Administration
New York State Division of Criminal Justice Services
4 Tower Place, 10th Floor
Albany, NY 12203-3764

The solicitation must include a copy of these guidelines, or advise Offerers that a copy of
these guidelines will be provided to the Offerer upon request.

(b) All Offerers shall be given written notice of the contract award or of a proposed
award. Any unsuccessful Offerer, upon request, must be afforded an opportunity for a debriefing
at least five business days prior to the date by which any protest must be filed. Notwithstanding
the foregoing, in any case where DCJS has reduced the time period for the filing of a protest in
accordance with section 4(a) of these guidelines, DCJS shall provide in the solicitation for a
reasonable and appropriate method to debrief the Offerers in a timely manner. An Offerer’s
failure to request a debriefing in a timely fashion shall not cause an extension of the time period
within which a protest must be filed.

(c) A protest must be in writing and must contain specific factual and/or legal
allegations setting forth the basis on which the protesting party challenges the contract award by
the DCJS. A formal protest must include:

(i) astatement of all legal and/or factual grounds for disagreement with a DCJS
specification or purchasing determination;

(i1) a description of all remedies or relief requested; and
(iii) copies of all applicable supporting documentation

(d) Any interested party will be given the opportunity to participate in the protest
procedure.

(e) The DCIS Director of Financial Administration may, in his or her sole discretion,
waive any deadline or requirement set forth in these guidelines, or consider any materials,
submitted in writing, beyond the time periods set forth in these guidelines.

6] Where the DCJS Director of Financial Administration deems appropriate, the
DCIS Director of Financial Administration may require the protesting party, the procuring
Division of DCJS, DCIJS staff involved in the procurement, the successful Offerer, or any other
interested party, to address and/or submit further information with respect to additional issues
raised by the DCJS Director of Financial Administration review of the procurement.

(2) Nothing herein shall preclude the DCJS Director of Financial Administration

from obtaining information relevant to the procurement from any other source, as he or she
deems appropriate.
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4. Protest Procedure

(a) Any interested party may file a protest with the DCJS Director of Financial
Administration within ten business days from the date of the notice by DCJS of the contract
award, except that:

(1) any protest concerning the terms and conditions of the solicitation
or other matters that would be apparent to an interested party prior
to the date set in the solicitation for the receipt of bids including
but not limited to matters concerning errors, omissions or prejudice
in the bid specifications or documents must be filed on or before
the date set in the solicitation for the receipt of bids or proposals;
and

(11) where DCJS determines that sufficient circumstances exist DCJS
may set forth a different time period for filing protests in the
solicitation.

Any filing deadlines may be waived by the DCJS Director of Financial Administration pursuant
to section 3(e) of these guidelines. A formal protest must be submitted in writing to DCJS, by
surface mail addressed to the DCJS Direc