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Police: San Diego Man Kills Girl He Met In Chat Room

Predators will use information obtained from children to
gain trust and friendship (her mothers death).

» Unless you know someone in person, you don't really
know who they are on the Internet (predator portrayed
himself as 18 yr old).

« Anyone is vulnerable (/ather was police officer; lived in
small town).

Kacie Rene Woody was a typical 13-year-old girl. She was a good student, a member of
the school band and liked going online. Kacie met 18 year old David Fagan in a Christian
chat room for teens. She didn’t doubt his identity because the picture posted in David’s
profile was of a brown hair, blue eye teenage boy. What Kacie didn’t know was that David
Fagan didn’t really exist.

(Click mouse) She was really talking to 47 year old David Fuller. He had used a photo of a
nephew in his profile. Fuller was an Internet predator who had set his sights on Kacie. She
made the fatal mistake of sharing personal information with him. Fuller tracked Kacie
from his home in San Diego, California to the small town in Arkansas where she lived. He
abducted and then killed her before committing suicide.

This is a tragic story and we should all learn something from such a tragedy.
(Click mouse)

Predators will use information obtained from children to gain trust and friendship -
When Kacie told Fuller about witnessing her mother’s death in a traffic accident, Fuller
told Kacie that he had an aunt that lived in Arkansas who had also been in a traffic
accident, was in a coma and expected to die soon. This is one way he established a bond of
trust and friendship.

Unless you know someone in person, you don’t really know who they are on the
Internet. Fuller portrayed himself as 18 years old and Kacie believed him.

Anyone is vulnerable - Kacie’s father was a police officer and she lived in small town, but
once she logged onto the world wide web, she was no longer just a part of the small
community she physically lived in.
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“Food for thought™ for: parents ...
You must decide your strategy.

Some material may be Unsetting, =
but this isiunaveidable;

Philosophy: “1Instill'arsense of
caution, not alsense of: fear.”

‘e-Life
e goedidoes OUtWEIgh the Dad. ‘=i i

Ask guestions ... offer thoughts. 5':3/ &
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Children need instruction and rules throughout life — including using the Internet.
We don’t just give our children keys to the car when they are old enough to drive —
they receive lessons and learn the rules of the road. The same is true when traveling
the information highway — the Internet. Children need instruction and rules in order
to proceed safely.

Rules and safety tips are some of the topics we will be addressing.




o View Video: Tracking Theresa
(00:05:08)
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Targeting Teresa demonstrates just how easy it can be to track someone online.
Play Video
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e Desktop and laptop computers
located at home, friend’s homes,
work, libraries, stores, schools

“Internet cafes”...wireless
connections.

o PDA/BlackBerry.

o (Cell phones.

e Internet capable games (i.e., Xbox,
Playstation).
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Parents need to keep in mind the many different ways that children access the
Internet, through computers located outside the home, on cell phones and gaming
platforms.




e 949 of teens aged 12 — 17 use the Internet.

e 849% of online teens have a social networking
: & : .

profile information.

o 849% of teens have celllphones and
are texting.

o 43% of teens have been victims of -
cyberbullying.
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Risks Involving Children Are Real

onli -
e Sexting.

» Access by children to pornography.

 Distribution of child pornography.

o Cyberbullying.
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Along with the ever increasing number of children accessing the Internet, comes the
growing number of children at risk to online dangers.

Sexting among teens is on the increase and has had negative consequences that
some teens never expected.

Pedophiles and other child exploiters have direct one-to-one access to children
online, especially through the use of “blogs” and chatrooms.

Pornography which is legally restricted to adults can easily be accessed by children
online.

Cyberbullying is becoming an increasing problem at home as well as at schools.

While there many online risks, such as viruses, identity theft, illegal downloading of
materials, these are the three we will focus on.



Online Victimization of Youth:
Five Years Later (2006)

1 in 7 children (13%) received sexual solicitation or were
approached within the last year.

1 in 3/(34%) had an unwanted exposure to pictures of
naked people or people having sex.

1in 11 (9%) was threatened or harassed.

11n 25 (4%) received an “aggressive” sexual solicitation
- A solicitor; who: asked to meet them somewhere; called
them on the telephone; or sent them regular mail,
MONEY. O gIfts.
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A study in 2006 showed that 1 in 7 children received a sexual solicitation or were
approached within the last year.

1 in 3 children had an unwanted exposure to pictures of naked people or people
having sex. The average age of a child first being exposed to Internet pornography
is age eleven.

1in 11 was threatened or harassed. Unfortunately, very few children ever report
this type of experience to a grownup.

1in 25 received an “aggressive” sexual solicitation. This means it came from
someone who actually wanted to meet the child, called them on the telephone or
sent them regular mail, money or gifts.
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e Through use of chat rooms, e-mail, Instant messaging,
“blogs” andi even on-line games, adult'strangers can
establish direct one-to-one aceess torchildren.

— “Distance™ and children’s natural trust can lead them to

forget that these people are strangers ... and many of
them are very good! at misrepresenting who they are.

“There was one guy who kept telling me | was beautiful,
sexy and hot, and that he wanted to meet me. Even
though | kept saying no, he kept giving me his pager
number and telling me to call him” (Age 14)
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Children make ideal victims because they are naturally curious, they sometimes
have a desire to rebel against parents and seek attention and affection.

In a Rochester Institute of Technology Cybercrime study released in 2008, 42% of
middle school students surveyed indicated that they had communicated with at least
one stranger within the past year.




Missing Child Alerts Resulting From
Online Enticement viaMySpace.
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Also in the RIT study, 14% of high school students surveyed admitted to accepting
an invitation to meet an online stranger in-person.

Here are two examples of how easily children can be victimized.

This 15 year old girl met a 23 year old man on MySpace. He arranged to meet her
before school one day. A Missing Child Alert was issued for her after it was
discovered that she was enticed online by a man who was known to carry a gun.
She was located in Puerto Rico and returned safely to her family.

In the second case, two young girls first met a 26 year old man on MySpace. They
then agreed to meet at a convenience store in their neighborhood and never returned
home that night. A Missing Child Alert was issued for them the next morning and
thankfully, due to the publicity surrounding the alert, the girls were located, but not
before one of them was assaulted.

These cases serve as examples of why it is so important for parents to communicate
with their children about their online activity and to teach children virtual safety as
well as real life safety rules.
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who are BOOKMARK THIS PAGE | ABOUT THE SHOW | E-MAIL US Sjis,

On the hunt for Iniernei sex Pr P('I"l'[Dl""i

t ese pe o p e - Respected members of the cornmu'llt\r have a potentially criminal secret —
one involving the p I ion of children. What happened

soual
to these men after the ﬂrsl. ‘Dateline’ report?

o View Videor "On Line Sexual Predators -
Aaults: Targeting Children”
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Dateline NBC conducted an undercover investigation into Internet predators. You
might be surprised when you learn just who these people are: business
professionals, religious leaders, educators, police officers, elected officials,
someone’s neighbor — people you would never suspect.

Play video.
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Where are children going online?

‘i facebook

Facebook helps you connect and share with \
[ ————————

Discover what's happening right now, anywhere in the

o View Video.: Future Consequences (0.30)
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Children access the Internet through many different types of media, they are posting
pictures on Flickr, Skyping, and micro-blogging on Twitter. They are chatting

online, IMing, and practically living their lives on Facebook. Let’s take a closer
look at what this all means.
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Chat rooms

e Chat rooms are places on the Internet where youican
have live, real-time conversations with many people
at the same time.

e Everyone in the chat reem can see what everyone
else writes, but you can still be as anonymous as you

Want.

lnul-urv
2y 189 Boys or girks 10-13 that want 10 sam some manay wilh an skdar man--uk

. Yo
What is that 7
WORAGY | 1'% W81 0 BO0TY fo Ll
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Chat rooms are just one place where sexual predators attempt to lure children.
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places for people with similar. interests:

— Children can be easily mislead tordo thingsithat they
ordinarily. would not do;

— It is easy for a child to reveal
more, sometimes: much|more,
than they: should:

— Jhey are cruising grounds for
predators.

» |f a person unknown to you was speaking to your child in your |
front yard, what would you do? If your child was communicating
with the same stranger on-line, what would you do?
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Children’s use of chat rooms should be monitored because chat rooms can be
“cruising grounds” for predators. Before allowing your child to enter a chat room,
you may want to explore the use of an age appropriate, monitored chat room.



Chatroulette

I'ma cat

o View Video: Chat Roulette (5:47)
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Chatroulette is the latest craze on the Internet. Here is a video which provides a
better understanding of what Chatroulette is.

Play video.
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Instant Messaging (IM).

e IM is a form of Internet communication that combines
the live nature of: real time chat with the personal
contact of email. Benefits include:

— A safer environment than chat rooms since
contact lists can be better controlled.

L1 IV ULV L LV S D U IV, 111

vy ok i faaecud com?

i
soopewybabesnx s anyone real here? i will be on my
web cam =42
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Instant messaging is a form of Internet communication that combines the live nature
of real time chat with the personal contact of email.

One survey indicates that 62% of IM using teens have posted a personalized away
message. 28% have listed a phone number where they can be reached in an away
message.



» IM software allows users to create a detailed
—personal profile including: name, email address,

age, home address, phone number, school and
hobbies.

— If children aren’t careful during the 'sign-uUp. process,
they can reveal moreithan they should.

— Easy accessible profiles can allow anyone toicontact
them.

—Some IM programs offer. users the option of joining in
chat with strangers.

— [iheireach of IM can encourage gossiping and bullying.

— Children can receive pornographic "spam" through IM.
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Children should use instant messaging privacy preferences. For example, allowing
only users on their buddy list to contact them, and preventing users from seeing
when the child is logged in.

17



Futbooak hodge e comaes | waed share with Siga Up.
[re—r———

+ “Kids are becoming stars of their own online television reality
shows” in front of an audience of millions of Internet users.

o View Video “Pateline - MySpace”
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Social networking sites have become a significant part of children’s lives. While

young children should not use social networking sites at all, teens are going to use
them. This is why it is so important for them to be taught how to safely use these
sites.

Other social networking sites include — Yahoo 360, Friendster, Bebo, Facebook,
Xanga, Melodramatic....
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e A blog is basically a journal that is available on

the web - the term is a shortened form of web
log.

to maintain the blog.

— Postings on a blog|are almost always arranged in
chronological erder with the most recent additions
featured most prominently.

— Blogs usually'include profiles, text, photographs, and
links between “friends” and interests - and may
iIncludeivideo or audio files.
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Many social networking sites allow children to blog. A blog is basically an online
journal. Blogging can allow children to express their thoughts, ideas and creativity,
but they must be careful not to reveal too much personal information and to protect
their reputation. This is important because many colleges and employers now
conduct online searches of prospective students and employees. The consequences

of inappropriate blogging could negatively effect a persons academic or career
future.
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wall  Info  Photos  Discussions  Notes  Links  +
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Hew York State Hissing and Exploited Children Clea_ + Others [[ESTTTTToRTRTTRem—pe.g (
Exploited Chilbren Clea
Bust :

® Settings

Choose Your Privacy Settinas
(i) Basic Directory Information

(1) sharing on Facebook

Lveryane

Frimnds of Friends

e ommendid.

= Controling How You Share

To make your Facebook viewable to friends only, do the following:
1. Click on Account.

2. Click on Privacy Settings.

3. Choose Friends Only.

4. Click on Apply These Settings.
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Message Boards

Hin
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Many people believe they can be anonymous on message boards, but there are
plenty of creepy losers out there who have the skills and time to figure out who you
are, and then harass and make your life very difficult. Teens should be cautious of
what and where they are posting on message boards. Also, beware of the many
scams published on messages boards. Unfortunately, there are many messages and
ads that try to take advantage of people.
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Video networking has become very popular. It is important for parents to be aware
of what videos their children are viewing and posting online.



Registration is almost always free.

Identity verification is not always required to
become a member — children can access “adult”
material.

Graphic and explicit videos — pornography,
violence, pedophilia.

Cyberbullying, Internet predators.
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Children can view extremely violent and graphic videos, such as a beheading in
Irag, explicit pornography and after school fights between children.
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It is important for children to be careful about the types of text messages, pictures
and videos they send over their cell phone. The consequences of sending sexually
explicit messages or images can be staggering. Many kids can end up being the
target of bullying, harassment and some can even face criminal charges.

Sexting is the sending of sexual messages, pictures, or videos through cell phones.
Sometimes sexting is considered child pornography, which is a crime. Even
teenagers can be registered as sex offenders for sexting.

e24
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*Sexting — Serious Consequences

Do your kids know sexting could bring criminal charges?

HEMRICO, Va.
are investigat|
a middle scho

Administrator}
Henrico found
induding som:
school, the Ri
reported Fridi

Posted: May 6, 2009 09:07 PM EDT

Updated: May 8, 2009 11:25 PM EDT

By Becky Graham - bio | email | Twitter
Posted by Sarah Harlan - email

Two Mason Teenagers Charged In 'Sexting' Case

Four students char] Third Subject in Case Not Charged

By lieil Harvey | The Roancke Times

Four students at Staunton River High 3
d nude

been charged with misdemeanors relal
folany

Warrants filed Apal 1 in Bedford Coun
investigating threatening text messag
officials found two pictures of a pan:al

Imvestigalors with the Bedford County
them ta a second suspect. the warran
cellphone and imvestigators found 11 g

Two cellphones were seized during th

Ba 0 ES D& B
MASON, Ohio -- Two Mason teenagers were charged Wednesday after
nude pictures of their classmates were allegedly found on a cell phone, a
practice growing in popularity among teenagers called "sexting.”

The Warren County prosecutor’s office charged the two juveniles with
contributing to the delinquenecy of a minor, a first-degree misdemeanor.
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Listen to this true story: A 14-year-old girl took a nude picture on her cell phone
and sent it to a few friends as a joke. Those friends sent it to a few of their friends,
and then a few of theirs, until as many as 200 people had seen it. Not only was she
humiliated, she was arrested for creating child pornography.

Even if your child is not the one taking the picture, he or she could still be arrested
for forwarding it to friends, like six boys were in Massachusetts.
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Emily was a student at Eisenhower High School in New Berlin, Wisconsin, a suburb of
Milwaukee. Like many girls her age, she had lots of friends on Facebook and was
especially popular with the boys. Unfortunately, Emily didn’t really exist and was the
creation of this boy, (click mouse) 18 year old Anthony Stancl. Stancl had an elaborate
scheme where he convinced other boys at Eisenhower High School to send sexually explicit
photos of themselves. The boys believed they were sharing the pictures with Emily. Stancl
then extorted the boys into sexual acts with him by threatening to circulate the pictures to
their families and other students through out the school. Even though the boys did not
actually know Emily from school, it was a large school and the perpetrator used a last name
that was known at the school. Once a boy would see other kids he knew on “Emily’s”
friends list, he thought it was okay to accept her friend request. In the end, 39 boys were
victimized and seven of them were actually sexually assaulted. Stancl was charged with 12
felonies, he pleased guilty to two of the most serious charges and the others were dismissed.
He was sentenced to 15 years in prison and 13 years of extended supervision.

What can we learn about this: it is imperative to talk to children about the dangers of the
Internet.

Predators will use information to gain their trust and friendship and then use it against them.

It doesn’t matter how long you’ve known someone online, if you don’t know them in real
life, you really don’t know who they are.

Anyone is vulnerable, boys as well as girls. It can happen in any town, any school and any
family.
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Blackmailers using compromising photos attempt to force children and teens to take
more explicit photos, perform on webcams, or to actually meet them for
inappropriate contact. There have even been cases where hackers have accessed
computers through peer-to-peer file sharing sites and using malicious software,
obtained photos stored on the computer and other information such as credit cards,
websites and accounts. Some have even taken over the computer, activating the
webcam without the owners knowledge.
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Access hy Children to Pornography
=

e Pornography which is legally restricted to
adults can easily be accessed by children
-~ onne.

— A child who can‘t browse through a sexually explicit
magazing in a store can easily view: explicit images
and video online.

— Also, obscene materialsiwhich are illegal even for
adults can easily be accessed online.

ww thephesd ol - HavaSciipl Application]

@ Beat 10 over mﬁl’iﬂ:ﬂm :
o |
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Children accessing pornography online is another concern.

Surveys have indicated that 90% of children age 8 — 16 have viewed pornography
online (many while doing homework).
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e Unintentional

Even “innocent” website addresses can lead
directly to pornography.

._ b " Bockmats b Locaton [l e b o
Aroiriiensge 9 webbial G Comar 3 Progle B edowPages 5 Dowekond 4 Charveh 1 Doy

“It is like a car crash. You want to
look away but can’t.” (Age 14)
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Children can innocently access a pornographic website. As one teenager said, “It is
like a car crash. You want to look away, but can’t.”



URL's (Uniform Resource Locators)

sexually explicit site. How?

o Assumptions

know the URL

e Mistaken

— Use ofi “.com“ versus ".org”
1N

o Spelling errors

— | \ransposing characters
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The mistaken use of “.com” versus “.org” or a spelling error can bring a child to a
pornographic website.
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e-mail links are very prevalent and are
sent to everyone — Including children.
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Adults as well as children receive unsolicited email attempting to redirect them to a
pornographic site.
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e "Keyword Searches”

— Children using search engines to locate legitimate
information can receive links to pornographic sites.

3 disneycartoons - Google Search - Microsoft Internet Explorer

| File Edt View Favorites Tools Help
| QBack » ) - x] 2] | Psearch cFavorites €| (1- L B || adaress [@1
| Google - |disneycartoons v|| [Glsearch ~ | §0 551401 blocked | A% Check ~ “X Autolink

... fake+pic+of+leann+, longcocks, malayalam+sex+, sexo, indiaxxx, nudeafrica, littlevirgins,
myfreesex, www.italiangirls, disneycartoons, xcoowallpaper, freelolitas ...
allrunet front.ru/ - 43k - Supplemental Result - Cached - Similar pages

PHOTOS SEXE gratuit PHOTOS SEXE GRATUIT photos SEXE GRATUIT Gay ...
Cartoon girls shemale pics cartoon bondage free horse sex clips xxx disneycartoons x3xx

latina. Girl cartoon amateur breast toon porn porn addiction free ...
bondage_sexe_amateur.jaz088. x-film.us/ - 19k - Cached - Similar pages
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A simple keyword search can bring a child to a pornographic website. There are 26
children’s characters, including Pokeman and Action Man, which are linked to
thousands of pornographic websites.



Intentional

A & o BH IS &
i Foned Reload  Home  Seaich Metscape  Prnt  Seculy  Sioo
7| i "Bookmarks K Go to: [t //emew sex conl

Curiosity in children is natural;, but learning about
sexuality on-line is not usually the best place.

Warning:

l This website contains sexually explicit matenal
- ‘You must be at least 18 years old to enter.

Do you wish to enter? _ Yes |

TO MOST ADOLESCENTS...
THIS IS AN INVITATION.

© 2010 - NYS Internet Crimes Against Children Task Force

Sometimes, accessing online pornography is intentional. Curiosity is natural, but
learning about sexuality online is not the best place.



Teen (13-18) Tween (8-12) 7 & Under
Youtube Youtube Youtube
Facehonok

Facebook Facebook

Sex Porn
MySpace Club Penguin Ciub Penguin
Porn Youtube.com Yahoo
Yahoo You Tube Webkinz
Youtube.com Miniclip You Tube
eBay Yahoo Games

Wikipedia eBay Miniclip

http:/ / mashable.com/2009/12/19/ porn-toddlers/
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It is not surprising that the fourth top search term among kids 8-18 is sex, but what
is shocking is the fourth ranked search term for children 7 and under is “porn.”



Distribution of Child Pornography.

e The Internet has provided child'pornographers withia
powerful and anonymous distribution vehicle.

e Possession and distribution of; childipornography is
illegal under state and Federalllaws,

Spanky the clown arrested on porn 'I'ech

e —r——

FBI arrests 40 in child porn sting
By Kevin Johnson, USA TODAY
WASHNGTON — Federal authonties
Imvestigating an Internet-based child
pormography Ang have amested 40
paaphe in 20 states, inchudng two
Catholic prasts, youth baseball
coBches. @ civilan law enforcament 1
5 amployes and ateacher's ade, Justice
- Depatment cficials sasd Monday. =

o View Videor Dr-Sharon (1.47,
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There are many websites that offer child pornography. Keep in mind, most is
traded/sold through non-public “enterprises”, email, etc...

Dr. Sharon summarizes the pornography risks for us.

Play video.
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Cyberbullying has rapidly become a problem that is difficult to deal with.
Technology now allows for bullying at any time, any place.
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— e There are several ways that children threaten.

and/or harass others online. They may:

— Send e-mails or instant messages containing insults
or threats directly to a person.

— Spread hurtful comments about a person to others
through e-mail, Instant messaging or postings on
web) sites and blogs.

— Steal passwords and send out threatening e-mails
or instant messages using an assumed identity.

School suspends 20 over MySpace posting
Calif. middle-school student faces expulsion over alleged threat on Web site
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Cyber bullying can happen in several ways; through email or instant messages sent
directly to a child, hurtful comments sent or posted about a person or assuming a
person’s identity.

One third of online teens report writing a comment in IM that they wouldn’t say to
someone’s face.
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— Build web sites, often with password!protection, to
target people - students or even|teachers.

— Increasingly, kids are being bullied by text messages
sent through their cell' phenes.

— Built-in digital cameras in celllphenes have added a

new dimension to the problem.

WELCOME TO THE PAGE
THAT MAKES FUN OF

DAVE KNIGHT TR o) *

DR .
{ - ) r - =)

= . i . LR~ *TY ‘ - t{-{
“A kid from school sent me a message on the Internet saying, ) ' ‘ ] |
- -
" - b

‘Hey Dave, look at this website" says David. “| went there
and sure enough, there's my photo on this website saying
‘Welcome to the website that makes fun of Dave Knight' and
just pages of hateful comments directed at me and everyone
in my family.”
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Build web sites, often with password protection, to target people - students
or even teachers.

Increasingly, kids are being bullied by text messages sent through their cell
phones.

Built-in digital cameras in cell phones have added a new dimension to the
problem. There have been many reported instances of children taking
pictures of classmates in the locker room shower and distributing the photo
throughout the school.
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Consequences of Cyber Bullying!

nr

From hurt feelings to...suicide.

View Viaeos: Ryarn. lialligans Story and Ryarn
Halllgan’s rather speaks with. teens

. Connect with Kids
M= e e S
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Unfortunately, the consequences of cyber bullying can range from hurt feeling to
suicide.
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e Possible warning signs of children
- being bullied or bullying other
children.

— Complaining that other childrenior a group of;
hild I like ]

— Preoccupation with frendship concerns.

— Poor self-esteem. Feeling they are not as good as
others.

— Not wanting to go to school or other: activities.
— Spending| a great deal of time on the computer.
— Beingsecretive about online activities.
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Parents should be aware of possible warning signs that a child is being bullied or is
bullying other children.

*Complaining that other children or a group of children do not like them.
*Preoccupation with friendship concerns.

*Poor self-esteem. Feeling they are not as good as others.

*Not wanting to go to school or other activities.

*Spending a great deal of time on the computer.

*Being secretive about online activities.
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e Lacking interest and invelvement with other kids.
o Acting like their group (cligue)/is Superior.

— e Bragging that they use the Internet toiplay practical

jokes or steal other; kids® passwords|as a joke.

o (Continuing to. make fun of other Kids.

o (Getting in trouble at school or in the community for
INappropriate computer: use.

Adapted from Powertolearn.com
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eLacking interest and involvement with other kids.
*Acting like their group (clique) is superior.

*Bragging that they use the Internet to play practical jokes or steal other kids’
passwords as a joke.

«Continuing to make fun of other kids.
*Getting in trouble at school or in the community for inappropriate computer use.
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. Deali ith.Cvberbaiiy,

— Preserve evidence — this is crucial for identifiy/ing the
bully and making a case.

> i . et . i

— If' able toridentify the bully, contact him or her and/or
parents.

— Use available blocking technology. (i.e., block the user
on IM, email and chat:)

— In serious cases, seek assistance from the police (i.e.,
threats of, physical harm, unrelenting or unable to
Stop.)
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Here are some tips for parents on how to deal with cyber bullying.
Preserve evidence — this is crucial for identifying the bully and making a case.
Attempt to enlist assistance from the service provider.

If able to identify the bully, contact him or her and/or parents. Contacting the bully
or parent is a judgment call, if you are unfamiliar with the family, perhaps you
should contact your child’s school to ask for assistance.

Use available blocking technology, for example block the user on IM, email and
chat.

In serious cases, seek assistance from the police, especially if anyone ever
physically threatens a child.
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30... What Should Parents Do?

© 2010 - NYS Internet Crimes Against Children Task Force

We have talked about several online risks for children. So what should parents do?
Immediately “pulling the plug” is probably not the answer. Teaching children rules
and proper netiquette is very important.
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1. Learn everything you can about computers, the
Internet and related technology -

e Develop and maintain proficiency, through use.
o Ask children to demonstrate.

2. Communicate with your, children.
e Take time to discuss concerns; agree on ground rules.
Understand their needs.
o Set reasonable expectations.

3. Place the computer in a "well-trafficked” area,
not a child’s bedroom or a secluded area.
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As a parent learn everything you can about computers, the Internet and related
technology, including hardware, software and terminology, misuse and risks,
and tools such as filtering software, browser settings and “reliable” websites.

Communicate with your children. Try to understand their needs, interest and
curiosity. Be trusting and set reasonable expectations. Be specific about your
expectations. For example, acceptable websites, selection and use of chat
rooms, “buddies,” divulging personal information, and time limits. Ensure
that your expectations are respected; take appropriate action if they are not.

Place the computer in a “well-trafficked” area. Have the monitor facing out, so
that when you walk past, you can see the activity on the screen.
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4. Ensure that they do not divulge detailed
personal information when completing “profiles™
and minimize dissemination.

« Keep accounts in your name:

6. Know your child’s password(s)

Create 8 Screen Name: Heb

and screen name(s). S——
'DmdSumszu:l—
e Ensure that screen names do not s nssen Lo

ﬁrovide information about his or N
eridentity (e.g,, Sarahsweet16.)

This s e wiy you ane grested each
tme you sign i

© 2010 - NYS Internet Crimes Against Children Task Force

Ensure that they do not divulge detailed personal information when completing
“profiles” and minimize dissemination.

Teach children to protect their “online” reputation.

It is very important to keep accounts in your name, not the child’s. For example,
time is critical in the case of a missing child. If accounts are in your child’s name,
police are required to obtain a subpoena to access the accounts.

Know your child’s passwords and screen names. Ensure that screen names do not
provide information about his or her identity.
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7. Consider Use of Computer/Internet
—  Management Software:

e Age-based access levels — Allows for various levels of:
access for different family. members.

Filteri Blocking (i . l inge
e [ime Restrictions.

Activity Logs - Parents can view:logs that list web
sites|visited, web sites blocked, chat sessions...
Software can even capture screen shots and emall
messages to youiffa rule'is violated!

e “Girls are aware of the varied dangers of the
Internet, but want more proactive involvement
rather than prohibitive don'ts from parents.”
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Consider the use of computer and Internet management software. More specific
information on this type of software can be found on the New York State Division
of Criminal Justice Services website at www.criminaljustice.state.ny.us.
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Monitoring Software Information

A< TopTenREVIEWS

We Do the Research So You Don't Have To.

ffffxff@« M

[T GO _“J.__m___

$90.95  $70.95 | $20.05  $09.93 | $20.93  $30.93 | $30.90 $30.05 | 36090 $I0.090
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TopTenReviews.com can be helpful when deciding what type of monitoring
software to use. The brand, features and price are provided for comparison.
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8. Periodically review Internet bookmarks,

keyword searches. Also ... what can it
mean if history, keyword or temporary
Internet flles are cleared?

i &)
[Evories S —
i Add... [ organce..,

] Intermet Explorer Update Remi

2 cheats, google, ebay, pan|

[ mwwwmmwmmwh
T quick access 1o recently
Daystokeeppages imnbistoy  [14 =] Clear History

o | Fon, IM1MI

T o
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Periodically review Internet bookmarks, history files, temporary Internet files and
keyword searches. Also ... what can it mean if history, keyword or temporary
Internet files are cleared?

Perhaps the child is trying to stay one step ahead of mom and dad?
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Set Parental Controls

e Services - Microsofi Internet Explorer

DCIS Home Page
Waltarne

About DCIS
Contact DC,

Racant Hews Evants
Publications
Statisties

For the Community
Missing Childran
Sax Offandar Ragistry
Oparation SAFE CHILD
Criminal Mistory Records
Crirninal Justice Agencies
Mast Wanted

Public Safety Services
Crimestat

Seiect a category to view ihe rating ieveis:
7/25/2007 - Governor Appaints Denise O

Secratary for Criminal Justice
4/12/2007 - DCIS Official Wins Prestigiou

Adpust the shder to specify what users are allowed to see:

Level 1: Mid expletives
Description
Mid expletives or mid terms for body functions.

To view the Internet page for this rating service, -m
dick More Info.

[ ox [ coce J[ somv ]
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Use available parental controls on computers, cell phones and gaming platforms.
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Acronyms, Text Shorthand
and Emoticons

View: Videos “My: bfif jill™ (0:20)

netling.com noslang.com acronymfinder.com
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If you are finding it difficult to understand your child due to their use of acronyms
and other online slang, netling.com, noslang.com and acronymfinder.com may be
useful resources for you.
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Blogs, IM, Chatrooms, Email: What is
reasonable?

Under 8 - Children shouldn’t be using IM, chat rooms
or blogs - period. Email should!be restricted to only
approved Senders.

8-10 - If you add IMor chat, make sure only pre-
approved senders can send to your child. No blogs!

10-12 - Give them more privacy, as o
long as it is with people you trust. K/

Block all but pre-approved senders.

Still'no’ blogs!

=P
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When it comes to instant messaging, chatrooms and email, what is reasonable?

Under 8 - Children shouldn’t be using 1M, chat rooms or blogs - period. Email
should be restricted to only approved senders.

Ages 8-10 - If you add IM or chat, make sure only pre-approved senders can send to
your child. No blogs!

Ages 10-12 - Give them more privacy, as long as it is with people you trust.
Block all but pre-approved senders. Still no blogs!
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e 13-15 - Respect their privacy even more. Give them™
more leeway. regarding IM, e-mail, chat and blogs. But
check and account for everyone, in realllife, on their
buddy lists. No friends of; friends!

e 16 and over - Parental involvement becomes difficult
at best — if good judgment and communication have
not been firmly established by now. ... all'bets are off.

— Ifi they have earned your trust, give it to them.

— Ifi not, unplug the computer. and take away their cell
PRONES and Interactive gaming devices.
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Teens 13-15 - Respect their privacy even more. Give them more leeway regarding
IM, e-mail, chat and blogs. But check and account for everyone, in real life, on their
buddy lists. No friends of friends!

Age 16 and over - Parental involvement becomes difficult at best — if good
judgment and communication have not been firmly established by now ... all bets
are off.

If they have earned your trust, give it to them.

If not, unplug the computer and take away their cell phones and interactive gaming
devices.
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e Warning signs. Elevate concern if your child:

— Significantly increases on-line time.

— Receives phone calls, email, mail or packages from
Someone you don't Know.

— Quickly exits IM, chat, email, websites and other
activities when yourare near.

— Increases use of new slang words, inappropriate sexual
knowledge, withdraws from family and friends.

— Begins using NEW.SGreen names, an online account
belonging to someone else, etc.

— IS reluctant to discuss activities or your concerns.
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Be aware of warning signs.
Elevate you concern is your child:
«Significantly increases on-line time.

*Receives phone calls, email, mail or packages from someone you don't
know.

*Quickly exits IM, chat, email, websites and other activities when you are
near.

eIncreases use of new slang words, inappropriate sexual knowledge,
withdraws from family and friends.

*Begins using new screen names, an online account belonging to someone
else, etc.

«|s reluctant to discuss activities or your concerns.

Remember that good communication between you and your child is the best defense
to your child’s safety.



I

EyeWitness =
to History ™

# CNN | CHNRd
 Dialty SAT Qusstion
* HPR|PES

+ Global Studies + The Wire

* Mathematics 1 * Today in Histery

* Physics +  Washington Post

* U8, History |4  Word of the Day

# World Langusges ® Yahoo! News
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Even though we have talked about a lot of negative aspects of the Internet, it is
important to remember that there are many good websites. The Internet is a great
educational and communication tool. It is up to us as parents, teachers, and law
enforcement to show children how to find the good things and avoid the bad. One
way to teach them how to be safer online is to teach them the “4 R’s”.



— Recognize techniques used by'online predators to
deceive their victims:

— Refuse requests for personal information.

— Respond assertively iffyourare ever in an
uncomfortable situation while online. Exit the
program, log off'or turn off the computer...

— Report, te a parent or other: trusted adult, any
SUSPICIOUS OF dangerous contact that makes you
uncomfortable.

© 2010 - NYS Internet Crimes Against Children Task Force
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The New York State Internet Crimes
Against Children (ICAC) Task Force

e Established in 1998 in response to the rapidly escalating
roblem of Internet crimes involving children.

o Formally combined efforts of the New. York State Police,
NYS Attorney General's Office, NYS Division of Criminal
Justice Services and regionall affiliates.

o It is one of over 50 nationwide, which has strengthened
information sharing between police agencies.

“ Against Children
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o Efforts:

— The New York State Police conduct
well coordinated investigations and
forensic examination off computers
Seized as evidence.

— Tlhe NYS Attorney. General prosecutes

or assists with the prosecution of
offenders.

— NYS DEIS Is responsible for providing
training/and/education to both the
public and law enforcement.
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Your kids can fill in the blanks, Can you?

LOL: laughing _ out _loud
BRB:

TAW:
LULAS:
POS:
WIGP:

Protect your child's online life.
HENOP: hel p delete cdine predators
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NYS Internet Crimes Against Children Task Force

www.nysicac.org
1-877-474-KIDS (5437)

nysicac@troopers.state.ny.us

NYS Division of Criminal Justice Services
Missing and Exploited Children Clearinghouse

www.criminaljustice.state.ny.us
1-800-FIND-KID (346-3543)
missingchildren@dcjs.state.ny.us
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